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1 Introduction

+ Abstract

+ Target Audience

* Notes and warnings
+ Abbreviations used

Abstract

The given guidance describes CLI commands for ESR series service router (hereinafter referred to as router or
device) administrator.

Command Line Interface (CLI) allows to perform the device management and monitor its operation and status.
You will require the PC application supporting Telnet or SSH protocol operation or direct connection via the
console port (e.g. HyperTerminal).

Target Audience

CLI command reference guide is dedicated to the technical staff that performs the ESR series routers
configuration and monitoring using the CLI interface. Qualified technical personnel should be familiar with the
operation basics of TCP/IP protocol stacks and Ethernet networks design concepts.

Notes and warnings

& Notes contain important information, tips or recommendations on device operation and setup.

© Warnings are used to inform the user about harmful situations for the device and the user alike, which
could cause malfunction or data loss.

Abbreviations used

« AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

« BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

+ FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

« GRED - Gentle Random Early Detaction

« HTTP - HyperText Transfer Protocol

« HTTPS - HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol

+ IKE - Internet Key Exchange

+ IDS - Intrusion Detection System

+ |IP - Internet Protocol

* IP4IP4 - IPinIP
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IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 List of changes

Document version Issue date Revisions

Version 1.22 29.06.2021 Changes in sections:
- Command system structure
- User interface commands
- Firmware and configuration management
- General-system parameters configuration
- Interface monitoring and configuration
- L2 functions management
- Address table operation
- Profiles management
- IPsec VPN configuration
- Routing -> General routing settings
- Routing -> BFD configuration
- Security -> Firewall management

- Security -> Management of logging and protection against
network attacks

- Security -> Intrusion Prevention System (IPS/IDS) configuration
- QoS management

- Monitoring and management -> SYSLOG management

- Monitoring and management -> Mirroring configuration

- Subscriber control configuration (BRAS)

- Tunnel Wi-Fi controller configuration

Sections added:

- Security -> "Antispam" system configuration
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Document version Issue date Revisions

Version 1.21 29.10.2020 Changes in sections:
- Command system structure
- Firmware and configuration management
- General-system parameters configuration
- System timer management
- AAA configuration
- Tunnels configuration and monitoring
- L2 functions management
- Address table operation
- Filtering management
- Management of logging and protection against network attacks
- IPsec VPN configuration
- VPN management. Remote access settings
- Routing -> BGP configuration
- Routing -> IS-IS protocol configuration
- MPLS configuration
- Redundancy
- QoS management
- Monitoring and management
- DHCP Configuration
- SLA configuration
- Subscriber control configuration (BRAS)

- Intrusion Prevention System (IPS/IDS) configuration
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Document version Issue date Revisions

Version 1.20 05.06.2020 Changes in sections:
- Command system structure
- Firmware and configuration management
- Tunnels configuration and monitoring
- L2 functions management
- Firewall management
- Management of logging and protection against network attacks
- NAT management
- IPsec VPN configuration
- Routing
- MPLS configuration
- Redundancy
- QoS management
- Monitoring and management
- Tunnel Wi-Fi controller configuration

- TECHNICAL SUPPORT
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Document version Issue date Revisions

Version 1.19 04.02.2020 Sections added:
- mDNS-reflector configuration

- MPLS configuration

Changes in sections:

- Command system structure

- User interface commands

- AAA configuration

- Interface monitoring and configuration
- Tunnels configuration and monitoring

- L2 functions management

- VRF Configuration

- Profiles management

- Firewall management

- IPsec VPN configuration

- VPN management. Remote access settings
- Routing

- QoS management

- sFlow management

- Monitoring and management

- Subscriber control configuration (BRAS)

- VolIP configuration

Version 1.18 08.11.2019 Synchronization with firmware version 1.8.2
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Document version Issue date Revisions

Version 1.17 02.09.2019 Sections added:

- 36 Intrusion Prevention System (IPS/IDS) configuration

Changes in sections:

- 1.4 Abbreviations used

- 3.2 Router configuration

- 5 Firmware and configuration management
- 9 AAA configuration

- 10 Interface monitoring and configuration

- 11 Tunnels configuration and monitoring

- 12 L2 functions management

- 13 Address table operation

- 14 VRF configuration

- 17 Profiles management

- 19 Firewall management

- 24 VPN management Remote access settings
- 20 Filtering management

- 25 Routing

- 27 QoS management

- 30 Monitoring and control

- 35 VOIP configuration
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Document version Issue date Revisions

Version 1.16 15.08.2019 Changes in sections:
- 1.4 Abbreviations used
- 3.2 Router configuration
- 4 User interface commands
- 5 Firmware and configuration management
- 9 AAA configuration
- 10 Interface monitoring and configuration
- 11 Tunnels configuration and monitoring
- 23 IPsec VPN configuration
- 24 VPN management Remote access settings
- 25 Routing
- 27 QoS management
- 30 Monitoring and control
- 32 SLA configuration
- 33 Subscriber control configuration (BRAS)

- 34 Tunnel Wi-Fi controller configuration
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Document version

Version 1.15
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Issue date

05.08.2019

Revisions

Added ESR-20, ESR-21, ESR-1500, ESR-1510 devices

Sections added:
- 10.5 Serial interfaces
- 20 Filtering management

- 32 SLA configuration

Changes in sections:

- 3 Command system structure

- 4 User interface commands

- 5 Firmware and configuration management
- 7 General-system parameters configuration
- 8 System timer management

- 9 AAA configuration

- 10 Interface monitoring and configuration

- 11 Tunnels configuration and monitoring

- 12 L2 functions management

- 13 Address table operation

- 14 VRF configuration

- 15 IP addressing configuration

- 16 IPv6 addressing configuration

- 17 Profiles management

- 18 Access control list (ACL) management

- 19 Firewall management

- 21 Management of logging and protection against network

attacks
- 22 NAT management

- 23 IPsec VPN configuration

11



Document version

Version 1.14

Version 1.12

Version 1.11

Version 1.10

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Issue date

31.01.2019

11.11.2018

03.05.2018

03.05.2017

Revisions

- 24 VPN management Remote access settings
- 25 Routing

- 26 Redundancy

- 27 QoS management

- 28 Netflow management

- 29 Sflow management

- 30 Monitoring and control

- 31 DHCP configuration

Changes in sections:

- 11 Tunnels configuration and monitoring

Synchronization with firmware version 1.4.1

Synchronization with firmware version 1.4.0

Changes in sections:

- 3.2 Router configuration

- 4 User interface commands

- 6 General-system parameters configuration
- 7 System timer management

- 8 AAA configuration

- 9.1 Interface management

- 11 Tunnel management

- 13 Address table management

- 19 Firewall management

- 21 VPN management IPSec settings
- 23.8 BGP configuration

- 24.5 MultiWAN configuration

- 25 QoS management

- 31 Subscriber control configuration (BRAS)
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Document version Issue date Revisions

Version 1.9 16.12.2016 Sections added:
- 23.5 Event tracking object configuration
- 23.6 BFD configuration
- 23.8 BGP configuration

- 31 Subscriber control configuration (BRAS)

Changes in sections:

- 3.2 Router configuration

- 3.3 Types and naming procedure of router interfaces
- 3.4 Types and naming procedure of router tunnels

- 4 User interface commands

- 6 General-system parameters configuration

- 8 AAA configuration

- 9 Interface monitoring and configuration

- 11 Tunnel management

- 26 Netflow management

- 32 Tunnel Wi-Fi controller configuration

Version 1.8 22.07.2016 Changes in sections:
- 7 System timer management
- 8 AAA configuration
- 9.1 Ethernet interfaces
- 11 Tunnel management
- 24 VRRP management
- 20 NAT management
- 14 VRF configuration
-12.1 L2 routing management

- 24.3.2 Firewall redundancy configuration
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Document version Issue date Revisions

Version 1.7 28.01.2015 Sections added:
-22.2 OPENVPN

- 30 wiSLA configuration (service quality monitoring system)

Changes in sections:

- 5.8 Firmware management

- 5.14 Firmware management

- 6 General-system parameters configuration
- 8 AAA configuration

- 9.1 Ethernet interfaces

- 11.13 Tunnel management

- 18.12 ACL management

-22.1 L2TP/PPTP

- 22.3 General commands for remote access configuration
- 23.7 BGP configuration

- 20.8 NAT management

- 24.1 VRRP management

- 11 Tunnel management

- 14.4 VRF configuration

-20.24 NAT management

- 24.4 MultiwAN

- 26 QoS management

- 28.1 SNMP configuration

- 23.1 General routing settings

- 23.5 IPv4/1Pv6 static routes configuration
- 23.8 OSFP configuration

- 23.9 OSPFv3 configuration

- 31 Tunnel Wi-Fi controller configuration

14



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Document version Issue date Revisions

- 25 QoS management

Version 1.6 17.08.2015 Sections added:
- 26 Netflow management

- 27 Sflow management

Changes in sections:

- 2 Command line use specification

- 3.2 Router configuration

- 5 Firmware management

- 7 System timer management

- 8 AAA configuration

- 9.1 Ethernet interfaces

-12.1 L2 routing management

- 12.3 VLAN monitoring and configuration
- 13 Address table operation

- 19 Firewall management

- 20 NAT management

-21.2 VPN management IPSec settings

- 22 VPN management Remote access settings
- 1 General routing settings

- 23.2 General commands for routes advertising and reception
- 23.3 Policy-based routing (PBR)

- 23.7 BGP configuration

- 23.8 RIP configuration

- 23.9 OSPF configuration

- 28.1 SNMP configuration

- 28.3 SSH, Telnet access configuration

- 29 DHCP configuration

15
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Document version Issue date Revisions
Version 1.5 22.06.2015 Sections added:
- 9 AAA configuration

- 11 IPv6 DHCP client management
- 13 IPv6 DHCP relay management
- 15 IPv6 DHCP server management
-16.2 TDM(E1)

-17.2 MLPPP

- 21 VRF configuration

- 23 IPv6 addressing configuration

- 25 ACL configuration

- 35 Policy-based routing (PBR)

- 38 Static IPv6 routes configuration
- 42 OSPFv3 configuration

- 44 Redundancy configuration

Changes in sections:

- 4 User interface commands

- 5 Firmware management

- 14 DHCP server monitoring and configuration

- 16.1 Ethernet interfaces

- 20 Address table operation

- 24 |P addresses and ports profiles management
- 26 Firewall management

- 34 General commands for routes advertising and reception
- 37 Static routes configuration

- 39 BGP configuration

- 40 RIP configuration

- 41 OSPF configuration

16
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Document version Issue date Revisions

- 47 QoS configuration

- 50 SNMP configuration

17
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Document version Issue date Revisions

Version 1.4 11.03.2015 Sections added:
- 11 DHCP agent management
- 27 General routing settings
- 29 Key ring configuration
- 34 VRRP management
- 35 DualHoming management
- 36 MultiWAN configuration
- 37 QoS management
- 38 Mirroring configuration
- 39 Wi-Fi controller configuration

- 40 SNMP configuration

Changes in sections:

- 1.4 Abbreviations used

- 3.2 Router configuration

- 3.3 Types and naming procedure of router interfaces
- 3.4 Types and naming procedure of router tunnels
- 5 Firmware and configuration management

- 6 General-system parameters configuration

- 7 Access configuration

- 12 DHCP server monitoring and configuration

- 13 Interface monitoring and configuration

- 14 Link Aggregation Group (LAG) management

- 20 Firewall management

- 21 NAT management

- 22 VPN management IKE configuration

- 23 VPN management IPsec settings

- 25 Tunnel management

18
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Document version Issue date Revisions

- 26 Spanning Tree management
- 30 Static routes configuration

- 31 BGP configuration

- 32 RIP configuration

- 33 OSPF configuration

- 41 Syslog management
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Document version Issue date Revisions

Version 1.3 25.11.2014 Sections added:
- 7 Access configuration
- 13 Link Aggregation Group (LAG) management
- 14 VLAN monitoring and configuration
- 15 Bridge management
- 16 Address table operation
- 24 Tunnel management
- 25 STP, RSTP, MSTP management
- 26.2 General commands for routes advertising
- 26.3 BGP configuration
- 26.4 RIP configuration
- 26.5 OSFP configuration

- 27 SYSLOG management

Changes in sections:

- 3.2 Router configuration

- 3.3 Types and naming procedure of router interfaces
- 4 User interface commands

- 5 Firmware and configuration management

- 6 General-system parameters configuration

- 12 Interface monitoring and configuration

- 18 IP addresses and ports profiles management
- 19 Firewall management

- 20 NAT management

- 22 VPN management IPsec settings

- 23 VPN management Remote access settings
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Document version

Version 1.2

Version 1.1

Version 1.0

Firmware version

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Issue date

26.06.2014

290.04.2014

20.03.2014

1.13.0

Revisions

Synchronization with firmware version 1.0.2.
Sections added:

- 5 General-system parameters configuration
- 9 System timer management

- 18 VPN management Remote access settings

Changes in sections:

- 3.2 Router configuration

- 4 User interface commands

- 6 Firmware and configuration management
- 7 Static routes configuration

- 10 DHCP client management

- 12 Interface monitoring and configuration

- 14 Firewall management

- 16 VPN management IKE configuration

- 17 VPN management IPSec settings

Synchronization with firmware version 1.0.1.

Section 'Device debugging' has been removed to a separate

document.

First issue
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3 Command line use specification
To simplify the use of the command line, the interface supports automatic command completion. This
function is activated when the command is incomplete and the <Tab> character is entered.

Another function that helps to use the command line — context help. At any stage of entering a command, you
can get a prompt about the following command elements by entering <?> character.

To simplify the commands, the whole command system has a hierarchical structure. There are special branch
commands for transition between levels of the hierarchy. This allows to use brief commands on each level. To
designate a current level where a user is located, the system prompt string changes dynamically.

Example:

esr> enable Enables the 15 privilege level

esr# configure Switch to the device configuration mode

esr(config)#
esr(config)# exit return to the level above
esr#

For the ease of command line use, shortcut keys listed in the Table 1 are supported.

Table 1 — Description of CLI shortcut keys

Shortcut key Description

Ctrl+D In a nested command mode - exit to the previous command mode (exit command), in a root command
mode - exit from CLI (logout command)

Ctrl+Z Exit to a root command mode (top command)
Ctrl+A Transition to the beginning of line

Ctrl+E Transition to the end of line

Ctrl+U Removal of characters to the left of a cursor
Ctrl+K Removal of characters to the right of a cursor
Ctrl+C Line clearing, command execution interruption
Ctrl+W Removal of a word to the left of a cursor
Ctrl+B Transition of a cursor one position backwards

22



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0
Shortcutkey Description

Ctrl+F Transition of a cursor one position ahead

Ctrl+L Screen clearing

For ease of reading, page-by-page output of a wealth of information is added.

For example:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

To disable page-by-page output, use the following command:

esr# terminal datadump

Command line interface enables user authorization and restricts access to commands depending on their
privilege level, provided by the administrator.

You can create a required amount of users in the system. The required privilege level is specified individually
for each of them.

© In factory configuration, the system includes one user with admin name and password password.

To provide the command interface security, the commands are distributed among 1, 10 and 15 privilege levels:

+ 1 level — only device monitoring is available;

+ 10 level — device configuration, excluding users creation, device reboot and firmware upload, is
available;

+ 15 level — no restrictions.

23
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To obtain 15 privilege level:

(esr)> enable
(esr)#

To return to the initial privilege level:

(esr)# disable
(esr)>
The system allows multiple users to connect to the device simultaneously.

You can use filtration to reduce the amount of data displayed as a response to user’s requests and to simplify
the search of required information. To filtrate the information, add '|' character to the end of command line and
use one of the filtration options:

- begin - display all information after the line containing the given pattern;

- include — display all lines containing the given pattern;

- exclude - display all lines not containing the given pattern.

The search pattern can be specified by a regular expression and can contain:

— List of characters. You can specify the list by placing the characters in square brackets '[]'. The matching will
be checked by characters included in the list. If the first character of the list is "', the matching will be checked
by any character not included in the list. Examples:

* [-az]-'a','z'and -
+ [a-z] - all latin letters from 'a' to 'Z'.

- Special characters:

« A = beginning of a line;

« §-endofaline;

+ . —any characterin aline;
+ * — zero or more times.

Displaying the «show running-config syslog» command without parameters:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

Displaying the «show running-config syslog» command with the 'begin’ parameter:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

Displaying the «show running-config syslog» command with the 'include' parameter:

esr# show running-config syslog | include file-size
syslog file-size 512

24
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Displaying the «show running-config syslog» command with the 'exclude' parameter:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

Examples of regular expressions usage:

esr# show interfaces status | include "“te.x*"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include "*gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:do
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[*Atgl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0

25
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4 Command system structure

+ Global mode

+ Router configuration

+ Types and naming procedure of router interfaces
+ Types and naming procedure of router tunnels

The system of ESR router CLI commands is divided into hierarchic levels (sections).

Global mode
Top level of the command hierarchy is shown in the table 2.
Table 2 - Command modes hierarchy (top level)

Level Entry command Prompt line view Exit command
Root mode (ROOT) esr> exit
esr# end
Configuration mode (CONFIG) configure esr(config)#
Device debugging mode (DEBUG) debug esr(debug)#
" it
esr-10004 end
configure

esr=-1000 (config) #

debug pexnm DEBUG
esr=-1000 (debug) #

Figure 1 — Top level of command mode hierarchy
In root command mode (ROOT) you can perform the following:
— operation with configuration files:

+ application;
+ confirmation;
* reset;
* saving;
+ undo pending changes;
« revert to the confirmed configuration;
- router reboot;
— monitoring and the current device configuration displaying.

From the root mode (ROOT), proceeding to the following sections is performed:

26
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— device configuration mode (CONFIG);

— device debugging mode (DEBUG).

Router configuration

ESR router configuration is performed in CONFIG mode The mode is available from the root mode (ROOT).

Switching to the configuration mode is performed only in a privileged one.

To switch from the root mode (ROOT), you should run the following commands:

esr> enable
esr# configure
esr(config)#

In ESR router configuration mode the following functions are performed:
- system timer management;

- system log management;

- remote access configuration;

- QoS configuration;

- Spanning Tree configuration;

— VLAN configuration;

— static routes configuration;

- routing protocol precedence configuration;

— switching to the function configuration modes, the description is shown in the table 3.

Table 3 - Command modes for router management

Level Entry command! Prompt line view
Global parameters configuration configure esr(config)#
(CONFIG)

GigabitEthernet interface interface gigabitethernet <PORT>  esr(config-if-gi)#
configuration

(CONFIG-GI)

TengigabitEthernet interface interface tengigabitethernet esr(config-if-te)#
configuration <PORT>

(CONFIG-TE)

Channel aggregation groups interface port-channel <CH> esr(config-port-
configuration channel)#

(CONFIG-PORT-CHANNEL)

Previous level

ROOT

CONFIG

CONFIG

CONFIG
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Level

Subinterface configuration

(CONFIG-SUBIF)

Subinterface configuration

(CONFIG-QINQ-IF)

Serial interface configuration 2

(CONFIG-SERIAL)

Virtual interfaces configuration

(CONFIG-LOOPBACK)

E1 interface configuration

(CONFIG-E1)

E1 channels aggregation group
configuration
(CONFIG-MULTILINK)

FXO port configuration

(CONFIG-VOICE-PORT-FXO0)

FXS port configuration

(CONFIG-VOICE-PORT-FXS)

VTI configuration

(CONFIG-VTI)

Serial interface configuration 2

(CONFIG-LINE-AUX)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

interface gigabitethernet
<PORT>.<VLAN> or

interface tengigabitethernet
<PORT>.<VLAN> or

interface port-channel
<CH>.<VLAN>
interface gigabitethernet

<PORT>.<VLAN>.<VLAN> or

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> or

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>

interface loopback <PORT>

interface e1 <PORT>

interface multilink <PORT>

interface voice-port <NUM>

interface voice-port <NUM>

tunnel vti <VTI>

line aux <NUM>

Prompt line view

esr(config-subif)#

esr(config-qing-if)#

esr(config-serial)#

esr(config-loopback)#

esr(config-e1)#

esr(config-multilink) #

esr(config-voice-port-

fxo)#

esr(config-voice-port-
fxs)#

esr(config-vti)#

esr(config-line-aux)#

Previous level

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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Level

L2TPv3 tunnel configuration

(CONFIG-L2TPV3)

GRE tunnel configuration

(CONFIG-GRE)

SoftGRE tunnels configuration

(CONFIG-SOFTGRE)

Logical tunnels configuration

(CONFIG-LT)

Configuration of sub interface on L2

tunnel

(CONFIG-SUBTUNNEL)

IPv4-over-IPv4 tunnel configuration

(CONFIG-IP4IP4)

Network bridges configuration

(CONFIG-BRIDGE)

VLAN Configuration

(CONFIG-VLAN)

Network policy configuration for
VLAN specification by LLDPDU
messages of a client

(CONFIG-NET-POLICY)

DHCP server's address pool
configuration

(CONFIG-DHCP-SERVER)

DHCP option 60 configuration

(CONFIG-DHCP-VENDOR-ID)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

tunnel 12tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>

ip dhcp-server vendor-class-id
<NAME>

Prompt line view

esr(config-12tpv3)#

esr(config-gre)#

esr(config-softgre)#

esr(config-It)#

esr(config-
subtunnel)#

esr(config-ip4ip4)#

esr(config-bridge)#

esr(config-vlan)#

esr(config-net-policy)

esr(config-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

Previous level

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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Level
DHCP server's address pool
configuration

(CONFIG-IPV6-DHCP-SERVER)

DHCP option 60 configuration

(CONFIG-IPV6-DHCP-VENDOR-ID)

Application profile configuration

(CONFIG-OBJECT-GROUP-
APPLICATION)

IP address profile configuration

(CONFIG-OBJECT-GROUP-
NETWORK)

IP address and TCP/UDP
port bindings profile configuration

(CONFIG-OBJECT-GROUP-
ADDRESS-PORT)

TCP/UDP ports profile configuration

(CONFIG-OBJECT-GROUP-SERVICE)

URL profile configuration

(CONFIG-OBJECT-GROUP-URL)

Configuration of the content filtering
category provider

(CONFIG-OBJECT-GROUP-
CONTENT-FILTER)

Configuration of the content filtering
category profile from the Kaspersky
Laboratory vendor

(CONFIG-OBJECT-GROUP-CF-
KASPERSKY)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

ipv6 dhcp-server pool <NAME>

ipv6 dhcp-server vendor-class-id
<NAME>

object-group application <NAME>

object-group network <NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

vendor <VENDOR>

Prompt line view
esr(config-ipv6-dhcp-

server)#

esr(config-dhcp-
vendor-id)#

esr(config-object-
group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-filter)#

esr(config-object-
group-cf-kaspersky)#

Previous level

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-OBJECT-
GROUP-
CONTENT-
FILTER
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Level

Configuration of the mail domain
profile and mailbox addresses

(CONFIG-OBJECT-GROUP-MAIL)

XAUTH profile configuration

(CONFIG-ACCESS-PROFILE)

IP address pool configuration

(CONFIG-POOL)

IKE protocol gateway configuration

(CONFIG-IKE-GATEWAY)

IKE protocol policy configuration

(CONFIG-IKE-POLICY)

IKE protocol profile configuration

(CONFIG-IKE-PROPOSAL)

IPsec protocol set policy
configuration

(CONFIG-IPSEC-POLICY)

IPsec protocol set profile
configuration

(CONFIG-IPSEC-PROPOSAL)

IPsec-based VPN configuration

(CONFIG-IPSEC-VPN)

Access control list configuration

(CONFIG-ACL)

Access control list rule configuration

(CONFIG-ACL-RULE)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

object-group email <NAME>

access profile <NAME>

address-assignment pool <NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal <NAME>

security ipsec vpn <NAME>

ip access-list extended <NAME>

rule <ORDER>

Prompt line view

esr(config-object-
group-email)#

esr(config-access-

profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-policy)#

esr(config-ike-

proposal)#

esr(config-ipsec-

policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-vpn)#

esr(config-acl)#

esr(config-acl-rule)#

Previous level

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-ACL
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Level

Security zone configuration

(CONFIG-ZONE)

Rule group configuration for security

zone pairs

(CONFIG-ZONE-PAIR)

Rule configuration for security zone
pairs

(CONFIG-ZONE-PAIR-RULE)

Configuration of destination address

translation service

(CONFIG-DNAT)

IP addresses pool and TCP/UDP
ports for DNAT configuration

(CONFIG-DNAT-POOL)

DNAT rule group configuration

(CONFIG-DNAT-RULESET)

DNAT rule configuration

(CONFIG-DNAT-RULE)

Source address translation service
configuration

(CONFIG-SNAT)

Configuring IP addresses pool and
TCP/UDP ports for SNAT

(CONFIG-SNAT-POOL)

SNAT rule group configuration

(CONFIG-SNAT-RULESET)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

security zone <NAME>

security zone-pair <FROM> <TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ruleset <NAME>

Prompt line view

esr(config-zone)#

esr(config-zone-pair)#

esr(config-zone-rule)#

esr(config-dnat)#

esr(config-dnat-pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-rule)#

esr(config-snat)#

esr(config-snat-pool)#

esr(config-snat-
ruleset)#

Previous level

CONFIG

CONFIG

CONFIG-ZONE-

PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG

CONFIG-SNAT

CONFIG-SNAT
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Level

SNAT rule configuration

(CONFIG-SNAT-RULE)

System users configuration

(CONFIG-USER)

Local console configuration

(CONFIG-LINE-CONSOLE)

Remote console configuration

(CONFIG-LINE-TELNET)

Remote protected console
configuration

(CONFIG-LINE-SSH)

TACACS server configuration

(CONFIG-TACACS-SERVER)

RADIUS server configuration

(CONFIG-RADIUS-SERVER)

RADIUS server profile configuration

(CONFIG-RADIUS-SERVER-PROFILE)

DAS server configuration

(CONFIG-DAS-SERVER)

DAS server profile configuration

(CONFIG-DAS-SERVER-PROFILE)

LDAP server configuration

(CONFIG-LDAP-SERVER)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

aaa das-profile <NAME>

Idap-server host <ADDR>

Prompt line view

esr(config-snat-rule)#

esr(config-user)#

esr(config-line-
console)#

esr(config-line-telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-radius-
profile)#

esr(config-das-
server)#

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

Previous level

CONFIG-SNAT-

RULESET

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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Level
Configuration of remote access
server via PPTP

(CONFIG-PPTP-SERVER)

Configuration of remote user access
via PPTP

(CONFIG-PPTP-USER)

Configuration of remote access
server via L2TP

(CONFIG-L2TP-SERVER)

Configuration of remote user access
via L2TP

(CONFIG-L2TP-USER)

Configuration of remote access
server via OpenVPN

(CONFIG-OPENVPN-SERVER)

Configuration of remote user access
via L2TP

(CONFIG-OPENVPN-USER)

Configuration of remote access client
via PPTP

(CONFIG-PPTP)

Configuration of remote access client
via PPPoE

(CONFIG-PPPOE)

Configuration of remote connection
client via L2TP

(CONFIG-L2TP)

Configuration of remote connection
client via OpenVPN

(CONFIG-OPENVPN)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

remote-access pptp <NAME>

username <NAME>

remote-access I12tp <NAME>

username <NAME>

remote-access openvpn <NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-ID>

Prompt line view

esr(config-pptp-
server)#

esr(config-pptp-user)#

esr(config-12tp-
server)#

esr(config-12tp-user)#

esr(config-openvpn-

server)#

esr(config-openvpn-

usen#

esr(config-pptp)#

esr(config-pppoe)#

esr(config-12tp)#

esr(config-openvpn)#

Previous level

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-

SERVER

CONFIG

CONFIG-
OPENVPN-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG
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Level

SNMP user configuration

(CONFIG-SNMP-USER)

NTP server or peer configuration

(CONFIG-NTP)

BGP process configuration

(CONFIG-BGP)

Configuration of BGP process in vrf

(CONFIG-BGP-VRF)

Configuration of BGP process IPv4/
IPv6 addressing

(CONFIG-BGP-FAMILY)

Configuration of BGP process IPv4/
IPv6 addressing in vrf

(CONFIG-BGP-VRF-FAMILY)
Configuration of BGP neighbor
grouping

(CONFIG-BGP-GROUP)

Configuration of BGP neighbor
grouping in vrf

(CONFIG-BGP-VRF-GROUP)

BGP process neighbor configuration

(CONFIG-BGP-NEIGHBOR)

Configuration of BGP process
neighbor in vrf

(CONFIG-BGP-VRF-NEIGHBOR)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR>}

neighbor { <ADDR> | <IPV6-
ADDR>}

Prompt line view

esr(config-snmp-

user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-af)#

esr(config-bgp-
group)#

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

Previous level

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP

CONFIG-BGP-VRF
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Level
Configuration of BGP neighbor IPv4/
IPv6 addressing

(CONFIG-BGP-NEIGHBOR-FAMILY)

Configuration of BGP neighbor IPv4/
IPv6 addressing in vrf

(CONFIG-BGP-NEIGHBOR-FAMILY)

Subnet list configuration

(CONFIG-PL)

Subnet list configuration

(CONFIG-IPV6-PL)

Route map configuration

(CONFIG-ROUTE-MAP)

Route map rule configuration

(CONFIG-ROUTE-MAP-RULE)

RIP configuration

(CONFIG-RIP)

RIPNG configuration

(CONFIG-RIPNG)

IS-IS process configuration

(CONFIG-ISIS)

OSPF process configuration

(CONFIG-OSPF)

OSPF area configuration

(CONFIG-OSPF-AREA)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

address-family { ipv4 | ipv6 |
vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

router ospf <ID>

area <ID>

Prompt line view

esr(config-bgp-
neighbor-af)#

esr(config-bgp-
neighbor-af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-

map)#

esr(config-route-map-

rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-area)#

Previous level

CONFIG-BGP-
NEIGHBOR

CONFIG-BGP-
VRF-NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-

MAP

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-OSPF
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Level
Virtual OSPF connection
configuration

(CONFIG-OSPF-VLINK)

OSPFv3 process configuration

(CONFIG-OSPFV3)

OSPFv3 area configuration

(CONFIG-OSPFV3- AREA)

Virtual OSPFv3 connection
configuration

(CONFIG-OSPFV3-VLINK)

ISIS process configuration

(CONFIG-ISIS)

Key list configuration

(CONFIG-KEYCHAIN)

Key configuration

(CONFIG-KEYCHAIN-KEY)

MSTP parameter configuration

(CONFIG-MST)

WAN rules configuration

(CONFIG-WAN-RULE)

WAN (IPv6) rules configuration

(CONFIG-IPV6-WAN-RULE)

Target list configuration

(CONFIG-TARGET-LIST)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

router isis <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst configuration

wan load-balance rule <ID>

Ipv6 wan load-balance rule <ID>

wan load-balance target-list
<NAME>

Prompt line view

esr(config-ospf-vlink)#

esr(config-ipv6-ospf)#

esr(config-ipv6-ospf-

area)#

esr(config-ipv6-ospf-

vlink)#

esr(config-isis)#

esr(config-keychain)#

esr(config-keychain-

key)#

esr(config-mst)#

esr(config-wan-rule)#

esr(config-ipv6-wan-

rule)#

esr(config-target-list)#

Previous level

CONFIG-OSPF-
AREA

CONFIG

CONFIG-OSPFV3

CONFIG-OSPFV3-
AREA

CONFIG

CONFIG

CONFIG-

KEYCHAIN

CONFIG

CONFIG

CONFIG

CONFIG
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Level

Target list (IPv6) configuration

(CONFIG-IPV6-TARGET-LIST)

Target configuration
(CONFIG-WAN-TARGET)

Target (IPv6) configuration

(CONFIG-IPV6-WAN-TARGET)

WiFi Controller configuration

(CONFIG-WIRELESS)

VRF Configuration

(CONFIG-VRF)

QoS policy configuration

(CONFIG-POLICY-MAP)

QoS class configuration

(CONFIG-CLASS-MAP)

Configuration of a class within the

QoS policy

(CONFIG-POLICY-MAP-CLASS)

Configuration of a PPP-user to
authenticate the remote party

(CONFIG-PPP-USER)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

Ipv6 wan load-balance target-list

<NAME>

target <ID>

target <ID>

wireless-controller

ip vrf <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ppp chap username <NAME>

ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

Prompt line view

esr(config-ipv6-target-
list)#

esr(config-wan-
target)#
esr(config-ipv6-wan-

target)#

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-
map)#

esr(config-class-
map)#

esr(config-class-
policy-map)#

esr(config-ppp-user)#

Previous level

CONFIG

CONFIG-TARGET-
LIST

CONFIG-IPV6-
TARGET-LIST

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-E1

CONFIG-
MULTILINK

CONFIG-
CELLULAR-
PROFILE

CONFIG-ACCESS-
PROFILE

CONFIG-L2TP-
SERVER
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Level

Redundancy parameters
configuration

(CONFIG-ARCHIVE)

Netflow statistics collection server
configuration

(CONFIG-NETFLOW-HOST)

sFlow statistics collection server
configuration

(CONFIG-SFLOW-HOST)

Configuration of SNMP notification
receiving server

(CONFIG-SNMP-HOST)

Changing the password after the
expiration date

(CHANGE-EXPIRED-PASSWORD)

Configuration of an http request
filtering profile

(CONFIG-PROFILE)

MPLS common parameters
configuration

(CONFIG-MPLS)

LDP common parameters
configuration

(CONFIG-LDP)

LDP IPv4 addressing configuration

(CONFIG-LDP-AF-IPV4)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

username <NAME>

archive

netflow collector <ADDR>

sflow collector <ADDR>

snmp-server host <ADDR>

ip http profile <NAME>

mpls

Idp

address-family ipv4

Prompt line view

esr(config-archive)#

esr(config-netflow-
host)#

esr(config-sflow-
host)#

esr(config-snmp-
host)#

esr(change-expired-

password)#

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-
ipva)#

Previous level

CONFIG-PPTP-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-LDP
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Level

LDP-unicast neighborhood
configuration

(CONFIG-LDP-NEIGH)

Configuration of LDP IPv4 addressing

for a separate ip interface

(CONFIG-LDP-AF-IPV4-IF)

L2-MPLS tunnel creation

(CONFIG-L2VPN)

L2-MPLS tunnel configuration

(CONFIG-L2VPN-EOMPLS)

PW-class (pseudo-wire pattern)
configuration

(CONFIG-L2VPN-PW-CLASS)

L2-MPLS tunnel pseudo-wire
parameters configuration

(CONFIG-L2VPN-PW)

BGP auto-discovery and singnaling
configuration

(CONFIG-AUTODISCOVERY-BGP)

IPS/IDS policy configuration

(CONFIG-IPS-POLICY)

IPS/IDS rule vendor configuration

(CONFIG-IPS-VENDOR)

IPS/IDS rule category configuration

(CONFIG-IPS-VENDOR-CATEGORY)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

Prompt line view

esr(config-ldp-neig)#

esr(config-ldp-af-ipv4-
if)#

esr(config-12vpn)#

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-pw)#

esr(config-bgp)#

esr(config-ips-policy)#

esr(config-ips-
vendor)#

esr(config-ips-vendor-
category)#

Previous level

CONFIG-LDP

CONFIG-LDP-AF-
IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-

POLICY

CONFIG-IPS-
VENDOR
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Level

IPS/IDS service configuration

(CONFIG-IPS)

Configuration of auto-updating
source of IPS/IDS rules distributed
under a commercial license

(CONFIG-CONTENT-PROVIDER)

Configuration of IPS/IDS rules
autoupdate from external sources

(CONFIG-IPS-AUTO-UPGRADE)

Configuration of custom IPS/IDS rule

update server

(CONFIG-IPS-UPGRADE-USER-
SERVER)

IPS/IDS user rule category
configuration

(CONFIG-IPS-CATEGORY)

User IPS/IDS rules configuration

(CONFIG-IPS-CATEGORY-RULE)

IPS/IDS estended user rule
configuration
(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

Zabbix-agent parameters
configuration

(CONFIG-ZABBIX-AGENT)

Zabbix-proxy parameters
configuration

(CONFIG-ZABBIX-PROXY)

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

security ips

content-provider

auto-upgrade

user-server <WORD>

security ips-category user-defined
<CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

Prompt line view

esr(config-ips)#

esr(config-content-
provider)#

esr(config-ips-auto-
upgrade)#

esr(config-ips-
upgrade-user-server)#

esr(config-ips-
category)#

esr(config-ips-
category-rule)#

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-
agent)#

esr(config-zabbix-
proxy)#

Previous level

CONFIG

CONFIG

CONFIG-IPS

CONFIG-IPS-
AUTO-UPGRADE

CONFIG

CONFIG-IPS-
CATEGORY

CONFIG-IPS-
CATEGORY

CONFIG

CONFIG
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Level

Configuration of the "Antispam'
service profile

CONFIG-ANTISPAM-PROFILE

Configuration of the rule for the
"Antispam" service profile

CONFIG-ANTISPAM-PROFILE-RULE

Configuration of the mail domain

CONFIG-MAILSERVER-DOMAIN

Configuration of the mail server

CONFIG-MAILSERVER

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Entry command!

security antispam profile <NAME>

rule <ORDER>

mailserver domain <NAME>

mailserver

T The detailed description of commands is shown below

2 Only for ESR-21

Types and naming procedure of router interfaces

Prompt line view
esr(config-antispam-

profile)#

esr(config-antispam-
profile-rule)#

esr(config-mailserver-
domain)#

esr(config-
mailserver)#

Previous level

CONFIG

CONFIG

CONFIG

CONFIG

Network interfaces of various types and purposes are used for the router operation. The naming system allows
you to uniquely address the interfaces by their functional purpose and location in the system. The following
table contains the list of interfaces types.
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Table 4 — Types and naming procedure of router interfaces

Interface type

Physical
interfaces

1Gbps ports

10Gbps ports

40Gbps ports

Channel
aggregation
groups

Designation

Designation of physical interface includes its type and identifier.
The identifier of physical interfaces is as follows: <UNIT>/<SLOT>/<PORT>, where

+ <UNIT> - number of a device in a device group,
» <SLOT> - device module number or '0' if the device does not consist of modules,
+ <PORT> — port sequence number.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Designation example: gigabitethernet 1/0/12

& Itis permitted to use short name, for example, gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Designation example: tengigabitethernet 1/0/2

& tis permitted to use short name, for example, te1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Designation example: forygigabitethernet 1/0/2

& tis permitted to use short name, for example, fo1/0/2.

Designation of channel aggregation group includes its type and identifier:
port-channel <CHANNEL_ID>

Designation example: port-channel 6

& tis permitted to use short name, for example, po1.
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Interface type

Subinterfaces

Q-in-Q interfaces

E1 interfaces

E1 channels
aggregation
groups
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Designation
Designation of sub-interface is generated from the designation of basic interface and sub-
interface identifier (VLAN) separated by a dot.
Designation examples:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

& Sub-interface identifier may take values of [1..4094].

Designation of Q-in-Q interface is generated from the designation of basic interface, service VLAN
identifier and user VLAN identifier separated by a dot.

Designation examples:
gigabitethernet 1/0/12.100.10
tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& Service and user VLAN identifier may take values of [1..4094].

Designation of E1 interface includes its type and identifier.
E1 interfaces identifier is as follows: < UNIT>/< SLOT>/< STREAM>, where

+ <UNIT> - number of a device in a device group [1..1],
« <SLOT> — number of device E1 module [0..12],
+ <STREAM> - E1 flow sequence number [1..1].

Designation example: e1 1/0/1

Designation of E1 channels aggregation group includes its type and interface sequence number:
multilink <CHANNEL_ID>

Designation example: multilink 3
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Interface type

Logical interfaces

Serial interfaces

USB modems

FXS/FXO ports
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Designation

Designation of logical interface is the interface sequence number:
Designation examples:

loopback 4

bridge 60

service-port 1

Designation of serial interface includes its type and identifier.

E1 interfaces identifier is as follows: < UNIT>/< SLOT>/< STREAM>, where

« <UNIT> — number of a device in a device group [1..1],
« <SLOT> — device module number or '0' if the device does not consist of modules,
+ <PORT> - port sequence number.

Designation example: serial 1/0/1

Designation of USB modem includes its type and sequence number:
modem <MODEM-NUM>

Designation example: modem 1

Designation of FXS/FXO ports includes its type and sequence number:
interface voice-port <NUM>

Designation example: voice-port 1

a 1. Number of interfaces of each type depends on the router model.
2. The current firmware does not support for devices stacking. A device number in unit device
group can only take the value of 1.
3. Some commands support for simultaneous operation with the interface group. To specify the
interface group, you may use a comma-separated list or specify a range of identifiers using a
hyphen '-'.

Examples of interface groups specifying:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gil/0/7,tel/0/1,fol/0/1
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Types and naming procedure of router tunnels

Network tunnels of various types and purposes are used for the router operation. The naming system allows
you to uniquely address the tunnels by their functional purpose. The following table contains the list of tunnels

types.
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Table 5 — Types and naming procedure of router tunnels

Tunnel type

L2TP tunnel

L2TPv3 tunnel

GRE tunnel

GRE sub tunnel

SoftGRE tunnel

IPv4-over-IPv4 tunnel

IPsec tunnel

Logical tunnel (tunnel
between VRF)

Designation

Designation of L2TP tunnel includes the type and sequence number of a tunnel:
12tp <L2TP_ID>

Designation example: 12tp 1

Designation of L2TPv3 tunnel includes the type and sequence number of a tunnel:
12tpv3 <L2TPV3_ID>

Designation example: 12tpv3 1

Designation of GRE tunnel includes the type and sequence number of a tunnel:
gre <GRE_ID>

Designation example: gre 1

Designation of GRE sub tunnel includes the type, sequence number of a tunnel and a sub
tunnel VLAN ID:

gre <GRE_ID>.<VLAN_ID>

Designation example: gre 1.200

Designation of SoftGRE tunnel includes the type and sequence number of a tunnel and,
optionally, a virtual interface VLAN ID:

softgre <GRE_ID>[.<VLAN>]

Designation example: softgre 1, softgre 1.10

Designation of IPv4-over-IPv4 tunnel includes the type and sequence number of a tunnel:
ip4ip4 <IPIP_ID>

Designation example: ip4ip4 1

Designation of IPsec tunnel includes the type and sequence number of a tunnel:
vti <VTI_ID>

Designation example: vti 1

Designation of logical tunnel includes the type and sequence number of a tunnel:
It <LT_ID>

Designation example: It 1
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Tunnel type Designation

PPPoE tunnel Designation of PPPoE tunnel includes the type and sequence number of a tunnel:
pppoe <PPPoE_ID>

Designation example: pppoe 1

PPTP tunnel Designation of PPPTP tunnel includes the type and sequence number of a tunnel:
pptp <PPTP_ID>

Designation example: pptp 1

& Number of tunnels of each type depends on the router model and firmware version.
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5 User interface commands

+ alarm

+ clear alarms

+ clear ssh host

+ configure

+ do

* end

+ exit

* help

* history size

* logout

* monitor

+ ping

* reload system

+ show alarms brief
+ show alarms brief active
+ show alarm settings
+ show history

* ssh

* telnet

* terminal datadump
+ terminal resize

* traceroute

+ uptime

* verify

« verify filesystem

alarm

The command sets alarm threshold values.

Syntax

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

Parameters

<FACILITY-ALARMS> - thresholds of alarms connected with the environment (FAN speed, processor and
sensors temperature). Takes the following values:

« fan-speed high — fan speed threshold expressed as a percentage of the maximum fan speed (0..100),
when crossing which from the lowest values to the highest ones, SNMP trap eltexEnvFanSpeedHigh
(alarm) is generated. The value of this threshold should be greater than alarm facility fan-speed low (for
esr-100/200/1000/1200/1500/1700/3100);

+ fan-speed high — fan speed threshold expressed as a percentage of the maximum fan speed (0..100),
when crossing which from the highest values to the lowest ones, SNMP trap eltexEnvFanSpeedHighOk
(alarm recovery) is generated. The value of this threshold should be lower than alarm facility fan-speed
high (for esr-100/200/1000/1200/1500/1511/1700/3100);

+ temperature cpu critical high — processor temperature threshold expressed as degrees Celsius (0..255),
when crossing which from the lowest values to the highest ones, SNMP trap eltexEnvTempCritical
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(alarm) is generated. The value of this threshold should be the highest of all processor temperature
thresholds;
temperature cpu critical low — processor temperature threshold expressed as degrees Celsius (0..255),
when crossing which from the highest values to the lowest ones, SNMP trap eltexEnvTempCriticalOk
(alarm recovery) is generated. The value of this threshold should be less than alarm facility temperature
cpu critical high but more than alarm facility temperature cpu overheat high;
temperature <sensor> overheat high — sensor temperature threshold expressed as degrees Celsius
(0..255), when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvTempOverheat (alarm) is generated. The value of this threshold should be less than alarm
facility temperature <sensor> critical low but more than alarm facility temperature <sensor> overheat
low;
temperature <sensor> overheat low — sensor temperature threshold expressed as degrees Celsius
(0..255), when crossing which from the highest values to the lowest ones, SNMP trap
eltexEnvTempOverheatOk (alarm recovery) is generated. The value of this threshold should be less than
alarm facility temperature <sensor> overheat high;
temperature <sensor> supercooling high — sensor temperature threshold expressed as degrees Celsius
(0..255), when crossing its opposite value from the lowest values to the highest ones, SNMP trap
eltexEnvTempSupercoolingOk (alarm recovery) is generated. This threshold is intended to specify
negative temperatures, its value should be less than alarm facility temperature <sensor> supercooling
low;
temperature <sensor> supercooling low — sensor temperature threshold expressed as degrees Celsius
(0..255), when crossing its opposite value from the highest values to the lowest ones, SNMP trap
eltexEnvTempSupercooling (alarm) is generated. This threshold is intended to specify negative
temperatures, its value should be more than alarm facility temperature <sensor> supercooling high;
The 'sensor' field may take the following values per each router model:

+ ESR-10: cpu;

+ ESR-12V: cpu, switch;

« ESR-12VF/14VF: cpu, switch, sfp;

+ ESR-20/21: cpu;

+ ESR-100/200: cpu, board;

+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;

« ESR-3100: cpu, board, sfp, phy.

<MEMORY-ALARMS> - alarm thresholds connected with available NAND and RAM space. Takes the following
values:

free low-watermark flash high - free flash memory threshold expressed as a percentage of the
maximum one (0..100), when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvMemoryLowOk (alarm recovery) is generated. The value of this threshold should be the highest
of all free flash memory amount thresholds;

free low-watermark flash low — free flash memory threshold expressed as a percentage of the maximum
one (0..100), when crossing which from the highest values to the lowest ones, SNMP trap
eltexEnvMemoryLow (alarm) is generated. The value of this threshold should be less than alarm memory
free low-watermark flash high;

free low-watermark ram high — free RAM threshold expressed as a percentage of the maximum one
(0..100), when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvMemoryLowOk (alarm recovery) is generated. The value of this threshold should be the highest
of all free RAM amount thresholds;

free low-watermark ram low — free RAM threshold expressed as a percentage of the maximum one
(0..100), when crossing which from the highest values to the lowest ones, SNMP trap
eltexEnvMemoryLow (alarm) is generated. The value of this threshold should be less than alarm memory
free low-watermark ram high;

free low-watermark flash high - free flash memory threshold expressed as a percentage of the
maximum one (0..100), when crossing which from the lowest values to the highest ones, SNMP trap
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eltexEnvMemoryLowOk (alarm recovery) is generated. The value of this threshold should be less than
alarm memory free low-watermark flash low but more than alarm memory reserve critical flash low;

« free low-watermark flash high - free flash memory threshold expressed as a percentage of the
maximum one (0..100), when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvMemoryCriticalLow (alarm) is generated. The value of this threshold should be less than alarm
memory reserve critical flash high;

« reserve critical ram high — free RAM threshold expressed as a percentage of the maximum one (0..100),
when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvMemoryCriticalLowOk (alarm recovery) is generated. The value of this threshold should be less
than alarm memory free low-watermark ram low but more than alarm memory reserve critical ram low;

+ free low-watermark ram high — free RAM threshold expressed as a percentage of the maximum one
(0..100), when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvMemoryCriticalLow (alarm) is generated. The value of this threshold should be less than alarm
memory reserve critical ram high.

<PROCESS-ALARMS> - alarm threshold connected with the processor utilization. May take the following
values:

+ cpu threshold falling — CPU utilization threshold expressed as a percentage of the maximum utilization
(0..100), when crossing which from the highest values to the lowest ones, SNMP trap
eltexEnvCpulLoadHighOk (alarm recovery) is generated. The value of this threshold should be less than
alarm process cpu threshold rising;

+ cpu threshold rising — CPU utilization threshold expressed as a percentage of the maximum utilization
(0..100), when crossing which from the lowest values to the highest ones, SNMP trap
eltexEnvCpuLoadHigh (alarm) is generated. The value of this threshold should be more than alarm
process cpu threshold falling;

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# alarm facility fan-speed high 80

clear alarms

This command is used to clear alarm entries.

Syntax

clear alarms { inactive | all }

Parameters
inactive — only archive alarm entries are deleted,;

all — archive and active alarm entries are deleted.
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Required privilege level
10

Command mode
ROOT

Example:

esr# clear alarms 1inactive

clear ssh host

The command resets saved SSH key of a remote host.

Syntax
clear ssh host { <ADDR> | <IPV6-ADDR> }

Parameters
<ADDR> - IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal format
[0..FFFF].

Required privilege level
15

Command mode
ROOT

Example:

esr# clear ssh host 192.168.1.1

configure

This command allows to switch to the global configuration mode.

Syntax

configure
configure terminal
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Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# configure
esr(config)#

do

The command allows to execute root mode commands (ROOT) from any other command-line interface mode.

Syntax

do <command>

Parameters

<command> - root mode command.

Required privilege level
1

Command mode

All modes except the root one.

Example:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7
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end

The command allows you to return to the root command mode (ROOT).

Syntax

end

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode

All modes except the root one.

exit
This command is used to return to a higher level in the hierarchical system of command modes.

When this command is executed in the ROOT mode, the user session with the CLI command line interface of
the router is terminated.

Syntax

exit

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode

All modes.

help

The command displays information on working with the command line.

Syntax
help
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Parameters

The command does not contain parameters.

Required privilege level
1

Command mode

All modes.
history size
The command changes the maximum amount of the latest entered user commands which are kept in the

command log of a current session.The use of a negative form (no) of the command sets the default value.

Syntax

history size <SIZE>
no history size

Parameters

<SIZE> — amount of the latest entered commands, takes values of [10..1000].

Default value
50

Required privilege level
1

Command mode
ROOT

Example:

esr# history size 20

logout

The command finishes a user session with the CLI interface.

Syntax
logout
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Parameters

The command does not contain parameters

Required privilege level
1

Command mode
ROOT
CHANGE-EXPIRED-PASSWORD

Example:

esr# logout

monitor

The command enables monitoring of traffic on a network interface in real-time mode packet by packet.

Syntax

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> 1} ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ]

Parameters

<IF> - an interface or a group of interfaces is specified in the form described in Section Types and naming
order of router interfaces;

<TUN> - the name of the tunnel is specified as described in section Types and naming order of router tunnels;
<SRC-ADDR> - source IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];
<DST-ADDR> - destination IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<SRC-IPV6-ADDR> - source IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal
format [0..FFFF];

<DST-IPV6-ADDR> — destination IPv6 address, defined as X:X:X:X::X where each part takes values in
hexadecimal format [0..FFFF];

<ADDR> - sender or receiver |IP address, defined as AAA.BBB.CCC.DDD where each part takes values of
[0..255];

<IPV6-ADDR> — sender or receiver IPv6 address, defined as X:X:X:X::X where each part takes values in
hexadecimal format [0..FFFF];

<SRC-MAC> - ethernet frame source mac address, specified as HH:HH:HH:HH:HH:HH, where every HH part
may take values in the hexadecimal format [0..FF];

<DST-MAC> - ethernet frame destination mac address, specified as HH:HH:HH:HH:HH:HH, where every HH
part may take values in the hexadecimal format [0..FF];
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<SRC-MAC> - ethernet frame source or destination mac address, specified as HH:HH:HH:HH:HH:HH, where
every HH part may take values in the hexadecimal format [0..FF];

<TYPE> - protocol type, takes the following values: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah,
eigrp, ospf, pim, vrrp, 12tp, RDP or protocol number [0..255];

<SRC-PORT> — number of source TCP/UDP port, takes values of [1..65535];
<DST-PORT> — number of destination TCP/UDP port, takes values of [1..65535];
<PORT> — number of sender or receiver TCP/UDP port, takes values of [1..65535];

<VALUE> - amount of packets after receiving which the evaluating will be stopped, defined in the range of [1...
4294967295];

detailed — information is given in the detailed format.

Required privilege level
10

Command mode
ROOT

Example:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64

ping
The command is used to check the availability of a specified network device.

Syntax

ping [ vrf <VRF>] { <ADDR> | ip { <vDDR> | <HOSTNAME> } | ipv6 { <IPV6-ADDR> |
<HOSTNAME> } } [ ttl <TTL> ] [ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout
<TIMEOUT> ] [interval <INTERVAL>] [ source { ip { <SRC-ADDR> | <SRC-IPV6-ADDR> 1} |
interface <IF> | tunnel <TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed]
[ strategy <STRATEGY> ] [ nodeinfo <INFO> ] [ broadcast ]

Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters;
<ADDR> - device IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — device IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal format
[0..FFFF];

<HOSTNAME> - user DNS name, set by the string of up to 255 characters;
<TTL> - IP packet life time, takes value in the range of [1..255], 64 by default;
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<COUNT> - number of packets being transmitted [1..4294967295], default is 5;

<SIZE> - packet size in bytes, takes the value of [1..65468], 56 bytes by default which corresponds to 64 bytes
after adding ICMP header;

<TIMEOUT> - response time out, in seconds. The option affects the timeout if there are no any responds,
otherwise the utility waits for RTTs. Takes values in the range of [1..60], 1 second by default;

<INTERVAL> - interval between sending icmp packets in milliseconds, takes a value of [200..60000], default is
1000.

<SRC-ADDR> - source IP address, any router IP address may be used as the given address, defined as
AAA.BBB.CCC.DDD where each part takes values of [0..255];

<SRC-IPV6-ADDR> - source IPv6 address, any router IPv6 address may be used as the given address, defined
as X:X:X:X::X where each part takes values in hexadecimal format [0..FFFF];

<IF> - name of router interface through which the packets will be sent, specified in the form which is
described in Section Types and naming order of router interfaces;

<TUN> - name of router tunnel through which the packets will be sent, specified in the form which is described
in Section Types and naming order of router tunnels;

<HEX> — pattern of data through which a packet will be filled, defined as a hexadecimal number up to 16 bytes;
<DSCP> — DSCP priority according to RFC 2474, takes the value of [0..63], default value is 0;

flood — when specifying this command, the packets will be sent with the maximum rate, responses from the
device are not displayed till the end of the command execution;

broadcast — when specifying this command, it will be permitted to send packets to the broadcast address;

detailed — when specifying this key, complete information about icmp answers and general statistics of the
command work will be displayed. Without specifying — only statistics.

<STRATEGY> — packet fragmentation strategy, takes on of the following values:

« allow-fragmentation — allow fragmentation, do not set the DF (don’t fragment) flag;
« discovery-pmtu — discover PMTU (Path MTU), fragment locally if a packet size is too big;
+ disallow-fragmentation — disallow fragmentation including the local one.

<INFO> - only for IPv6. Sending of ICMPv6 Node Information Queries (RFC4620), instead of Echo Request
takes one of the following values:

* name — DNS host name request;

* ipv6 — host IPv6 addresses request;

+ ipv6-global — request for host global IPv6 addresses;

« ipv6-sitelocal — request for host site-local IPv6 addresses;

« ipv6-linklocal — request for host link-local IPv6 addresses;

« ipv6-all — request for host unicast IPv6 addresses;

+ ipv4 — request for host IP addresses;

« ipv4-all - request for IP addresses from all host network interfaces.

Required privilege level
1

Command mode
ROOT
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Example:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.
1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms

1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms

--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fce0O::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--- fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload system

The command performs the device reboot.

Syntax

reload system

Parameters

The command does not contain parameters

Required privilege level
15

Command mode
ROOT

Example:

esr# reload system

show alarms brief

This command displays a brief history of crashes on the router (active and completed).
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Syntax

show alarms brief

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# show alarms brief

History Alarms

Severity Group Set time

major environment 03/31/00 17:27:38

show alarms brief active

Clear time

03/31/00 17:31:53

This command displays a summary of current (active) alarms on the router.

Syntax

show alarms brief active

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT

Description

Reserve Power Supply Fault
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Example:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 03/31/00 16:47:05 - Reserve Power Supply
removed

show alarm settings

The command displays the information on alarm threshold settings.

Syntax

show alarm settings <TYPE>

Parameters
<TYPE> - alarm type:

« facility — thresholds of alarms connected with the environment (FAN speed, processor and sensors
temperature);

« memory — thresholds of alarms connected with the available NAND and RAM space;

+ process - thresholds of alarms connected with the processor utilization;

Required privilege level
10

Command mode
ROOT
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Example:

esr# show alarm facility

fan-speed:
high: 80
low: 75
temperature CPU:
critical high: 95
critical low: 92
overheat high: 80
overheat low: 78
supercooling high: -12
supercooling low: -15
temperature sensorl:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor2:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor3:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
show history

The command displays information on the command used in a current session or on the number of stored
commands.

Syntax

show history [size | <NUM> ]

Parameters

size — maximum amount of the latest entered user commands which are kept in the command log of a current
session.

<NUM> - the number of last entered user commands to be displayed [0..100]

Default value

1. Corresponds to the conclusion of the entire history of the entered commands.

Required privilege level
1
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Command mode
ROOT

Example:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wN R

ssh

The command is used for connection to a remote host via SSH.

Syntax

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

Parameters

<VRF> - VRF instance name, set by the string of up to 31 characters.

<USERNAME> - user name, set by the string of up to 31 characters.

<ADDR> - device IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255].

<IPV6-ADDR> - device IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal format
[0..FFFF].

<HOSTNAME> — device DNS name, set by the string of up to 255 characters.
<PORT> - number of TCP port listened by SSH server, takes values of [1..65535]. 22 is set by default.
<VERSION> - SSH protocol version, takes values in the range of [1..2]. Version 1 is used by default.

<SRC-ADDR> - source IP address, any router IP address may be used as the given address, defined as
AAA BBB.CCC.DDD where each part takes values of [0..255].

<SRC-IPV6-ADDR> - source IPv6 address, any router IPv6 address may be used as the given address, defined
as X:X:X:X::X where each part takes values in hexadecimal format [0..FFFF].

<DSCP> - DSCP priority according to RFC 2474, takes the value of [0..63], default value is 0.

Required privilege level
1

Command mode
ROOT
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Example:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

The command is used for connection to a remote host via Telnet.

Syntax

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters;
<ADDR> - device IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> - device IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal format
[0..FFFF];

<HOSTNAME> — user DNS name, set by the string of up to 255 characters;
<PORT> - number of TCP port listened by SSH server, takes values of [1..65535], default value is 23;

<SRC-ADDR> - source IP address, any router IP address may be used as the given address, defined as
AAA.BBB.CCC.DDD where each part takes values of [0..255];

<SRC-IPV6-ADDR> - source IPv6 address, any router IPv6 address may be used as the given address, defined
as X:X:X:X::X where each part takes values in hexadecimal format [0..FFFF];

<DSCP> — DSCP priority according to RFC 2474, takes the value of [0..63], default value is 0.

Required privilege level
1

Command mode
ROOT

64



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Example:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump
The command is used to disable page-by-page trace displaying for a current session.

The use of the negative command enables page-by-page trace displaying.

Syntax

[no] terminal datadump

Parameters

The command does not contain parameters

Required privilege level
1

Command mode
ROOT

Example:

esr# terminal datadump

terminal resize

The command is used to scale the terminal size to fit the window size when using a console connection.

Syntax

terminal resize
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Parameters

The command does not contain parameters

Required privilege level
1

Command mode
ROOT

Example:

esr# terminal resize

traceroute

The command is used to trace a route to a specified network device.

Syntax

traceroute [ vrf <VRF> ] { <ADDR> | ip { <ADDR> | <HOSTNAME> } | ipv6é { <IPV6-ADDR> |
<HOSTNAME> } } [ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ]

[ source { ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel <TUN> } ] [ dscp
<DSCP> ] [ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> |
<GW-IPV6-ADDR> } ]

Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters;
<ADDR> - device IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> - device IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal format
[0..FFFF];

<HOSTNAME> — user DNS name, set by the string of up to 255 characters;

<FIRST-TTL> — IP packet life time, the value from which a route tracing starts, takes values in the range of
[1..255], 1 by default;

<FIRST-TTL> - IP packet life time, the value at which a route tracing stops, takes values in the range of [1..255],
30 by default;

<TIMEOUT> - timeout when waiting for the respond, in seconds. The option affects the timeout if there are no
any responds, otherwise the utility waits for RTTs. Takes values in the range of [1..60], 5 seconds by default;

<SRC-ADDR> - source IP address, any router IP address may be used as the given address, defined as
AAA.BBB.CCC.DDD where each part takes values of [0..255];

<SRC-IPV6-ADDR> - source IPv6 address, any router IPv6 address may be used as the given address, defined
as X:X:X:X::X where each part takes values in hexadecimal format [0..FFFF];

<IF> - name of router interface through which the packets will be sent, specified in the form which is
described in Section Types and naming order of router interfaces;
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<TUN> - name of router tunnel through which the packets will be sent, specified in the form which is described
in Section Types and naming order of router tunnels;

<DSCP> — DSCP priority according to RFC 2474, takes the value of [0..63], default value is 0;
<PORT> — TCP/UDP port number, takes the value of [1..65535], default value is 53 for UDP and 80 for TCP;

<GW-ADDR> - gateway IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255].
When specifying the parameter, IP source routing option, signalling to the router through which gateway the
packet should be routed in a network, is added to an outgoing packet. For reasons of safety, the routing via
this option is disabled on the most routers;

<GWIPV6-ADDR> — gateway IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal
format [0..FFFF]. When specifying the parameter, IP source routing option, signalling to the router through
which gateway the packet should be routed in a network, is added to an outgoing packet. For reasons of
safety, the routing via this option is disabled on the most routers.

Required privilege level
1

Command mode
ROOT

Example:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime

The command displays the device operation time.

Syntax

uptime

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT
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Example:

esr# uptime
System uptime: 26 minutes and 35 seconds

verify

This command calculates the hash sum for a single file using the specified hashing algorithm.

Syntax
verify <ALGORITHM> <FILE>

Parameters
<ALGORITHM> - hashing algorithm, takes values of: [md5, sha2-256, sha2-512].
<FILE> - path and file name to verify, can take the following values:

+ usb://usb_name:/PATH
« mmec://mmc_name:/PATH (except esr-10)
+ system:candidate-config
+ system:running-config

« system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

« flash:critlog/FILE

« flash:syslog/FILE

+ flash:data/FILE

+ tmpsys:syslog/FILE

Required privilege level
15

Command mode
ROOT

Example:

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4
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verify filesystem

This command starts the process of calculating the hash sums for all the system files of the router and
comparing them with the reference values. As a result, information on the compliance of the calculated hash
amounts with the reference is displayed.

Syntax
verify filesystem [detailed]

Parameters

detailed — key, that responsible for the detailed display of information about the verification of each file.

Required privilege level
15

Command mode
ROOT

Example:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.
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6 Firmware and configuration management

+ archive

+ auto

+ boot system

+ by-commit

+ commit

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

+ path

* restore

* rollback

* save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config

+ show storage-devices
+ show version

* time-period

* type

archive
The command performs the switch to configuration redundancy parameters mode.

The use of a negative form (no) of the command sets the default value for configuration redundancy
parameters.

Syntax

[no] archive

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
CONFIG
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Example:

esr(config)# archive
esr(config-archive)#

auto

This command enables the creation of a backup configuration file on a remote server and/or locally after a
specified period of time (see section time-period).

The use of a negative form (no) of the command disables sending mode in a specified period of time.

Syntax

[no] auto

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
CONFIG-ARCHIVE

Example:

esr(config-archive)# auto

boot system

The command is used to select an active software image loaded to the device.

Syntax
boot system <IMAGE>

Parameters
<IMAGE> - name of the software image which will be loaded to the device:

+ image-1 — next device boot will be performed from the first software image;
+ image-2 — next device boot will be performed from the second software image.

Required privilege level
15
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Command mode
ROOT

Example:

esr# boot system image-2

by-commit

The command enables the mode of sending the configuration file to the redundancy server in a specified
period of time.

The use of a negative form (no) of the command disables the sending mode after the successful application
of configuration.

Syntax

[no] by-commit

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
CONFIG-ARCHIVE

Example:

esr(config-archive)# by-commit

commit

The command allows to apply (enable) the configuration changes. RUNNING configuration is replaced by
CANDIDATE configuration. To enable the changes applied, you need to confirm the operation by ‘confirm’
command during the time period not exceeding the acknowledgement timer lifetime (600 seconds by default,
can be changed by the system config-confirm timeout command).

Syntax

commit
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Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT
CHANGE-EXPIRED-PASSWORD

Example:

esr# commit

Configuration changes are applied.

confirm

The command is intended to confirm the configuration appliance. If during a specified time period (600
seconds by default, can be changed by the system config-confirm timeout command) after applying the
configuration you do not enter a confirmation by «commit» command, automatic rollback to a previously valid
configuration will occur. Automatic rollback system prevents loss of connection with the device.

Syntax

confirm

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT
CHANGE-EXPIRED-PASSWORD

Example:

esr# confirm

Confirmation of configuration changes.
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The command is used to copy files among the various sources and receivers.

Syntax

copy <SOURCE> <DESTINATION>

Parameters

<SOURCE> - source, defined as:
- tftp://<ip>[<port>]:/<path> — address of file on TFTP server, where:

<ip> - TFTP server IP address;
<port> — port that listens to TFTP server, separated from IP address by '# or "' character;
<path> — file path on TFTP server.

. tftp://<ipv6>[%<interface>|[<port>]:/<path> — address of file on TFTP server, where:

<ipv6> — TFTP server IPv6 address;

<interface> — outgoing network interface for link-local addresses;

<port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");

<path> - file path on TFTP server.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> - FTP server IP address;

<user> - user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);

<password> — password (configure the default password by the ip ftp client password command,
described in Section ip ftp client password);

<port> — port that listens to TFTP server, separated from IP address by '# or "' character;

<path> - file path on FTP server.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — FTP server IPv6 address;

<interface> — outgoing network interface for link-local addresses;

<user> - user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);

<password> — password (configure the default password by ip ftp client password command,
described in Section ip ftp client password);

<port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");

<path> - file path on FTP server.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

* <ip> - FTP server IP address;

<user> - user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);

<password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);

<port> — port that listens to TFTP server, separated from IP address by '# or "' character;

<path> - file path on FTP server.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — FTP server IPv6 address;

<interface> — outgoing network interface for link-local addresses;

<user> — user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);
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+ <password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on FTP server.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> - IP address of server;
+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);
+ <password> — password (configure the default password by ip ssh client password command,
described in Section ip ssh client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on server.
« scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6 address of server;
« <interface> — outgoing network interface for link-local addresses;
+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);
+ <password> — password (configure the default password by the ip ssh client password command,
described in Section ip ssh client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on server.
« http://<ip>[<port>]:/<path> — address of file on HTTP server, where:
* <ip>— IP address of HTTP server;
+ <port> — port on which HTTP server is launched, separated from IP address by '# or "' character;
+ <path> - file path on HTTP server.
« http://<ipv6>[%<interface>][<port>]:/<path> — address of file on HTTP server, where:
+ <ipv6> — IPv6 address of HTTP server;
« <interface> — outgoing network interface for link-local addresses;
+ <port> — port on which HTTP server is launched is separated from the IPv6 address by the symbol
'# or "' (in this case, the IPv6 address must be enclosed in square brackets '[[');
+ <path> - file path on TFTP server.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — address of
file on HTTPS server, where:
+ <CA-FILE> - authentication server certificate file name in the corresponding memory section of
the router;
+ <SC-FILE> - file name of the server public certificate in the corresponding section of the router’s
memory;
+ <SK-FILE> - server private key file name in the corresponding memory section of the router;
* <ip>— IP address of HTTP server;
+ <port> — port on which HTTPS server is launched, separated from IP address by '# or "' character;
+ <path> - file path on HTTP server.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> - address of file on HTTPS server, where:
+ <CA-FILE> - authentication server certificate file name in the corresponding memory section of
the router;
+ <SC-FILE> - file name of the server public certificate in the corresponding section of the router’s
memory;
+ <SK-FILE> - server private key file name in the corresponding memory section of the router;
+ <ipv6> — IPv6 address of HTTPS server;
« <interface> — outgoing network interface for link-local addresses;
+ <port> — port on which HTTP server is launched is separated from the IPv6 address by the symbol
'# or "' (in this case, the IPv6 address must be enclosed in square brackets '[[');
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+ <path> - file path on TFTP server.
+ usb://usb_name:/PATH
+ usb_name — name assigned to USB storage. The following parameters can be displayed by "show
storage-devices” command (see Section show storage-devices);
« <PATH> - file path on USB storage.
« mmc://mmc_name:/PATH (except ESR-10/12V/12VF/14VF)
* mmc_name — name assigned to MMC storage. The following parameters can be displayed by
"show storage-devices” command (see Section show storage-devices);
+ <PATH> - file path on MMC storage.
+ system:factory-config — factory configuration;
+ system:default-config — default configuration (blank);
+ system:running-config — running configuration;
+ system:candidate-config — configuration which will be applied after ‘commit' command execution;
+ system:firmware — device firmware. Copying is performed from inactive device software image;
+ system:boot-1 - primary device bootloader (SBI, bl1, x-loader).
+ system:boot-2 - secondary device bootloader (u-boot, boot).
« flash:critlog/FILE - folder to save kernel messages during the entire operation of the device;
« flash:syslog/FILE — folder to save current session logs, saved after rebooting;
+ tmpsys:syslog/FILE — folder to save current session logs, is not saved after rebooting;
+ flash:backup/FILE - folder for saving backup copies of current router configurations;
« flash:data/FILE - folder for downloading files from the router.

<DESTINATION> - destination, defined as:

- tftp://<ip>[<port>]:/<path> — address of file on TFTP server, where:
+ <ip> - TFTP server IP address;
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on TFTP server.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — address of file on TFTP server, where:
* <ipv6> — TFTP server IPv6 address;
+ <interface> — outgoing network interface for link-local addresses;
+ <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on TFTP server.
. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
* <ip> - FTP server IP address;
+ <user> - user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);
« <password> — password (configure the default password by ip ftp client password command,
described in Section ip ftp client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on FTP server.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
*+ <ipv6> — FTP server IPv6 address;
+ <interface> — outgoing network interface for link-local addresses;
+ <user> - user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);
+ <password> — password (configure the default password by the ip ftp client password command,
described in Section ip ftp client password);
+ <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on FTP server.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> - FTP server IP address;
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+ <user> - user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);
+ <password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on FTP server.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
*+ <ipv6> — FTP server IPv6 address;
« <interface> — outgoing network interface for link-local addresses;
+ <user> - user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);
+ <password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> — file path on FTP server.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> - IP address of server;
+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);
+ <password> — password (configure the default password by ip ssh client password command,
described in Section ip ssh client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on server.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6 address of server;
+ <interface> — outgoing network interface for link-local addresses;
+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);
+ <password> — password (configure the default password by ip ssh client password command,
described in Section ip ssh client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on server.
+ usb://usb_name:/PATH
+ usb_name — name assigned to USB storage. The following parameters can be displayed by "show
storage-devices” command (see Section show storage-devices);
+ <PATH> - file path on USB storage.
+ mmc://mmc_name:/PATH (except ESR-10/12V/12VF/14VF)
* mmc_name — name assigned to MMC storage. The following parameters can be displayed by
"show storage-devices” command (see Section show storage-devices);
« <PATH> - file path on MMC storage.
+ system:candidate-config — configuration which will be applied after ‘commit' command execution;
+ system:licence — device licence;
+ system:boot-licence — device license used when starting the secondary bootloader;
+ system:firmware — device firmware. Copying is always performed to inactive device software image;
+ system:boot2 - secondary device bootloader (u-boot, x-loader);
« certificate/ca/ — folder to keep CA'’s certificate;
« certificate/dh/ — folder to keep Diffie-Hellman key;
« certificate/server_key/ — folder to keep a private key of OPENVPN server;
« certificate/server_crt/ — folder to keep a private key of OPENVPN server;
« certificate:client-key/FILE - folder to keep a private key of OPENVPN client;
« certificate:client-crt/FILE — folder to keep a certificate of OPENVPN client;
« certificate/ta/ — folder to keep HMAC key;
« certificate/crl/ — folder to keep the list of revoked certificates;
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« flash:data/FILE - folder for downloading files from the router.

Required privilege level
15

Command mode
ROOT

Example 1

esr# copy tftp://10.100.100.1/esr.cfg system:candidate-config

Example 2

esr# copy tftp://10.100.100.1/crl.pem system:certificate/crl/crl.pem

count-backup

This command sets the maximum number of locally saved configuration backups.

The use of a negative form (no) of the command sets the default value.

Syntax
count-backup <NUM>

no count-backup

Parameters

<NUM> - set the maximum number of locally saved configuration backups. Takes values in the range of

[1..100].

Default value
1

Required privilege level
15

Command mode
CONFIG-ARCHIVE
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Example:

esr(config-archive)# count-backup 20

delete

The command is used to remove licences, certificates, keys.

Syntax

delete <FILE>

Parameters

<FILE> - file type, may take the following values (when removing from the folder, you need to specify a file
name):

flash:backup/FILE - folder for saving backup copies of current router configurations;
flash:critlog/FILE — folder to save kernel messages during the entire operation of the device;
flash:data/FILE - folder for downloading files from the router;
flash:syslog/FILE — folder to save current session logs, saved after rebooting;
tmpsys:syslog/FILE - folder to save current session logs, is not saved after rebooting;
certificate/ca/FILE — folder to keep CA’s certificate;
certificate/dh/FILE - folder to keep Diffie-Hellman key;
certificate/server_key/FILE — folder to keep a private key of IPsec/OpenVPN server key;
certificate/server_crt/FILE - folder to keep a public certificate of IPsec/OpenVPN server;
certificate:client-key/FILE — folder to keep a private key of OPENVPN client;
certificate:client-crt/FILE — folder to keep a certificate of OPENVPN client;
certificate/ta/FILE - folder to keep HMAC key;
certificate/crl/FILE — folder to keep the list of revoked certificates;
system:licence — license to activate functionality that requires a license;
system:boot-licence — device license used when starting the secondary bootloader;
usb://usb_name:/FILE

+ usb_name — name assigned to USB storage. The following parameters can be displayed by "show

storage-devices” command (see Section show storage-devices);

+ <FILE> - the path to the file and its name on the USB flash drive.
mmc://mmc_name:/<FILE> (except ESR-10/12V/12VF/14VF)

* mmc_name — name assigned to MMC storage. The following parameters can be displayed by

"show storage-devices” command (see Section show storage-devices);
+ <FILE> - the path to the file and its name on the MMC flash drive.

Required privilege level

Command mode
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Example:

esr# delete system:certificate/dh/dh.key

dir

The command displays external storage medium (USB/MMC cards) and local router content.

Syntax

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

Parameters

<PATH> - the name of the local partition or the path to the folder on the external drive. Takes the following
values:

« flash:critlog — folder to save kernel messages during the entire operation of the device;
+ flash:syslog/ — folder to save current session logs, saved after rebooting;
« flash:backup/ — folder for saving backup copies of current router configurations;
« flash:data/ — folder for downloading files from the router;
« tmpsys:syslog/ — folder to save current session logs, is not saved after rebooting;
« certificate/ca/ — folder to keep CA'’s certificate;
« certificate/dh/ — folder to keep Diffie-Hellman key;
« certificate/ta/ — folder to keep HMAC key
« certificate/crl/ — folder to keep the list of revoked certificates;
« certificate/server_key/ — folder to keep a private key of IPsec/OpenVPN server key;
« certificate/server_crt/ — folder to keep a public certificate of IPsec/OpenVPN server;
« certificate:client-key/ — folder to keep a private key of OPENVPN client;
« certificate:client-crt/ — folder to keep a certificate of OPENVPN client;
+ usb://usb_name:/PATH
+ usb_name — name assigned to USB storage. The following parameters can be displayed by "show
storage-devices” command (see Section show storage-devices);
+ <PATH> - file path on USB storage.
« mmc://mmc_name:/PATH (except ESR-10/12V/12VF/14VF)
* mmc_name — name assigned to MMC storage. The following parameters can be displayed by
"show storage-devices” command (see Section show storage-devices);
« <PATH> - file path on MMC storage.

<USB-device-name> — USB storage name assigned by the system. Displayed in ‘show storage-devices usb’
command output, Section show storage-devices.

<MMC-device-name> - MMC storage name assigned by the system. Displayed in ‘show storage-devices usb’
command output, Section show storage-devices.

« flash:backup/FILE - file for saving backup copies of current router configurations;
« flash:data/FILE - folder for downloading files from the router;

<PATH> - path to the required folder on USB/MMC storage.
flash:backup/FILE - file for saving backup copies of current router configurations;

flash:data/FILE - folder for downloading files from the router;

80



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Required privilege level
1

Command mode
ROOT

Example:

esr# dir mmc://EF28-D074

Name Type Size

esrl000-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

This command is used to merge a local or downloadable configuration file with candidate-config.

Syntax
merge <SOURCE> system:candidate-config

Parameters
<SOURCE> - source, defined as:

- tftp://<ip>[<port>]:/<path> — address of file on TFTP server, where:
+ <ip> - TFTP server IP address;
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on TFTP server.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — address of file on TFTP server, where:
+ <ipv6> - TFTP server IPv6 address;
+ <interface> — outgoing network interface for link-local addresses;
+ <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets ']");
+ <path> - file path on TFTP server.
. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> - FTP server IP address;
« <user> — user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);
+ <password> — password (configure the default password by the ip ftp client password command,
described in Section ip ftp client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on FTP server.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — FTP server IPv6 address;
+ <interface> — outgoing network interface for link-local addresses;
« <user> — user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);
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« <password> — password (configure the default password by ip ftp client password command,
described in Section ip ftp client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on FTP server.
. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> - FTP server IP address;
+ <user> - user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);
+ <password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on FTP server.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
* <ipv6> — FTP server IPv6 address;
+ <interface> — outgoing network interface for link-local addresses;
+ <user> - user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);
+ <password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on FTP server.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> - IP address of server;
+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);
+ <password> — password (configure the default password by ip ssh client password command,
described in Section ip ssh client password);
+ <port> — port that listens to TFTP server, separated from IP address by '# or "' character;
+ <path> - file path on server.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6 address of server;
+ <interface> — outgoing network interface for link-local addresses;
+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);
+ <password> — password (configure the default password by the ip ssh client password command,
described in Section ip ssh client password);
« <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");
+ <path> - file path on server.
« http://<ip>[<port>]:/<path> — address of file on HTTP server, where:
* <ip>— IP address of HTTP server;
+ <port> — port on which HTTP server is launched, separated from IP address by '# or "' character;
+ <path> - file path on HTTP server.
« http://<ipv6>[%<interface>][<port>]:/<path> — address of file on HTTP server, where:
+ <ipv6> — IPv6 address of HTTP server;
+ <interface> — outgoing network interface for link-local addresses;
+ <port> — port on which HTTP server is launched is separated from the IPv6 address by the symbol
'# or "' (in this case, the IPv6 address must be enclosed in square brackets '[[');
+ <path> - file path on TFTP server.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — address of
file on HTTPS server, where:
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+ <CA-FILE> - authentication server certificate file name in the corresponding memory section of
the router;

+ <SC-FILE> - file name of the server public certificate in the corresponding section of the router’s
memory;

+ <SK-FILE> - server private key file name in the corresponding memory section of the router;

* <ip>— IP address of HTTP server;

+ <port> — port on which HTTPS server is launched, separated from IP address by '# or "' character;

+ <path> - file path on HTTP server.

+ https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> - address of file on HTTPS server, where:

+ <CA-FILE> - authentication server certificate file name in the corresponding memory section of
the router;

+ <SC-FILE> - file name of the server public certificate in the corresponding section of the router’s
memory;

+ <SK-FILE> - server private key file name in the corresponding memory section of the router;

+ <ipv6> - IPv6 address of HTTPS server;

« <interface> — outgoing network interface for link-local addresses;

+ <port> — port on which HTTP server is launched is separated from the IPv6 address by the symbol
'# or "' (in this case, the IPv6 address must be enclosed in square brackets '[[');

+ <path> - file path on TFTP server.

« flash:data/FILE - folder for downloading files from the router.

Required privilege level
15

Command mode
ROOT

Example

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

The command defines the protocol, server address as well as the location and name prefix of a file on the
server. When performing a redundancy, the current time and date in the format YYYYMMDD_HHMMSS is
added to the file name prefix.

The use of a negative form (no) of the command removes a specified value.

Syntax
path <PATH>
no path

Parameters

<PATH> - the format of the path to the folder on the remote server by tftp/ftp/sftp/scp in one of the following
formats:
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- tftp://<ip>[<port>]:/<path> — address of file on TFTP server, where:

<ip> - TFTP server IP address;
<port> — port that listens to TFTP server, separated from IP address by '# or "' character;
<path> — file path on TFTP server.

- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — address of file on TFTP server, where:

<ipv6> — TFTP server IPv6 address;

<interface> — outgoing network interface for link-local addresses;

<port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");

<path> - file path on TFTP server.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

* <ip> - FTP server IP address;

<user> — user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);

<password> — password (configure the default password by the ip ftp client password command,
described in Section ip ftp client password);

<port> — port that listens to TFTP server, separated from IP address by '# or "' character;

<path> - file path on FTP server.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — FTP server IPv6 address;

<interface> — outgoing network interface for link-local addresses;

<user> - user name (configure the default user name by the ip ftp client username command,
described in Section ip ftp client username);

<password> — password (configure the default password by ip ftp client password command,
described in Section ip ftp client password);

<port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");

<path> - file path on FTP server.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

* <ip> - FTP server IP address;

<user> — user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);

<password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);

<port> — port that listens to TFTP server, separated from IP address by '# or "' character;

<path> - file path on FTP server.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — FTP server IPv6 address;

<interface> — outgoing network interface for link-local addresses;

<user> - user name (configure the default user name by the ip sftp client username command,
described in Section ip sftp client username);

<password> — password (configure the default password by the ip sftp client password command,
described in Section ip sftp client password);

<port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or

"' (in this case, the IPv6 address must be enclosed in square brackets '[]");

<path> - file path on FTP server.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> - IP address of server;

<user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);

<password> — password (configure the default password by ip ssh client password command,
described in Section ip ssh client password);

<port> — port that listens to TFTP server, separated from IP address by '# or "' character;
<path> - file path on server.
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+ scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

+ <ipv6> — IPv6 address of server;

« <interface> — outgoing network interface for link-local addresses;

+ <user> - user name (configure the default user name by the ip ssh client username command,
described in Section ip ssh client username);

+ <password> — password (configure the default password by the ip ssh client password command,
described in Section ip ssh client password);

+ <port> — port that TFTP server listens to is separated from the IPv6 address by the symbol '# or
"' (in this case, the IPv6 address must be enclosed in square brackets '[]");

+ <path> - file path on server.

Required privilege level
15

Command mode
CONFIG-ARCHIVE

Example:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

The command allows to cancel applied but not confirmed configuration and return to the last confirmed one.
The command is applied to the whole device configuration. Undoing changes can be carried out only until
‘confirm’ command is entered. When executing ‘restore’ command, there is a loss of unconfirmed
configuration.

Syntax

restore

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# restore
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Reversion to the last confirmed configuration is completed.

rollback

The command allows to cancel not applied configuration changes. As a result of command execution,
CANDIDATE configuration will be deleted. The command may be used only until ‘commit’ command is entered.

The command is applied to the whole device configuration.

Syntax
rollback

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# rollback

Cancellation of all not applied configuration changes has been made.

save
The command is used to save CANDIDATE configuration to the device ROM.

Syntax

save

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT
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Example:

esr# save

Upload of current configuration on the device Flash memory.

show bootvar

The command is used to display information on software images loaded to the device.

Syntax

show bootvar

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT

Example:

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 119[5cd22b8] date 22/12/2015 time Not Active
18:00:47
2 1.0.7 build 119[5cd22b8] date 22/12/2015 time Active *
18:00:47

show boot-licence

This command is used to view information about the active license of the device used at the stage of loading
the secondary bootloader.

Syntax

show boot-Tlicence

Parameters

The command does not contain parameters.
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Required privilege level

5

Command mode

ROOT

Example:

esr# show boot-licence
Licence information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NPO100O0O530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

The command is used to display the device configuration which will be set after the settings are applied
(‘commit’ command).

Syntax

show candidate-config [ <SECTION> ]

Parameters

<SECTION> - configuration section:

aaa - configuration of authentication, authorization and accounting parameters;
access-list — access lists configuration;
bridges — network bridges configuration;
+ [<NUM>] - network bridge number.
channel-group — channel aggregation group configuration;
clock - router’s system clock and NTP configuration;
dhcp — DHCP server, client and Relay agent configuration;
content-provider — configuration of the source of updates to rules distributed under a commercial
license;
dual-homing — Dual Homing configuration’;
extended — extended configuration output;
hostname - router network name;
interfaces [<IF>] — interface configuration:
+ <IF> - an interface's name specified in the form described in Section Types and naming order of
router interfaces.
ip-address — IP interface configuration;
ipv6 [<SUBSECTION>] — IPv6 configuration:
+ address - IPv6 interface configuration;
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+ dhcp [<SUBSECTION>] — IPv6 DHCP services configuration:
« client — IPv6 DHCP server configuration;
+ relay — IPv6 DHCP Relay agent configuration;
« server — IPv6 DHCP client configuration.
« routing [<SUBSECTION>] — IPv6 routing configuration:
+ bfd - IPv6 BFD configuration;
* bgp - IPv6 BGP configuration;
+ ospf — OSPFv3 configuration;
« prefix-lists — IPv6 prefix lists configuration;
* rip — RIP configuration;
+ static - static routes configuration.
« vrrp — IPv6 configuration of VRRP.
dialplan - dial plan configuration;
lldp — LLDP configuration;
mac-address-table — MAC table configuration’;
mailservers — configuration of mail servers and domains;
mdns — mDNS functionality;
mirroring — mirroring configuration’;
mpls — MPLS technology protocols configuration;
mdns — mDNS functionality configuration;
multiwan — configuration of redundancy and WAN interface balancing service;
nat [<SUBSECTION>] — NAT service configuration:
+ source — Source NAT service configuration;
+ destination — Destination NAT service configuration;
+ alg — NAT algorithm configuration.
netflow — Netflow protocol configuration;
object-groups [ <TYPE> [ <NAME> ] | - profile configuration;
« <TYPE> - profile type, may take values:
* network;
+ address-port;
+ application;
* mag;
* service;
« url.
+ <NAME> - specified type profile name.

port-security — Port Security configuration’
gos — QoS configuration;

remote-access [<SUBSECTION>] — L2TP over IPsec profiles and PPTP servers configuration;

* |12tp — configuration of L2TP over IPsec servers’ profiles;

+ pptp — PPTP servers’ profile configuration;

« openvpn — OpenVPN servers’ profile configuration;
remote-client — remote access configuration (SSH, Telnet, etc.);
rmon — RMON configuration;
routing [<SUBSECTION>] — routing configuration:

+ bfd — BFD configuration;

+ bgp — BGP configuration;

« isis — IS-IS protocol configuration;

+ key-chains — authentication keys configuration;

+ ospf — OSPF configuration;

« prefix-list — prefix list configuration;

* rip — RIP configuration;

+ route-maps - route maps comfiguration

+ [<RM-NAME> ] - route map name.

+ static — static routes configuration;
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« tracking — Tracking objects configuration.
- security [<SUBSECTION>] - IPsec VPN and Firewall services configuration;
+ antispam - "Antispam" service profile configuration;
« ike — IKE configuration;
+ ipsec — IPsec configuration
+ zone — Firewall zones configuration;
+ zone-pair — configuration of transitions between Firewall zones;
+ sip — SIP configuration;
« profile — SIP profile configuration;
+ service — SIP configuration;
+ sflow — sFlow protocol configuration;
« snmp — SNMP server configuration;
+ spanning-tree — Spanning Tree Protocol family configuration’;
+ sla — IP SLA service configuration
+ system — systemic parameters configuration;
+ syslog - Syslog service configuration;
+ tunnels [<TYPE> [<NUM>]] — tunnel configuration:
+ <TYPE> - tunnel type, may take values:
+ gre — GRE tunnel configuration;
* ip4ip4 — configuration of IPv4 over IPv4 tunnels;
* 12tp — L2TP tunnels configuration;
* 12tpv3 — L2TPv3 tunnels configuration;
* It - logical tunnels configuration;
- softgre — SoftGRE tunnel configuration’;
+ vti — VTl tunnels configuration;
« pptp — PPTP clients configuration;
* pppoe — PPPoE clients configuration;
* |12tp — L2TP clients configuration;
« openvpn — OPENVPN clients configuration;
+ <NUM> - number of the specified tunnel type in the router's configuration.
+ vlans — VLAN configuration;
* voice — voice service configuration;
+ vrf = VRF configuration;
« vrrp — VRRP protocol configuration;
+ wisla — configuration of wiSLA services quality monitoring system;
+ wireless-controller — Wi-Fi controller parameters configuration;
+ zabbix — Zabbix agent configuration.

T In the current firmware version, this functionality is supported only by ESR-1000 router

Required privilege level
10

Command mode
ROOT
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Example:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server
port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

This command displays the differences between the configuration files.

Syntax
show configuration changes [<CONFIG> < CONFIG>]

Parameters
<CONFIG> - configuration file for comparison. May take the following values:

+ candidate-config;
* running-config;

« factory-config;

+ default-config;

« flash:backup/FILE.

Default value

Without <CONFIG>, the difference between running-config and candidate-config is displayed.

Required privilege level
10

Command mode
ROOT
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Example:

esr(config-)# show configuration changes
+ interface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

The command displays information on certificate amount.

Syntax
show crypto certificates [ <CERTIFICATE-TYPE> ]

Parameters

<CERTIFICATE-TYPE> - certificate or key type, may take the following values:

+ ca — Certificate Authority;

+ crl — Certificate Revocation List;

+ dh - Diffie-Hellman key;

« server-crt — public server certificate;
+ server-key — private server key;

« client-crt — client certificate;

+ client-key — client private key;

+ ta — HMAC key.

Required privilege level
15

Command mode
ROOT

Example:

esr# show crypto certificates
Type Total

ca 3

dh

server key
server crt
ta

crl

H R RN
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show licence

The command is used to display information on the active device license.

Syntax

show licence

Parameters

The command does not contain parameters.

Required privilege level
5

Command mode
ROOT

Example:

esr# show licence
Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View 1interface's utilization

show running-config

The command is used to display the current device configuration.

Syntax
show running-config [<SECTION>]

Parameters

<SECTION> - configuration section, the description is given in Section show candidate-config.

Required privilege level
10

93



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Command mode
ROOT

Example:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default -info
syslog console info

show storage-devices

The command displays information on connected external storage mediums (USB/MMC memory cards).

Syntax

show storage-devices { usb | mmc }

Parameters
usb — USB storage.

mmc — SD/MMC memory card.

Required privilege level
1

Command mode
ROOT

Example:

esr# show storage-devices mmc
Name Total, MB Used, MB Free, MB

EF28-D074 99.79 72.64 27.15

show version

The command is used to display the current firmware version and device hardware version.

Syntax

show version

94



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT

Example:

esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

time-period

The command sets the time period after which the automatic redundancy of the configuration will be
performed.

The use of a negative form (no) of the command sets the default value.

Syntax
time-period <TIME>

no time-period

Parameters

<TIME> - periodicity of automatic redundancy of the configuration, takes the value in minutes [1..35791394].

Default value

720 minutes

Required privilege level
15

Command mode
CONFIG-ARCHIVE
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esr(config-archive)# time-period 1440

type

This command sets the backup configuration of the router.

The use of a negative form (no) of the command sets the default mode.

Syntax

type <TYPE>

no type

Parameters

<TYPE> - type of the router configuration backup. Takes the following values:

+ local - saving backup configurations occurs in the flash: backup/section with a file name in the form of
‘config_YYYYMMDD_HHMMSS;' Where:

YYYY - year, according to the system clock of the router at the time of recording the configuration
backup;

MM - month, according to the system clock of the router at the time of recording the
configuration backup;

DD - day, according to the system clock of the router at the time of recording the configuration
backup;

HH - hour, according to the system clock of the router at the time of recording the configuration
backup;

MM - minute, according to the system clock of the router at the time of recording the
configuration backup;

SS - second, according to the system clock of the router at the time of recording the configuration
backup.

+ remote — backup configurations are saved on a remote server,;
+ both - backup configurations are saved in section flash:backup and on a remote server;

Default value

remote

Required privilege level

15

Command mode
CONFIG-ARCHIVE
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Example:

esr(config-archive)# type both
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7 DNS configuration

+ domain ip host

+ domain lookup enable
+ domain name

« domain name-server

domain ip host
The command defines a static DNS entry.

The use of a negative form (no) of the command removes the entry.

Syntax
[no] domain ip host <NAME> <IP>

Parameters
<NAME> — host name, set by the string of up to 255 characters.
<IP> - host IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255].

Required privilege level
10

Command mode
CONFIG

Example:
esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
The command enables DNS names resolution.

The use of a negative form (no) of the command disables DNS names resolution.

Syntax
[no] domain lookup enable [ vrf <VRF> ]

Parameters

<VRF> - VRF instance name, set by the string of up to 31 characters, within which DNS names resolution will
be enabled.

Required privilege level
10
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Command mode
CONFIG

Example:

esr(config)# domain lookup enable

domain name
The command allows to assign domain name for the router.

The use of a negative form (no) of the command removes domain name for the router.

Syntax
domain name <NAME>

no domain name

Parameters

<NAME> - router domain name, set by the string from 1 to 255 characters.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# domain name eltex-co.ru

domain name-server
The command defines DNS server IP address used for DNS names resolution.

The use of a negative form (no) of the command removes DNS server address.

Syntax

[no] domain name-server <IP> [vrf <VRF>]

Parameters

<|IP> - |P address of DNS server being used, defined as AAA.BBB.CCC.DDD where each part takes values of
[0..255];
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<VRF> — VRF instance name, set by the string of up to 31 characters, within which the interaction with DNS
server will occur.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# domain name-server 172.16.0.1
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8 mDNS-reflector configuration

+ clear ip mdns-reflector

* ip mdns-reflector

* ip mdns-reflector services
+ show ip mdns-reflector

clear ip mdns-reflector

This command updates the data in the mDNS-reflector cache

Syntax

clear 1ip mdns-reflector

Parameters

The command does not contain parameters.

Default value

None

Required privilege level
1

Command mode
ROOT

Example

esr# clear 1ip mdns-reflector

ip mdns-reflector

This command adds an interface to the mDNS-reflector service configuration. To start the service, at least two
interfaces must be included in the configuration.

The use of a negative form (no) of the command removes the interface from the mDNS-reflector service
configuration.

Syntax

ip mdns-reflector
no ip mdns-reflector

Parameters

The command does not contain parameters.
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Default value

None

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Example

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

This command enables mDNS service filtering. The services listed in object-group <NAME> will be allowed, all

others will be banned. If the filter list is empty, all services will be available.

The use of a negative form (no) of the command disables mDNS service filtering.

Syntax

ip mdns-reflector services <OBJ-GROUP-URL-NAME>

no ip mdns-reflector services

Parameters

<0OBJ-GROUP-URL-NAME> - url addresses profile name, set by the string of up to 31 characters.

Default value

None

Required privilege level
10

Command mode
CONFIG
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Example

esr (config)# object-group url test

esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit

esr (config)#

esr (config)# ip mdns-reflector services test

show ip mdns-reflector

This command outputs a list of services from the mDNS-reflector cache.

Syntax

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

Parameters

<IF> - an interface or a group of interfaces is specified in the form described in Section Types and naming
order of router interfaces;

<NAME> - url addresses profile name, set by the string of up to 31 characters.

Default value

None

Required privilege level
1

Command mode
ROOT
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Example

esr# show ip mdns-reflector
Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _brcm-sb._tcp 80
br21 172.21.0.10 WEP-12ac.local _telnet._tcp 23
br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22
br21 172.21.0.10 WEP-12ac.local _http._tcp 80
br21 172.21.0.10 WEP-12ac.local _https._tcp 443

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil1/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _eppc._tcp 3031
gil1/0/2.20 172.20.0.11 Book-tester-7.local _rfb._tcp 5900
gil/0/2.20 172.20.0.11 Book-tester-7.local _smb._tcp 445
gil1/0/2.20 172.20.0.11 Book-tester-7.local _airplay._tcp 7000
gil/0/2.20 172.20.0.11 Book-tester-7.local _raop._tcp 5000
gil1/0/2.20 172.20.0.11 Book-tester-7.local _teamviewer._tcp 2020

[cl ol oMol oMOMO]

esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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9 General-system parameters configuration

+ alias

+ boot host auto-config

+ hostname

+ show cpu network-load

+ show cpu history

+ show cpu processes

+ show cpu utilization

+ show system

+ show system id

+ system fan-speed

+ system config-confirm timeout
+ system utilization softgre disable

alias

This command configures shortened/specific commands in various command modes.

The use of a negative form (no) of the command removes the entry.

& To activate the configured alias, you should reconnect to the CLI of the router

Syntax
alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

Parameters
<ALIAS_NAME> - new command name.
<MODE> - names of the command mode in which the new command is present:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;
+ config-aaa-radius-profile;
+ config-accsess-profile;
+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

« config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
« config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
+ config-dnat;
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+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-eT;

« config-gre;

« config-if-gi;

+ config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

« config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;
« config-ipsec-vpn;

+ config-ipvé-bgp-af;

+ config-ipvé-bgp-group;
+ config-ipvé-bgp-neighbor;
+ config-ipvé-dhcp-server;
« config-ipv6-ospf;

+ config-ipv6-ospf-area;
+ config-ipv6-ospf-vlink;
« config-ipvé-pl;

« config-ipvé-wan-rule;

+ config-ipvé-wan-target;
+ config-ipvé-wan-target-list;
+ config-keychain;

« config-keychain-key;

« config-12tp-server;

« config-12tpv3;

+ config-ldap-server,;

+ config-line-console;

+ config-line-ssh.

ESR series service routers

. ESR-Series. CLI command reference guide. Firmware version 1.13.0

<COMMAND> - string of 96 characters long. CLI command. Entered completely, without abbreviations. To
enter a command of several words, it is framed by double quotes.

Required privilege level

10

Command mode
CONFIG

Example:

esr(config)# alias qwe root "show version"

boot host auto-config

The command enables the load of router configuration by DHCP Option 150 and 67.

The use of a negative form (no) of the command disables the load of router configuration by DHCP Option 150
and 67.
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Syntax

[no] boot host auto-config

Parameters

The command does not contain parameters.

Required privilege level
10

Default value
Disabled.

Command mode
CONFIG

Example:

esr(config)# boot host auto-config

hostname
The command allows to assign hostname for the router.

The use of a negative form (no) of the command sets the default router name.

Syntax
hostname <NAME>

no hostname

Parameters

<NAME> - router host name, set by the string of up to 64 characters.

Required privilege level
10

Default value

esr-10/esr-12v/esr-12vf/esr-14vf/esr-20/esr-21/esr-100/esr-200/esr-1000/esr-1200/esr-1500/esr-1511/
esr-1700/esr-3100 — depends on router model.

Command mode
CONFIG
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Example:

esr(config)# hostname router-l.eltex-co.ru

show cpu network-load

The command displays the load generated by network traffic.

Syntax

show cpu network-load

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT
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Example:

esr# show cpu network-load

CPU ID CPU load Heaviest session Session
weight

(0] (0] - (0]

1 49413 80.88.157.57 -> 9826
172.129.22.57

2 46812 80.88.157.75 -> 9895
172.129.22.75

3 49229 172.129.22.41 —> 9851
80.88.157.41

4 (0] - (0]

5 53019 80.88.157.77 —-> 9989
172.129.22.77

6 39699 80.88.157.79 -> 9863
172.129.22.79

7 49726 172.129.22.45 -> 9804
80.88.157.45

8 39789 172.129.22.61 -> 9779
80.88.157.61

9 36876 80.88.157.59 -> 9775
172.129.22.59

10 53041 172.129.22.5 -> 9679
80.88.157.5

11 49010 172.129.22.47 -> 9896
80.88.157.47

12 53082 172.129.22.13 > 9650
80.88.157.13

13 63027 80.88.157.69 -> 9617
172.129.22.69

172 52722 80.88.157.73 -> 10001
172.129.22.73

15 55165 80.88.157.71 -> 9924

show cpu history

The command displays the history of CPU resources usage.

Syntax
show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

Parameters

average | max — specifies the history of which statistics should be displayed, averaged or maximum per
interval. Without specifying this key, the history of average statistics is displayed (average)

<CPU> - it is possible to specify the number of a specific CPU by which the history of statistics on CPU
resource utilization will be displayed. Without specifying the CPU medium, information will be displayed on all
CPUs used by the system.

<TIMER> has the following parameters:

+ hours - displays history in the last 72 hours;

109



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0
+ minutes — displays history in the last 60 minutes;

+ seconds — displays history in the last 60 seconds;
* When timer is missing, 3 tables containing CPU usage statistics history are displayed

Required privilege level
5

Command mode
ROOT
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esr# show cpu history max cpu 0

CPUO
Last
util
100
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70
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20
10
0 2

ti
Last
util
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50
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0
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util

100
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0

60 seconds:
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# ##

# ##
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5 50
me, 5 sec.
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#
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H# # #
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##
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5 10 15 20 25 30 35 40 45 50 55 60 65 70

show cpu processes

time, hours

The command displays the use of resources by CPU processes.
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Syntax

show cpu processes [ active | name <PROCESS_NAME> ]

Parameters
active — active processes list;

name — name of a certain process.

Required privilege level
15

Command mode
ROOT

Example:

esr# show cpu processes

PID Name CPU 5s CPU 1m CPU 5m
2013 CLI 0.00% 0.00% 0.00%
525 Cp-mgr 0.00% 0.00% 0.00%
535 Service-mgr 0.00% 0.00% 0.00%
532 Env-mgr 0.00% 0.03% 0.05%
530 Alarm-mgr 0.00% 0.00% 0.00%
529 Lb 0.00% 0.00% 0.00%
528 Session-mgr 0.00% 0.00% 0.00%
521 Ipc-hub 0.20% 0.03% 0.04%
533 El 0.00% 0.00% 0.00%
522 Syslog-mgr 0.00% 0.00% 0.00%
524 If-mgr 0.40% 0.35% 0.34%
534 Systemdb 0.00% 0.02% 0.02%
526 Oi-mgr 0.40% 0.40% 0.43%
527 Cfgsync-mgr 0.00% 0.00% 0.00%
531 Switch 0.00% 0.10% 0.11%
1877 IPv6 Routing 0.00% 0.02% 0.01%
1885 Routing 0.00% 0.00% 0.00%

show cpu utilization

The command displays the use of CPU resources.

Syntax

show cpu utilization

Parameters

The command does not contain parameters.
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[
=
R

10.07%
1.08%
0.10%
0.10%

Runtime

10 seconds

1 minute and 31
3 seconds
1 minute and 57
1 second
34 seconds
1 second
1 second

second

second
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Required privilege level
1

Command mode
ROOT

Example:

esr# show cpu utilization

CPU Last Last Last

5 sec 1 min 5 min
0 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show system

The command displays the device environmental parameters.

Syntax

show system

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT
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esr# show system
System type:

ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Eltex ESR-1000 Service Router

System name: esr-1000

Software version: 1.0.7 build 118[53264b8] (date 22/12/2015 time 10:23:23)
Hardware version: 1v3

System uptime: 4 minutes and 5 seconds

System MAC address: A8:F9:4B:AA:03:A0

System serial number: NP01000050

Main power supply installed: Present

Main power supply status: Ok

Reserve power supply installed: Absent

Fan Level: 46%

Fan Table

Fan 1 Fan 2 Fan 3 Fan 4

Status ok ok ok ok
Temperature Table

CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB
RAM 3798.25 1643.50 (44%) 2154.75 (56%)
FLASH 20.00 1.06 (6% 18.94 (94%

show system id

The command displays the device serial number.

Syntax

show system -id

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT
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Example:

esr# show system 1id
Serial number:
NP01000023

system fan-speed

& This command is supported only on ESR-100/200/1000/1200/1500/1511/1700 routers

The command defines the cooling system operating mode.

The use of a negative form (no) of the command sets the default value.

Syntax
system fan-speed { auto | max }

no system fan-speed

Parameters
auto — automatic control mode;

max — maximum cooling mode.

Default value
ESR-100/200/1500/1511/1700/3100 auto;
ESR-1000/1200 max.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# system fan-speed auto

system config-confirm timeout

The command defines the timeout to confirm a current configuration. If the configuration is not confirmed,
rollback to a previously applied configuration will occur after timeout.

The use of a negative form (no) of the command sets the default value.
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Syntax
system config-confirm timeout <TIME>

no system config-confirm timeout

Parameters

<TIME> - timeout of configuration redundancy confirmation, takes value in seconds [120..86400].

Default value
600

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# system config-confirm timeout 1200

system utilization softgre disable
The command is used to disable counting of SoftGRE tunnels occupancy.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] system utilization softgre disable

Parameters

The command does not contain parameters.

Default value

Counting is enabled.

Required privilege level
10

Command mode
CONFIG
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Example:

esr(config)# system utilization softgre disable

117



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

10 System timer management

+ clock timezone

+ key

+ maxpoll

* minpoll

* ntp access-addresses

* ntp authentication enable

+ ntp authentication key-chain
+ ntp authentication trusted-key
+ ntp broadcast-client enable
* ntp dscp

* ntp enable

* ntp ipv6 source address

* ntp object-group query-only
* ntp object-group serve-only
* ntp peer

* ntp server

* ntp source address

* prefer

+ set date

+ show date

+ show ntp configuration

+ show ntp peers

* version

clock timezone
The command sets a timezone.

The use of a negative form (no) of the command sets the default timezone.

Syntax
clock timezone <OFFSET>

no clock timezone

Parameters

<OFFSET> - zone designation, including offset in hours regarding Greenwich Mean Time, takes the value of
[gmt-12 .. gmt +12].

Default value
gmtO

Required privilege level
15

Command mode
CONFIG
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Example:

esr(config)# clock timezone gmt +7

key
The command defines a key from the key trust list.

The use of a negative form (no) of the command removes a bind to a specified key.

Syntax
key <ID>

no key

Parameters

<ID> - key identifier, set in the range of [1..255].

Required privilege level
15

Command mode
CONFIG-NTP

Example:

esr(config-ntp)# key 245

maxpoll
The command sets the maximum value of time interval between sending messages to NTP server.

The use of a negative form (no) of the command sets the default value.

Syntax
maxpoll <INTERVAL>

no maxpoll

Parameters

<INTERVAL> — maximum value of poll interval. The command parameter is used as an indicator of the power
of two when calculating the interval durability in seconds; it is calculated by raising two to power that is
specified by the command parameter, takes the value of [10..17].
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Default value

10 (29 = 1024 seconds or 17 minutes 4 seconds)

Required privilege level
10

Command mode
CONFIG-NTP

Example:
esr(ntp-remote)# maxpoll 11

minpoll
The command sets the minimum value of time interval between sending messages to NTP server.

The use of a negative form (no) of the command sets the default value.

Syntax
minpoll <INTERVAL>

no minpoll

Parameters

<INTERVAL> — minimum value of poll interval in seconds; it is calculated by raising two to power that is
specified by the command parameter, takes the value of [4..6].

Default value

6 (2° = 64 seconds or 1 minutes 4 seconds)

Required privilege level
10

Command mode
CONFIG-NTP

Example:

esr(ntp-remote)# minpoll 4
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ntp access-addresses
This command defines a list of trusted IP addresses with which ntp packets can be exchanged.

The use of a negative form (no) of the command removes a specified list.

Syntax
ntp access-addresses <NAME>

no ntp access-addresses

Parameters

<NAME> - IP addresses profile name, set by the string of up to 31 characters.

Default value

Filtering disabled.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ntp access-addresses 192.168.16.33

ntp authentication enable
The command enables authentication for NTP protocol.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] ntp authentication enable

Parameters

The command does not contain parameters.

Default value
Disabled.
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15

Command mode
CONFIG

Example:
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esr(config)# ntp authentication enable

ntp authentication key-chain

The command specifies a set of passwords for authentication with a server or peer via md5 hash algorithm.

The use of a negative form (no) of the command removes a bind to the password set.

Syntax

ntp authentication key-chain <KEYCHAIN>

no ntp authentication key-chain

Parameters

<KEYCHAIN> - key list identifier, set by the string of up to 16 characters.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ntp authentication key-chain lock

ntp authentication trusted-key

The command defines a list of trusted keys from the key set.

The use of a negative form (no) of the command removes a specified key.

Syntax

[no] ntp authentication trusted-key <ID>
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Parameters

<ID> - key identifier, set in the range of [1..255].

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ntp authentication trusted-key 25

ntp broadcast-client enable

This command enables the mode of receiving broadcast messages from NTP servers for the global
configuration and all existing VRFs. The router operates as NTP client. If NTP peers and servers are set in the
device configuration, then they are ignored in the broadcast mode.

The use of a negative form (no) of the command disables the broadcast mode.

Syntax

[no] ntp broadcast-client enable

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ntp broadcast-client enable
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ntp dscp
The command sets the DSCP code value for the use in IP headers of NTP server outgoing packets.

The use of a negative form (no) of the command sets the default DSCP value.

Syntax
ntp dscp <DSCP>
no ntp dscp

Parameters
<DSCP> — DSCP code value, takes values in the range of [0..63].

Default value
46

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ntp dscp 40

ntp enable

This command enables the synchronization of the system clock with remote servers via NTP for the global
configuration and all created VRFs.

The use of a negative form (no) of the command disables the synchronization via NTP.

Syntax
[no] ntp enable

Parameters

The command does not contain parameters.

Default value
Disabled.
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Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ntp enable

ntp ipv6 source address
The command is used to specify source IPv6 address for NTP packets for all peers.

The use of a negative form (no) of the command sets the default source-IPv6 address for NTP packets.

Syntax
ntp ipv6 source address <IPV6-ADDR>

no ntp ipv6 source address

Parameters

<IPV6-ADDR> — RADIUS server IPv6 address, defined as X:X:X:X::X where each part takes values in
hexadecimal format [0..FFFF].

Default value

IPv6 address of the interface from which NTP packet is sent.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ntp ipv6 source address fc00::1

ntp object-group query-only

The command enables query-only mode that limits interaction via NTP for a certain profile of IP addresses.
Only control messages exchange is permitted.

125



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

The use of a negative form (no) of the command disables the limitations.

Syntax
ntp object-group query-only <NAME>
no ntp object-group query-only

Parameters

<NAME> - IP addresses profile name, set by the string of up to 31 characters.

Default value

Work with NTP peers is not limited by anything.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ntp object-group query-only OG-NTP-QO

ntp object-group serve-only

The command enables serve-only mode that limits interaction via NTP for a certain profile of IP addresses.
You are allowed to respond to NTP requests only; synchronization from other hosts and control messages
exchange are prohibited.

The use of a negative form (no) of the command disables the limitations.

Syntax
ntp object-group serve-only <NAME>

no ntp object-group serve-only

Parameters

<NAME> - IP addresses profile name, set by the string of up to 31 characters.

Default value

Work with NTP peers is not limited by anything

Required privilege level
15
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Command mode
CONFIG

Example:

esr(config)# ntp object-group serve-only OG-NTP-SO

ntp peer

The command is used to set partnership relations between NTP servers and to switch to CONFIG-NTP
command mode.

NTP server on the router operates in the mode of bi-directional connection with a remote NTP server specified
in the command. If one of the partners lost the connection to higher-level NTP server, it will be able to
synchronize the time over the partner server.

The use of a negative form (no) of the command removes a specified NTP partner.

Syntax
[no] ntp peer { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

Parameters
<ADDR> - partner IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — partner IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal
format [0..FFFF];

<VRF> - VRF instance name, set by the string of up to 31 characters, within which an NTP partner will operate.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ntp peer 10.100.100.1
esr(ntp-remote)#

ntp server

The command is used to set partnership relations between NTP servers and to switch to CONFIG-NTP
command mode.

The router works with a specified NTP server in one-directional connection mode. In this mode, the router local
clock can be synchronized with a remote NTP. server.
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The use of a negative form (no) of the command removes a specified NTP server.

Syntax
[no] ntp server { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

Parameters
<ADDR> - server IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — server IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal format
[0..FFFF];

<VRF> - VRF instance name, set by the string of up to 31 characters, within which the NTP server will operate.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ntp server 10.100.100.2
esr(ntp-remote)#

ntp source address
The command is used to specify source IP address for NTP packets for all peers.

The use of a negative form (no) of the command sets the default source-IP address for NTP packets.

Syntax
ntp source address <ADDR>

no ntp source address

Parameters
<ADDR> - IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

Default value

IP address of the interface from which NTP packet is sent.

Required privilege level
10
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Command mode
CONFIG

Example:

esr(config)# ntp source address 10.100.100.2

prefer

The command marks this NTP server as a preferable one. All other conditions being equal, this NTP server will
be selected for synchronization among all production NTP servers.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] prefer

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
15

Command mode
CONFIG-NTP

Example:

esr(ntp-remote)# prefer

set date

The command sets the system time and date manually.

Syntax
set date <TIME> [<DAY> <KMONTH> [ <YEAR> ] ]
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Parameters
<TIME> — system timer, defined as HH:MM:SS, where:

+ HH - hours, takes the value of [0..23];
+ MM — minutes, takes the value of [0 ..59];
+ SS - seconds, takes the value of [0..59];

<DAY> - day of the month, takes values of [1..31];

. ESR-Series. CLI command reference guide. Firmware version 1.13.0

<MONTH> - month, takes the following values [ January/February/March/April/May/June/July/August/

September/October/November/December];
<YEAR> - year, takes values of [2001..2037].

Required privilege level
10

Command mode
ROOT

Example:

esr# set date 16:35:00 15 May 2014

show date

The command displays the current system time and date.

Syntax

show date

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT

Example:

esr# show date
Thursday 23:48:33 GMT+7 May 15 2014
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show ntp configuration

The command displays running NTP configuration.

Syntax

show ntp configuration

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# show ntp configuration
NTP status: Enabled

NTP mode: client/server

Address Type Prefer NTP version Min poll Max poll
10.100.100.1 peer yes NTPv4 6(1m 4s) 11(34m 8s)
10.100.100.2 peer yes NTPv4 6(1m 4s) 10(17m 4s)
1.2.3.4 server no NTPv4 6(1m 4s) 10(17m 4s)

show ntp peers

The command displays the current condition of NTP servers (peers). The tables below contain the list of
parameters being displayed and their description.

Table 6 — Remote server condition (peer)

Parameter Description

remote DNS name or IP address of server (peer). The first character in the table is used
to define server (peer) condition, conditions are described in Table 7.

refid Binding handle or IP address of who a remote server (peer) is synchronized with.
Binding handle types are described in Table 8.

st Stratum.

t Relation of the router to a remote server (peer), the types are described in Table 9.
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Parameter Description

when The time period since the server (peer) was last polled, in seconds (‘h' hours, 'd'
days).

poll Polling rate of server (peer).

reach Eight-bit left-shift register containing polling results (1 = successful, 0 =

unsuccessful) is displayed in octal notation.

delay Packet transmission time - to a server (peer) and back, in milliseconds.
offset Average constant time offset of the router with respect to the server (peer).
jitter Average dispersion of time deviation (jitter).

Table 7 — Remote server condition (peer)

Ty Description
pe

spa Indicates that:

ce
+ there were not responses from a remote server (peer);
+ the server is not used as the stratum has a big value;
- server (peer) uses the router to synchronize its time.
X server (peer) is not used to synchronize time; it has been dropped by collision algorithm.
- server (peer) is not used to synchronize time; it has been dropped by cluster algorithm.
# Remote server (peer) is production but is not used since it was not among first 6 servers (peers) sorted by the
synchronization distance; it is a backup server.
+ Production and preferable remote server (peer), enabled by union algorithm.
* Server (peer) which is currently a primary source of time.

Table 8 — Types of remote server (peer) connection identifier

Type Description
ACST. Manycast server.
AUTH. Authentication error.
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Type Description

AUTO. Automatic key sequence error.

.BCST. Broadcast server.

.CRYPT. Automatic key protocol error.

.DENY. Server denied access.

INIT. Server connection initialization.

.MCST. Multicast server.

.TIME. Server connection timeout.

.STEP. Step change of time, the offset is less than threshold (1000 milliseconds) but more

than threshold step (125 milliseconds).

.RATE. Polling rate exceeding.

Table 9 — Types of relations of router to a remote server (peer)

Type Description
u Unicast or manycast client.
b Broadcast or unicast client.
s Bi-directional coupling (peer).
A Manycast server.
B Broadcast server.
M Multicast server.
Syntax

show ntp peers

Parameters

The command does not contain parameters.
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Required privilege level
1

Command mode
ROOT

Example:

esr# sh ntp peers
Clock is synchronized, stratum 3, reference 1is 192.168.1.1
remote refid st t when poll reach delay offset jitter

*192.168.1.1 192.168.1.2 2 u 45 128 377 0.283 0.204 0.049

version
The command sets NTP version.

The use of a negative form (no) of the command sets the default value.
Syntax
version <VERSION>

no version

Parameters
<VERSION> — NTP version, takes values in the range of [1..4].

Default value
4

Required privilege level
15

Command mode
CONFIG-NTP

Example:

esr(ntp-remote)# version 3
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11 AAA configuration

+ aaa accounting commands

+ aaa accounting login

+ aaa authentication attempts max-fail
*+ aaa authentication enable

+ aaa authentication login

*+ aaa authentication mode

+ aaa das-profile

+ aaadisable

+ aaa radius-profile

+ acct-port

+ auth-port

+ clear users blocked

+ clear user-session

+ clients

+ das-server

+ das-server

+ dead-interval

+ description

+ disable

* enable

+ enable authentication

+ enable password

+ exec-timeout

« ip sftp enable

* key

* |dap-server base-dn

+ |dap-server bind authenticate root-dn
+ ldap-server bind authenticate root-password
+ |dap-server bind timeout

* |dap-server dscp

+ ldap-server host

+ |dap-server naming-attribute

+ |dap-server privilege-level-attribute
« ldap-server search filter user-object-class
* |dap-server search scope

* |dap-server search timeout

* line

* login authentication

+ password

* port

* priority

+ privilege

+ privilege

* radius-server dscp

* radius-server host

* radius-server host

* radius-server retransmit

* radius-server timeout

*+ retransmit

+ security passwords default-expired
*+ security passwords history

+ security passwords lifetime

*+ security passwords lower-case
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+ security passwords max-length

+ security passwords min-length

+ security passwords numeric-count
*+ security passwords special-case

*+ security passwords symbol-types
* security passwords upper-case

+ security snmp-community max-length
+ security snmp-community min-length
+ show aaa accounting

+ show aaa authentication

+ show aaa ldap-servers

+ show aaa radius-servers

+ show aaa tacacs-servers

+ show users

+ show users accounts

+ show users blocked

+ source-address

+ source-interface

+ system configuration-exclusively
+ tacacs-server dscp

+ tacacs-server host

+ tacacs-server timeout

+ tech-support login enable

+ timeout

* usage

* username

aaa accounting commands
The command configures a list of CLI command accounting methods.
The use of a negative form (no) of the command sets the default value.

Syntax
aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only

Parameters
<METHOD> - accounting methods:

+ tacacs — command accounting by TACACS;

Default value
Accounting is not kept.

Required privilege level
15
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Command mode
CONFIG

Example:

esr(config)# aaa accounting commands stop-only tacacs

aaa accounting login

The command configures a list of user sessions accounting methods. Accounting is enabled and disabled
when a user logs on and disconnects from the system that corresponds to the 'start' and 'stop’ values in
RADIUS and TACACS messages.

The use of a negative form (no) of the command sets the default value.

Syntax
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

Parameters
<METHOD> - accounting methods:

+ tacacs - session accounting by TACACS;
+ radius — session accounting by RADIUS.

Default value

Session accounting is locally logged.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# aaa accounting login start-stop tacacs

aaa authentication attempts max-fail

The command sets the maximum amount of failed authentication attempts until a user is blocked and the
blocking time.

The use of a negative form (no) of the command sets the amount of attempts and blocking time by default.
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Syntax
aaa authentication attempts max-fail <COUNT> <TIME>

no aaa authentication attempts max-fail

Parameters

<COUNT> — amount of failed authentication attempts after which a user is blocked, takes the values of
[1..65535];

<TIME> - user blocking time in seconds, takes the values of [1..65535].

Default value
Amount of failed attempts — 5
Blocking time — 300

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# aaa authentication attempts max-fail 5 30

aaa authentication enable

The command creates the lists of authentication methods for user privileges escalation. If an attempt to
authenticate by one method fails, the attempt is made to authenticate by the next method in the list.

The default configuration includes a list named 'default’. The 'default’ list includes one authentication method
- 'enable’. To use the list for user privileges escalation authentication, it is necessary to bind it by the
command described in Section enable authentication.

The use of a negative form (no) of the command removes the authentication methods list.

Syntax
aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ] [ <METHOD 4> ]

no aaa authentication enable <NAME>

Parameters

<NAME> - list name: string of up to 31 characters;
+ default — «default» list name.

<METHOD> - authentication methods:
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+ enable — authentication by enable passwords;
+ tacacs - authentication by TACACS;

* radius — authentication by RADIUS;

+ ldap - authentication by LDAP.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# aaa authentication enable enable-test tacacs enable

aaa authentication login

The command creates the lists of authentication methods for user login. If an attempt to authenticate by one
method fails, the attempt is made to authenticate by the next method in the list.

The default configuration includes a list named 'default’; the list contains one authentication method — «local».
To use the list for user login authentication, it is necessary to activate it by the command described in Section
login authentication.

The use of a negative form (no) of the command removes the authentication methods list.

Syntax

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ]
[ <METHOD 4> ]

no aaa authentication login { default | <NAME> }

Parameters

<NAME> - list name, set by the string of up to 31 characters;

Authentication methods:

+ local — authentication by local user base;

+ tacacs — authentication by TACACS server list;
+ radius — authentication by RADIUS server list;
+ Idap - authentication by LDAP server list.

Required privilege level
15

Command mode
CONFIG
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Example:

esr(config)# aaa authentication login login-test tacacs local

aaa authentication mode
The command defines the mode of operation with authentication method lists.

The use of a negative form (no) of the command removes the authentication methods list.

Syntax

[no] aaa authentication mode { break | chain }

Parameters

break — during authentication, the following methods will be used in case of a higher priority one being
unavailable;

chain - during authentication, the following methods will be used in case of a higher priority one’s refusal.

Default value

chain

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# aaa authentication mode break

aaa das-profile
The command is used to add DAS server and to switch to DAS SERVER PROFILE command mode.

The use of a negative form (no) of the command removes a specified profile of dynamic authorization servers
(DAS).

Syntax
[no] aaa das-profile <NAME>
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Parameters

<NAME> — DAS profile name, set by the string of up to 31 characters.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# aaa das-profile profilel
esr(config-aaa-das-profile)#

aaa disable
This command disables access to the router through the console interface.

The use of a negative form of the command (no) enables the access to the router through the console
interface.

Syntax

[no] aaa disable

Parameters

The command does not contain parameters.

Default value

Access to the router via the console interface is enabled.

Required privilege level
10

Command mode
CONFIG-LINE-CONSOLE

Example:

esr(config-line-console)# aaa disable
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aaa radius-profile

The command is used to add RADIUS server profile and to switch to RADIUS SERVER PROFILE command
mode.

The use of a negative form (no) of the command removes a specified RADIUS server profile.

Syntax

[no] aaa radius-profile <NAME>

Parameters

<NAME> — RADIUS server profile name, set by the string of up to 31 characters.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# aaa radius-profile profilel
esr (config-aaa-radius-profile)#

acct-port
The command specifies a port number to exchange data with a remote RADIUS server when accounting.

The use of a negative form (no) of the command sets the default value.

Syntax
acct-port <PORT>

no acct-port

Parameters

<PORT> - number of UDP port to exchange data with a remote server, takes values of [1..65535].

Default value
1813

Required privilege level
15

142



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config-radius-server)# acct-port 4444

auth-port

The command specifies a port number to exchange data with a remote RADIUS server when authenticating
and authorizing.

The use of a negative form (no) of the command sets the default value.
Syntax
auth-port <PORT>

no auth-port

Parameters

<PORT> - number of UDP port to exchange data with a remote server, takes values of [1..65535].

Default value
1812

Required privilege level
15

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config-radius-server)# auth-port 4444

clear users blocked

The command removes the information on incorrect attempts of various users authentication.

Syntax

clear users blocked <NAME>
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Parameters

<NAME> — name of the user for which you want to clean the statistics on incorrect authentication attempts,
set by the string of up 31 characters.

Without specifying the user name, the whole table of incorrect authentication attempts is cleaned.

Required privilege level
15

Command mode
ROOT

Example:

esr# clear users blocked

clear user-session

This command closes the CLI user work session.

Syntax
clear user-session [ <USERNAME> | <SESSION> ]

Parameters
<NAME> — The name of the user whose session should be closed, specified by a string of up to 31 characters.

<SESSION> - number of terminal session to close, set by number in the range [1...10].

Required privilege level
15

Command mode
ROOT

Example:

esr# clear users-session

clients

The command specifies the list of dynamic authorization clients (DAC) requests of which the dynamic
authorization server (DAS) will response to.
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The use of a negative form (no) of the command removes the list of dynamic authorization clients (DAC).

Syntax
clients object-group <NAME>

no clients

Parameters

<NAME> - name of IP addresses profile that contains addresses of dynamic authorization clients, set by the
string of up to 31 characters.

Required privilege level
15

Command mode
CONFIG-DAS-SERVER

Example:

esr(config-das-server)# clients object-group pcrf

das-server

The command is used to add dynamic authorization server (DAS) and to switch to DAS SERVER command
mode. Dynamic authorization servers (DAS) accept RADIUS CoA queries from dynamic authorization clients
(DAC), for example disabling or renewed requesting for user services list.

The use of a negative form (no) of the command removes a specified DAS server.

Syntax

[no] das-server <NAME>

Parameters

<NAME> — DAS name, set by the string of up to 31 characters.

Required privilege level
15

Command mode
CONFIG
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Example

esr(config)# das-server main
esr(config-das-server)#

das-server

The command is used to add dynamic authorization server (DAS) to a configurable profile of dynamic
authorization servers.

The use of a negative form (no) of the command removes a specified DAS server.

Syntax

[no] das-server <NAME>

Parameters

<NAME> — DAS name, set by the string of up to 31 characters.

Required privilege level
15

Command mode
CONFIG-AAA-DAS-PROFILE

Example

esr(config)# das-server mainesr(config-das-server)#

dead-interval

The command specifies the interval during which the packets will not be sent to RADIUS server. RADIUS server
is switched to this condition when the timeout of waiting for the response to the last valid retry request expires
(see Section radius-server retransmit).

The use of a negative form (no) of the command sets the default value.

Syntax
dead-interval <SEC>

no dead-interval

Parameters

<SEC> - time interval in seconds, takes values of [0..3600].
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Default value
120

Required privilege level
10

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config-radius-server)# dead-interval 600

description

The command is used to change the description of dynamic authorization servers (DAS) profile or RADIUS
servers profile.

The use of a negative form (no) of the command removes a profile description.

Syntax
description <DESCRIPTION>

no description

Parameters

<DESCRIPTION> — profile description, set by the string of up to 255 characters.

Required privilege level
10

Command mode
CONFIG-DAS-SERVER-PROFILE
CONFIG-RADIUS-SERVER-PROFILE

Example:

Set the description for IP addresses profile:

esr(config-aaa-das-profile)# description "Main profile"
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disable

The command reduces the user privilege level to initial one.

Syntax
disable

Parameters

The command does not contain parameters.

Required privilege level
2

Command mode
ROOT

Example:

esr# disable
esr>

enable

The command escalates the user privilege level. Methods of user privilege escalation authentication are
specified by the command described in Section aaa authentication attempts max-fail.

© ‘'Enable' password authentication method is set in the configuration by default. At the same time,
passwords are not set, that is, any system user can get the required 15 level of privileges.

© To authenticate privilege escalation via TACACS/RADIUS/LDAP, Senab<PRIV>S$ users, where <PRIV> —
required privilege level of a user to be authenticated, should be created on the server.

Syntax
enable [ <PRIV>]

Parameters

<PRIV> - required privilege level, takes value in the range of [2..15].

Default value
15
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Required privilege level
1

Command mode
ROOT

Example:

esr> enable 10
esr#

enable authentication

The command enables the user privilege escalation authentication list that will be used in a configured
terminal.

The default configuration includes a list named 'default’; the list contains one authentication method - ‘enable’.

The use of a negative form (no) of the command enables the 'default’ list.

Syntax
enable authentication <NAME>

no enable authentication

Parameters

<NAME> - list name, set by the string of up to 31 characters.

Default value
default

Required privilege level
15

Command mode
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Example:

esr(config-line-console)# enable authentication enable-test
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enable password

The command sets the password that will be required when escalating the user privilege level.

© By default, passwords are not set, that is, any system user can get the required 15 level of privileges.

The use of a negative form (no) of the command removes a password from the system.

Syntax
enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV> ]

Parameters

<CLEAR-TEXT> — password, set by the string of 8 to 32 characters, takes the value of [0-9a-fA-F];
<HASH_SHA512> — hash password via sha512 algorithm, set by the string of 110 characters;
<PRIV> - required privilege level, takes value in the range of [2..15], 15 by default.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# enable password 12345678 privilege 10

exec-timeout
The command specifies the time interval after which an idle session will be disconnected.

The use of a negative form (no) of the command sets the default value.

Syntax
exec—-timeout <SEC>

no exec-timeout

Parameters

<SEC> - time interval in minutes, takes values of [1..65535].

Default value

30 minutes
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Required privilege level
15

Command mode
CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH
CONFIG-LINE-TELNET

CONFIG-LINE-AUX'

Example:

esr(config-line-ssh)# exec-timeout 600

T Only for ESR-21

ip sftp enable
This command enables sftp access on the router for the configurable user.

The use of a negative form of the command (no) disables sftp access for the configurable user.

Syntax
[no] 1ip sftp enable

Parameters

None

Default value
Disabled

Required privilege level
10

Command mode
CONFIG-USER

Example:

esr(config-user)# 1ip sftp enable
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key
The command specifies an authentication password on a remote server.

The use of a negative form (no) of the command removes a specified password for authentication on a remote
server.

Syntax
key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key

Parameters
<TEXT> - string [8..16] of ASCII symbols (for TACACS server — up to 60 symbols);

<ENCRYPTED-TEXT> — encrypted password, size [8..16] bytes, is specified by the string [16..32] characters (for
a TACACS server - up to 120 characters).

Required privilege level
15

Command mode
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-DAS-SERVER

Example:

esr(config-tacacs-server)# key ascii-text 12345678

Idap-server base-dn
The command specifies primary DN (Distinguished name) which will be used when searching for users.

The use of a negative form (no) of the command removes a specified primary DN.

Syntax
ldap-server base-dn <NAME>

no ldap-server base-dn

Parameters

<NAME> - basic DN, set by the string of up to 255 characters.

Required privilege level
15
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Command mode
CONFIG

Example:

esr(config)# ldap-server base-dn “dc=example,dc=com”

Idap-server bind authenticate root-dn

The command specifies DN (Distinguished name) of a user with administrator rights, under which
authorization will take place on LDAP server when searching for users.

The use of a negative form (no) of the command removes a specified user’'s DN.

Syntax
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

Parameters

<NAME> — DN of a user with administration rights, set by the string of up to 255 characters.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

Idap-server bind authenticate root-password

The command specifies password of a user with administrator rights, under which authorization will take
place on LDAP server when searching for users.

The use of a negative form (no) of the command removes a specified user’'s password.

Syntax

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password
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Parameters
<TEXT> - string [8..16] ASCII characters;
<ENCRYPTED-TEXT> - encrypted password, [8..16] bytes size, set by the string of [16..32] characters.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server bind authenticate root-password ascii-text 12345678

Idap-server bind timeout
The command sets the interval after which the device considers LDAP server as unavailable.

The use of a negative form (no) of the command sets the default value.
Syntax
ldap-server bind timeout <SEC>

no ldap-server bind timeout

Parameters

<SEC> - time interval in seconds, takes values of [1..30].

Default value

3 seconds

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server bind timeout 5

154



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Idap-server dscp
The command sets the DSCP code value for the use in IP headers of LDAP server outgoing packets.

The use of a negative form (no) of the command sets the default DSCP value.

Syntax
ldap-server dscp <DSCP>

no ldap-server dscp

Parameters
<DSCP> — DSCP code value, takes values in the range of [0..63].

Default value
63

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# ldap-server dscp 40

Idap-server host

The command is used to add LDAP server to the list of servers in use and to switch to LDAP SERVER
command mode.

The use of a negative form (no) of the command removes a specified LDAP server.

Syntax
[no] ldap-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters.
<ADDR> — LDAP server IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — LDAP server IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal
format [0..FFFF].
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Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server host 10.100.100.1
esr(config-ldap-server)#

Idap-server naming-attribute

The command sets the name of object attribute, value of which is compared with the name of a desired user
on LDAP server.

The use of a negative form (no) of the command sets the default value.
Syntax
ldap-server naming-attribute <NAME>

no ldap-server naming-attribute

Parameters

<NAME> - object attribute name, set by the string of up to 127 characters.

Default value
uid

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server naming-attribute displayName
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Idap-server privilege-level-attribute

The command sets the name of object attribute, value of which will define the initial privileges of a user on the
device. The attribute should take values of [1..15]. If there is no specified attribute or it contains invalid value,
initial user privileges will satisfy privileges of remote’ user.

The use of a negative form (no) of the command sets the default value.

Syntax
ldap-server privilege-level-attribute <NAME>

no ldap-server privilege-level-attribute

Parameters

<NAME> - object attribute name, set by the string of up to 127 characters.

Default value

priv-lvl

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server privilege-level-attribute title

Idap-server search filter user-object-class

The command sets the name of the class of objects among which you should search for users on the LDAP
server.

The use of a negative form (no) of the command sets the default value.

Syntax
ldap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

Parameters

<NAME> - object class name, set by the string of up to 127 characters.
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Default value

posixAccount

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server search filter user-object-class shadowAccount

Idap-server search scope
The command specifies a user search scope in LDAP server tree.

The use of a negative form (no) of the command sets the default value.

Syntax
ldap-server search scope <SCOPE>

no ldap-server search scope

Parameters
<SCOPE> - user search scope on LDAP server, takes the following values:

+ onelevel — search through the objects on the level following a basic DN tree in LDAP server tree;
+ subtree - search through all objects of basic DN subtree in LDAP server tree.

Default value

subtree

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server search scope onelevel
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Idap-server search timeout

The command sets the interval after which the device considers that LDAP server has not found users’ entries
matching the search condition.

The use of a negative form (no) of the command sets the default value.

Syntax
ldap-server search timeout <SEC>

no ldap-server search timeout

Parameters

<SEC> - time interval in seconds, takes values of [0..30].

Default value

0 — device is waiting for search completion and response from LDAP server.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# ldap-server search timeout 10

line

The command performs the switch to a certain terminal configuration mode: local console, remote console
(Telnet), remote secure console (SSH).

The use of a negative form (no) of the command sets the default terminal parameters. The default settings are
described in sections login authentication and enable authentication.

Syntax
[no] line <TYPE>

Parameters
<TYPE> - console type:

« console — local console;
 telnet — remote console;
« ssh — secure remote console;
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Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# line console
esr(config-line-console)#

login authentication
The command enables the user login authentication list that will be used in a configured terminal.
The default configuration includes a list named 'default’; the list contains one authentication method - 'local'.

The use of a negative form (no) of the command enables the 'default’ list.

Syntax
login authentication <NAME>

no login authentication

Parameters

<NAME> - list name, set by the string of up to 31 characters.

Default value
default

Required privilege level
15

Command mode
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Example:

esr(config-line-console)# login authentication login-test
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password

The command is used to set a password for a certain user to log-in. The password can be set both in clear text
and in the form of sha512 hash.

The use of a negative form (no) of the command removes users password from the system.

Syntax
password { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

Parameters
<CLEAR-TEXT> - password, set by the string of 8 to 32 characters, takes the value of [0-9a-fA-F];
<HASH_SHA512> — hash password via sha512 algorithm, set by the string of 110 characters.

Required privilege level
15

Command mode
CONFIG-USER
CHANGE-EXPIRED-PASSWORD

Example:

esr(config-user) password test

port
The command specifies a port number to exchange data with a remote server.

The use of a negative form (no) of the command sets the default value.

Syntax
port <PORT>

no port

Parameters

<PORT> — number of TCP/UDP port to exchange data with a remote server, takes values of [1..65535].

Default value
49 for TACACS server
389 for LDAP server
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Not set for DAS server

Required privilege level
15

Command mode
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
CONFIG-DAS-SERVER

Example:

esr(config-tacacs-server)# port 4444

priority
The command sets remote server priority. The lower value, the higher the priority of server is.

The use of a negative form (no) of the command sets the default value.

Syntax
priority <PRIORITY>

no priority

Parameters

<PRIORITY> - remote server priority, takes values in the range of [1..65535].

Default value
1

Required privilege level
15

Command mode
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER

Example:

esr(config-tacacs-server)# priority 5
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privilege

The command sets the user privilege level. Command set available for a user, depends on the privilege level.
Users with 1 to 9 privilege levels only can view the information. Users with 10 to 15 privilege level have access
to most part of configuration commands. Users with privilege level 15 have access to the full set of
commands. The required command privilege level can be changed, described in the description section.

The use of a negative form (no) of the command sets the default privilege level.
Assignment of initial privilege level to users is as follows:

+ Required privilege level is assigned to local database users by the command mentioned above;

+ Required privilege level for users authorized via RADIUS is taken from cisco-avpair = "shell:priv-
Ivl=<PRIV>' attribute;

+ Required privilege level for users authorized via TACACS is taken from priv-lvI=<PRIV> attribute;

« privilege level for users authorized by LDAP is taken from the attribute specified by the

privilege-level-attribute command, described in Section line, default is priv-lvi=<PRIV>;

If the option mentioned above was not received during user authentication via TACACS/RADIUS/LDAP or an
option with invalid value was received, a user will be assigned with 'remote' user privileges, 1 by default; You
can change required privilege level of 'remote' user in the same way as for any other user from local base by
the command above.

Syntax
privilege <PRIV>

no privilege

Parameters

<PRIV> - required privilege level, takes value in the range of [1..15].

Default value
1

Required privilege level
15

Command mode
CONFIG-USER

Example:
esr(config-user)# privilege 15
privilege

The command sets the minimum privilege level necessary for from a specified command subtree.

The use of a negative form (no) of the command sets the default privilege level.
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Syntax
privilege <COMMAND-MODE> level <PRIV> <COMMAND>
no privilege <COMMAND-MODE> <COMMAND>

Parameters
<COMMAND-MODE> - command mode, the description of modes is given in Table 3;
<PRIV> - required privilege level, takes value in the range of [1..15];

<COMMAND> - command subtree, set by the string of up to 255 characters.

Required privilege level
15

Command mode
CONFIG

Example:

Set the required privilege level 2 for 'show' command subtree of root command mode. The commands of
'show interfaces' subtree should be assigned with privilege level 1.

esr(config)# privilege root level 2 "show"
esr(config)# privilege root level 1 "show interfaces"

radius-server dscp
The command sets the DSCP code value for the use in IP headers of RADIUS server outgoing packets.

The use of a negative form (no) of the command sets the default DSCP value.

Syntax
radius-server dscp <DSCP>

no radius-server dscp

Parameters
<DSCP> - DSCP code value, takes values in the range of [0..63].

Default value
63

Required privilege level
10
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Command mode
CONFIG

Example:

esr(config)# radius-server dscp 40

radius-server host

The command is used to add RADIUS server to the list of servers in use and to switch to RADIUS SERVER
command mode.

The use of a negative form (no) of the command removes a specified RADIUS server.

Syntax
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters.
<ADDR> — RADIUS server IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — RADIUS server IPv6 address, defined as X:X:X:X::X where each part takes values in
hexadecimal format [0..FFFF].

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# radius-server host 10.100.100.1
esr(config-radius-server)#

radius-server host
The command is used to add RADIUS server to RADIUS server profile.

The use of a negative form (no) of the command removes a specified RADIUS server from the profile.

Syntax
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]
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Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters.
<ADDR> — RADIUS server IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> — RADIUS server IPv6 address, defined as X:X:X:X::X where each part takes values in
hexadecimal format [0..FFFF].

Required privilege level
15

Command mode
CONFIG-RADIUS-SERVER-PROFILE

Example:

esr(config-aaa-radius-profile)# radius-server host 10.100.100.1

radius-server retransmit

The command sets the number of iterative requests to the last active RADIUS server which will be executed
before the execution of requests to RADIUS servers next on the list.

The use of a negative form (no) of the command sets the default value.

Syntax
radius-server retransmit <COUNT>

no radius-server retransmit

Parameters

<COUNT> - amount of iterative requests to RADIUS server, takes values of [1..10].

Default value
1

Required privilege level
15

Command mode
CONFIG
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Example:

esr(config)# radius-server retransmit 5

radius-server timeout
The command sets the interval after which the device considers RADIUS server as unavailable.

The use of a negative form (no) of the command sets the default value.

Syntax
radius-server timeout <SEC>

no radius-server timeout

Parameters

<SEC> - time interval in seconds, takes values of [1..30].

Default value

3 seconds

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# radius-server timeout 5

retransmit

The command sets the number of iterative requests to RADIUS server which will be executed before the
execution of requests to RADIUS servers next on the list.

The use of a negative form (no) of the command sets the default value.
Syntax

retransmit <COUNT>

no retransmit
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Parameters

<COUNT> - amount of iterative requests to RADIUS server, takes values of [1..10].

Default value

Is not specified, global parameter value described in Section radius-server retransmit is used.

Required privilege level
15

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config)# retransmit 5

security passwords default-expired
The command enables the default password reset request for admin user.

The use of a negative form (no) of the command disables the default password reset request.

Syntax

[no] security passwords default-expired

Parameters

The command does not contain parameters

Default value

Password reset request is disabled by default.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords default-expired
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security passwords history

The command enables prohibition mode for the use of previously set local user passwords. Amount of
passwords kept in the router's memory is specified as a parameter.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords history <COUNT>

no security passwords history

Parameters

<COUNT> - amount of passwords kept in the router's memory [0..15]. When reducing this value, the extra
older passwords are deleted.

Default value
1

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords history 5

security passwords lifetime

The command sets local user password lifetime. When attempting to connect a user with an expired
password, the user will be switched to the mode of forced password reset.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords lifetime <TIME>

no security passwords lifetime

Parameters

<TIME> - interval of password lifetime in days, takes values of [1..365].
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Default value

The lifetime of local user password is unlimited.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords lifetime 30

security passwords lower-case

The command sets the minimum amount of lower case letters in local user password, ENABLE password,
SMNPv3 user name and SMNPv1/SMNPv2 with community.

The use of a negative form (no) of the command sets the default value.
Syntax
security passwords lower-case <COUNT>

no security passwords lower-case

Parameters

<COUNT> — minimum amount of lower case letters in local user password, ENABLE password, SMNPv3 user
name and SMNPv1/SMNPv2 with community [0..32].

Default value
0

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords lower-case 2
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security passwords max-length
This command sets a limit on the maximum length of the local user password and the ENABLE password.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords max-length <NUM>

no security passwords max-length

Parameters

<NUM> — maximum amount of characters in password, set in the range of [8..32].

Default value
128

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords max-length 30

security passwords min-length
This command sets a limit on the minimum length of the local user password and the ENABLE password.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords min-length <NUM>

no security passwords min-length

Parameters

<NUM> — minimum amount of characters in password, set in the range of [8..32].

Default value
8
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Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords min-length 10

security passwords numeric-count

The command sets the minimum amount of digits in local user password, ENABLE password, SMNPv3 user
name and SMNPv1/SMNPv2 with community.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords numeric-count <COUNT>

no security passwords numeric-count

Parameters

<COUNT> — minimum amount of digits in local user password, ENABLE password, SMNPv3 user name and
SMNPv1/SMNPv2 with community [0..32].

Default value
0

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords numeric-count 2

security passwords special-case

The command sets the minimum amount of special characters in local user password, ENABLE password,
SMNPv3 user name and SMNPv1/SMNPv2 with community.
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The use of a negative form (no) of the command sets the default value.

Syntax
security passwords special-case <COUNT>

no security passwords special-case

Parameters

<COUNT> — minimum amount of special characters in local user password, ENABLE password, SMNPv3 user
name and SMNPv1/SMNPv2 with community [0..32].

Default value
0

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords special-case 2

security passwords symbol-types

The command sets the minimum amount of special characters in local user password, ENABLE password,
SMNPv3 user name and SMNPv1/SMNPv2 with community.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords symbol-types <COUNT>

no security passwords symbol-types

Parameters

<COUNT> — minimum amount of special characters in local user password, ENABLE password, SMNPv3 user
name and SMNPv1/SMNPv2 with community [1..4].

Default value
1
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Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords symbol-types 2

security passwords upper-case

The command sets the minimum amount of upper case letters in local user password, ENABLE password,
SMNPv3 user name and SMNPv1/SMNPv2c with community.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords upper-case <COUNT>

no security passwords upper-case

Parameters

<COUNT> — minimum amount of upper case letters in local user password, ENABLE password, SMNPv3 user
name and SMNPv1/SMNPv2 with community [0..32].

Default value
0

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security passwords upper-case 2

security snmp-community max-length

This command is used to set a limit on the maximum length of SMNPv1/SMNPv2 from a community.
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The use of a negative form (no) of the command sets the default value.

Syntax
security snmp-community max-length <NUM>

no security snmp-community max-length

Parameters

<NUM> — maximum amount of characters in comunity, set in the range of [1..128].

Default value
128

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# security snmp-community max-length 30

security snmp-community min-length
This command is used to set a limit on the minimum length of SMNPv1/SMNPv2 from a community.

The use of a negative form (no) of the command sets the default value.

Syntax
security passwords min-length <NUM>

no security passwords min-length

Parameters

<NUM> — minimum amount of characters in comunity, set in the range of [1..128].

Default value
1

Required privilege level
15
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Command mode
CONFIG

Example:

esr(config)# security snmp-community min-length 10

show aaa accounting

The command displays configured accounting parameters.

Syntax

show aaa accounting

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# show aaa accounting
Login : radius
Commands : tacacs

show aaa authentication

The command displays lists of user authentication methods, as well as active lists of each type of terminals.

Syntax

show aaa authentication

Parameters

The command does not contain parameters.

Required privilege level
10
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Command mode
ROOT

Example:

esr# show aaa authentication
Login Authentication Method Lists

default local
Enable Authentication Method Lists

default enable
Lines configuration

Line Login method list Enable method 1list
console default default
telnet default default
ssh default default

show aaa Idap-servers

The command displays LDAP servers parameters.

Syntax

show aaa ldap-servers

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
ROOT
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Example:

esr# show aaa ldap-servers

Base DN: dc=example,dc=com

Root DN: cn=admin,dc=example,dc=com
Root password: CDE65039E5591FA3

Naming attribute: uid

Privilege level attribute: priv-1lvl

User object class: posixAccount

DSCP: 63

Bind timeout: 3

Search timeout: 0

Search scope: subtree

IP Address Port Priority
10.100.100.1 389 1

show aaa radius-servers

The command displays RADIUS servers parameters.

Syntax

show aaa radius-servers

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
ROOT

Example:

esr# show aaa radius-servers

Timeout: 3

Retransmit: 1

DSCP: 63

IP Addres Timeout Priority Usage Key
2.2.2.2 - 1 all

2.4.4.4 -= 1 all

show aaa tacacs-servers

The command displays TACACS servers parameters.

9DA7076CA30B5FFEODCOC4
9DA7076BA30OB4EFCES
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Syntax

show aaa tacacs-servers

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
ROOT

Example:

esr# show aaa tacacs-servers

Timeout : 3

DSCP: 63

IP Address Port Priority Key

10.100.100.1 49 1 CDE65039E5591FA3

10.100.100.5 49 10 CDE65039E5591FA3
show users

The command displays system users active sessions.

Syntax

show users

Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT
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esr# show users

User name Logged 1in at

admin
1 user sessions.

13/02/15 01:14

show users accounts

125
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Console

The command displays system users configuration.

Syntax

show users accounts

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
ROOT

Example:

esr# show user accounts
Name

techsupport

remote

operator

Password
$6$1sxrvGaV8Za8oX/K$YNel5xYPZ4c]
bemYWYNpQBQKDXWE9v0OaoKgQ
KRCEbOEMNuUuusO9Kmg7UBs7nA3buEM87e
Eu.rA6tzZq0
$6$YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp. 9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.
$6$YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp.kgFAK.vmvyY9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.
$6$eIlLpbbyRxedCzvVD$4RHPO8MIXVNT
urX7vV/ULCZ1loHIWMwEGh5T
zgwZQUZcPoZCEyaqQQqCicRMRuPwhxrQ
bvGChWrewl

Timers Login/Priv

00:29:57/00:00:00 15

level

Privilege

15
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show users blocked

The command displays the list of users with incorrect password entered. A user is removed from the list after

entering the correct password during authentication.

Syntax
show users blocked [ <NAME> ]

Parameters

<NAME> - name of the user for which you want to show the statistics on incorrect authentication attempts,
set by the string of up 31 characters.

Without specifying the user name, the whole table of incorrect authentication attempts is shown.

Required privilege level
1

Command mode
ROOT

Example:

esr# show users blocked
User name Failures Latest failure From

tester 4 10/09/17 08:29:42 0.0.0.0

source-address

The command specifies IPv4/IPv6 address of the router which will be used as IPv4/IPv6 source address in
packets sent to AAA server being configured.

The use of a negative form (no) of the command removes a specified source IPv4/IPv6 address.

Syntax
source-address { <ADDR> | <IPV6-ADDR> }

no source-address

Parameters
<ADDR> - source IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<IPV6-ADDR> - source IPv6 address, defined as X:X:X:X::X where each part takes values in hexadecimal
format [0..FFFF].
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Required privilege level
15

Command mode
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Example:

esr(config-radius-server)# source-address 220::71

source-interface

The command specifies router interface or tunnel, IPv4/IPv6 address of which will be used as IPv4/IPv6
source address in packets sent to AAA server being configured.

The use of a negative form (no) of the command removes a specified interface or tunnel.

Syntax
source-interface { <IF> | <TUN> }

no source-interface

Parameters

<IF> - an interface's name, specified in the form described in Section Types and naming order of router
interfaces;

<TUN> - the name of the tunnel is specified as described in section Types and naming order of router tunnels;

Required privilege level
15

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config-radius-server)# source-interface gigabitethernet 1/0/1

system configuration-exclusively

This command is used to limit the number of CLI sessions to one.
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The use of a negative form (no) of the command sets the default value.

Syntax

[no] system configuration-exclusively

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# system configuration-exclusively

tacacs-server dscp
The command sets the DSCP code value for the use in IP headers of TACACS server outgoing packets.

The use of a negative form (no) of the command sets the default DSCP value.

Syntax
tacacs-server dscp <DSCP>

no tacacs-server dscp

Parameters
<DSCP> - DSCP code value, takes values in the range of [0..63].

Default value
63

Required privilege level
10
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Command mode
CONFIG

Example:

esr(config)# tacacs-server dscp 40

tacacs-server host

The command is used to add TACACS server to the list of servers in use and to switch to TACACS SERVER
command mode.

The use of a negative form (no) of the command removes a specified TACACS server.

Syntax
[no] tacacs-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

Parameters
<VRF> - VRF instance name, set by the string of up to 31 characters.
<ADDR> — TACACS server IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255].

<IPV6-ADDR> — TACACS server IPv6 address, defined as X:X:X:X::X where each part takes values in
hexadecimal format [0..FFFF].

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# tacacs-server host 10.100.100.1
esr(config-tacacs-server)#

tacacs-server timeout
The command sets the interval after which the device considers TACACS server as unavailable.

The use of a negative form (no) of the command sets the default value.
Syntax

tacacs-server timeout <SEC>

no tacacs-server timeout
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Parameters

<SEC> - time interval in seconds, takes values of [1..30].

Default value

3 seconds.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# tacacs-server timeout 5

tech-support login enable

The command enables low-level remote access to the system using the 'techsupport' user. Low-level access
to the system provides technical support with all required information when it is necessary.

The use of a negative form (no) of the command disables low-level remote access to the system using the
‘techsupport' user.

Syntax
[no] tech-support login enable

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# tech-support login enable
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timeout
The command sets the interval after which the device considers RADIUS server as unavailable.

The use of a negative form (no) of the command sets the default value.

Syntax
timeout <SEC>

no timeout

Parameters

<SEC> - time interval in seconds, takes values of [1..30].

Default value

Is not specified, global timer value described in Section radius-server timeout is used.

Required privilege level
10

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config-radius-server)# timeout 7

usage
The command specifies type of connections for authentication of which RADIUS server will be used.

The use of a negative form (no) of the command sets the default value.

Syntax
usage { all | aaa | auth | acct | pptp | 12tp }

no usage

Parameters
all — all connection types;

aaa — RADIUS server will be used for authentication, authorization and accounting of telnet, ssh console
sessions;

auth — RADIUS server will be used for authentication and authorization of telnet, ssh console sessions;

acct — RADIUS server will be used for accounting of telnet, ssh console sessions;
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pptp — RADIUS server will be used for authentication, authorization and accounting of remote users connected
via PPTP;

I2tp — RADIUS server will be used for authentication, authorization and accounting of remote users connected
via L2TP over IPsec.

Default value

all

Required privilege level
15

Command mode
CONFIG-RADIUS-SERVER

Example:

esr(config-radius-server)# usage pptp

username

The command adds a user to the local user base and performs the switch to user parameters configuration
mode.

The use of a negative form (no) of the command removes a user from the system.

Syntax

[no] username <NAME>

Parameters

<NAME> — user name, set by the string of up to 31 characters. If the command is used for removal, when
specifying the 'all' value all users will be removed.

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# username test
esr(config-user)#
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12 Interface monitoring and configuration

+ General commands
+ clear interfaces counters
+ description
+ history statistics
* interface
* ip tcp adjust-mss
+ load-average
* mode
* mtu
* rate-limit arp-broadcast
* rate-limit arp-broadcast pps
+ show interfaces counters
+ show interfaces description
+ show interfaces history
+ show interfaces status
+ show interfaces utilization
+ shutdown
+ show system jumbo-frames
+ speed
+ switchport dot1q ethertype egress stag
+ switchport mode
+ system jumbo-frames
+ Physical interfaces
« snmp trap link-status
+ show interfaces protected-ports
+ show interfaces sfp
+ show interfaces switch-port configuration
+ show interfaces switch-port status
+ threshold rx-utilization
+ threshold rx-utilization monitoring
+ threshold tx-utilization
+ threshold tx-utilization monitoring
+ switchport community
+ switchport protected
+ switchport protected-port
+ Aggregated interfaces
+ channel-group
+ lacp port-priority
+ lacp system-priority
+ lacp timeout
+ port-channel load-balance
+ show interfaces port-channel
+ show lacp counters
+ show lacp interfaces
+ show lacp parameters
« E1/multilink
* enable
* ip tcp header-compression
* ip tcp compression-connections
* mrru
+ password
* ppp authentication chap
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* ppp chap hostname
* ppp chap password
* ppp chap refuse
* ppp chap username
* ppp ipcp accept-address
* ppp ipcp remote-address
* ppp max-configure
* ppp max-failure
* ppp max-terminate
* pPpp mru
* ppp multilink
* ppp multilink-group
* ppp timeout keepalive
* ppp timeout retry
+ show controllers e1
+ switchport e1 slot
+ switchport e1 clock source
+ switchport el crc
+ switchport e1 framing
+ switchport e1 invert data
+ switchport e1 linecode
+ switchport e1 timeslots
+ switchport e1 unframed
+ switchport mode e1

« Serial interfaces
+ chat-script
+ clear line aux
+ databits
+ dialer
+ dialer idle-timeout
+ dialer in-band
+ dialer map
+ dialer string
+ flowcontrol
* line aux
* modem inout
* parity
+ show line aux
+ speed
+ stopbits
« transport telnet port

+ Wireless modems
+ allowed-auth
+ allowed-mode
* apn
+ cellular modem
« cellular profile
+ device
* enable
* ip-version
* mru
* number
+ password

* pin
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+ preferred-mode
* profile
+ show cellular configuration modem
+ show cellular configuration profile
+ show cellulas status modem
* user
+ Phone port configuration
+ authentication name
+ authentication password
+ call-forwarding busy
+ call-forwarding busy number
+ call-forwarding no-answer
+ call-forwarding no-answer number
+ call-forwarding no-answer timeout
+ call-forwarding unconditional
« call-forwarding unconditional number
+ call-waiting
+ caller-id mode
+ dial-type
* enable
+ flash call-transfer
« flash call-transfer mode
« flash timer
* hotline
* hotline ipt
+ hotline pstn
+ hotline number
* hotline number ipt
+ hotline number pstn
+ hotline timeout
* hotline timeout ipt
* hotline timeout pstn
+ hybrid rx
+ hybrid tx
* ipt prefix-name
* ipt prefix-number
+ ipt offhook-ringing
* ipt ring-number
« profile sip
+ profile pbx
* pstn transmit-number
* pstn transmit-prefix
+ shutdown
*+ sip port
* sip user display-name
* sip user phone
+ timing delay
+ timing digit
« timing flash
+ timing pulse-digit
+ timing pulse-interdigit
+ timing pulse-pause
+ timing tone-digit
+ timing tone-interdigit
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* Phone port testing
+ test voice-port start
+ test voice-port status

Naming order of router interfaces is described in Section Types and naming order of router interfaces.

Commands entered in interface (interface group) configuration mode are applied to a selected interface
(interface group).

General commands

clear interfaces counters

The command performs the reset of specified system interface/interface group counter.

Syntax

clear 1interfaces counters [<IF>]

Parameters

<IF> - name of an interface or a group of interfaces is specified in the form described in Section Types and
naming order of router interfaces;

You can specify several interfaces separated by commas ', or you can specify the range of interfaces with . If
interface indexes are not specified, then the counters of all interfaces of a specified group will be cleared.
When executing a command without parameters, all system interface counters will be cleared.

Required privilege level
10

Command mode
ROOT

Example:

esr# clear 1interfaces counters gigabitethernet 1/0/5

description
The command is used to change a description of configured interface.

The use of a negative form (no) of the command removes a specified description.
Syntax

description <DESCRIPTION>

no description
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Parameters

<DESCRIPTION> — interface description, set by the string of up to 255 characters.

Required privilege level
10

Command mode

CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-SERVICE-PORT
CONFIG-CELLULAR-PROFILE
CONFIG-CELLULAR-MODEM
CONFIG-VOICE-PORT
CONFIG-VOIP-PROFILE
CONFIG-LINE-AUX’

Example:

esr(config-if-gi)# description "Uplink interface"

T Only for ESR-21

history statistics
The command enables maintenance of a current interface usage statistics.

The use of a negative (no) form of the command disable maintenance of a current interface usage statistics.

Syntax

[no] history statistics

Parameters

None.
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Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-MULTILINK
CONFIG-E1
CONFIG-BRIDGE

Example:

esr:esr(config-if-gi)# history statistics
esr:esr(config-if-gi)#

interface

The command allows you to switch to the configuration mode of one or more interfaces.

The use of a negative form (no) of the command returns the default interface configuration.

Syntax

[no] interface <IF>

Parameters

<IF> — name of an interface or a group of interfaces is specified in the form described in Section Types and

naming order of router interfaces;

Required privilege level
10

Command mode
CONFIG
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Example 1

Switch to Ethernet interface gi 1/0/20 configuration mode:

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)#

Example 2

Switch to Ethernet interface gi 1/0/2 configuration mode:

esr(config)# interface tengigabitethernet 1/0/2
esr(config-if-te)#

Example 3

Switch to a virtual interface configuration mode:

esr(config)# interface loopback 5
esr (config-loopback)#

Example 4

Switch to a sub interface configuration mode:

esr(config)# interface gigabitethernet 1/0/20.20
esr(config-subif)#

Example 5

Switch to the port-channel 2 configuration mode:

esr(config)# interface port-channel 2
esr (config-port-channel)#

Example 6

Switch to interface e1 1/0/1 configuration mode:

esr(config)# interface el 1/0/1
esr(config-el)#
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Example 7

Switch to multilink 1 configuration mode:

esr(config)# interface multilink 1
esr(config-multilink)#

ip tcp adjust-mss
This command overrides the value of the MSS (Maximum segment size) field in incoming TCP packets.

The use of a negative form (no) of the command disables MSS field value correction.

Syntax
ip tcp adjust-mss <MSS>

no 1ip tcp adjust-mss

Parameters
<MSS> — MSS value, takes values in the range of [500..1460].

Default value
1460

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Example
esr(config-if-gi)# ip tcp adjust-mss 1400
load-average

The command sets a time interval used for interface utilization calculation.
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The use of a negative form (no) of the command sets the default value.

Syntax
load-average <TIME>

no load-average

Parameters

<TIME> — interval in seconds, takes values of [5..150].

Default value
5

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-BRIDGE
CONFIG-LOOPBACK

Example:

esr(config-if-gi)# load-average 30

mode
The command sets an operation mode of physical/aggregated interface.

The use of a negative form (no) of the command sets the default value.
Syntax

mode <MODE>

no mode
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Parameters
<MODE> - physical/aggregated interface operation mode taking the following values:

+ switchport — sets L2 mode. Vlan permitting is allowed, IP address assigning and sub/qinq interfaces
creating are not.

+ routerport — sets L3 mode. IP address assigning and sub/qing interfaces creating are allowed, vlan
permitting on an interface is not.

« hybrid — vlan permitting, IP address assigning and sub/qinq interfaces creating are allowed’.

Default value

routerport

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# mode switchport

T Available only for ESR-1000/1200/1500/1511/1700 routers.

mtu
The command specifies MTU (Maximum Transmission Unit) size for interfaces.

The use of a negative form (no) of the command sets the default MTU value.

Syntax
mtu <MTU>

no mtu

Parameters

<MTU> — MTU value in bytes, takes values in the range of:
ESR-10/12V/12VF/14VF - [552..9600]

ESR-20/21 - [552..9500]
ESR-100/200/1000/1200/1500/1511/1700 - [552..10000]
ESR-3100 - [552..9190]
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For Serial, E1 and multilink interfaces — [552-1500] for all router models.

MTU value above 1500 can be set only with enabled Jumbo frame support described in Section system jumbo-
frames.

Default value
1500

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-CELLULAR-MODEM

Example:

esr(config-if-gi)# mtu 1400

rate-limit arp-broadcast
The command enables limiting of arp requests receiving on a bridge interface.

When the negative (no) form of the command is used, limiting of arp requests receiving on a bridge interface is
disabled.

Syntax

[no] rate-limit arp-broadcast

Parameters

None.

Default value
Disabled.
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Required privilege level
10

Command mode
CONFIG-BRIDGE

Example:

esr(config-bridge)# rate-limit arp-broadcast

rate-limit arp-broadcast pps

The command sets the maximum limit for arp-requests on a bridge interface. The parameter is available only if
the limiting of arp requests receiving on a bridge interface is enabled

The use of a negative form (no) of the command sets the default value.
Syntax
rate-limit arp-broadcast pps <PPS>

no rate-limit arp-broadcast pps

Parameters

<PPS> — number of arp-requests in the range of [1..65535].

Default value
100

Required privilege level
10

Command mode
CONFIG-BRIDGE

Example:

esr(config-bridge)# rate-limit arp-broadcast pps 2000

show interfaces counters

The command displays system interface counters: ports, sub interfaces, aggregation groups, network bridges.
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Syntax

show interfaces counters [ <IF> ]

Parameters

<IF> - an interface's name, specified in the form described in Section Types and naming order of router
interfaces.

The command displays counters for router ports, subinterfaces and tunnel interfaces.

You may specify several interfaces. If interface indexes are not specified, then the counters of all interfaces of
a specified group will be shown. If a certain interface is specified, the detailed information on this interface will
be displayed. When executing a command without parameter, all system interface counters will be displayed.

Required privilege level
1

Command mode
ROOT
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Example:

esr# show interfaces counters gigabitethernet 1/0/4-6

Interface UC recv Bytes recv Errors recv MC recv
gil/o/4 0 0 0 0
gil/o/5 0 0 0 0
gil/o/6 0 0 0 0
Interface UC sent Bytes sent Errors sent
gil/o/4 0 0 0
gil/0/5 1138 393748 (0]
gil/o/6 0 0 0
esr# show interfaces counters gigabitethernet 1/0/4

Packets received: 0

Bytes received:

Dropped on receive:
Receive errors:
Multicasts received:
Receive length errors:
Receive buffer overflow errors:
Receive CRC errors:
Receive frame errors:
Receive FIFO errors:
Receive missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted:
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

ool oo oo oMooMoolMNolololNoNoNoMNooMoNoNo)

show interfaces description

The command is used to display system interfaces description.

Syntax

show interfaces description [ <IF> ]

Parameters

<IF> — an interface's name, specified in the form described in Section Types and naming order of router
interfaces.

You may specify several interfaces in the command. If interface indexes are not specified, then the statuses of
all interfaces of a specified group will be shown. When executing a command without parameter, all system
interface descriptions will be displayed.
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Required privilege level
1

Command mode
ROOT

Example:

esr# show 1interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK

show interfaces history

The command is used to view interface usage statistics.

Syntax
show interfaces history [<KIF>] [timer <TIMER>]

Parameters

<IF> — name of an interface or a group of interfaces is specified in the form described in Section Types and
naming order of router interfaces;

<TIMER > - timer optional key. Has the following parameters:

* hours displays history in the last 72 hours

« minutes displays history in the last 60 hours

+ seconds displays history in the last 60 seconds

* When timer is missing, 3 tables containing tunnel usage history are displayed

Required privilege level
5

Command mode
ROOT
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Example:

esr# show interfaces history gi 1/0/1 timer minutes

gil/o/1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 (0] (0] (0]
1-2 961 64 (0] (0] (0]
2-3 962 64 (0] (0] (0]
3-4 962 64 (0] (0] (0]
4-5 960 64 (0] (0] (0]
5-6 961 64 (0] (0] (0]
6-7 719 64 (0] (0] (0]
-8 960 64 (0] (0] (0]
8-9 800 65 (0] (0] (0]
9-10 962 64 (0] (0] (0]
10-11 865 64 (0] (0] (0]
11-12 962 64 (0] (0] (0]
12-13 817 65 (0] (0] (0]
13-14 962 65 (0] (0] (0]
14-15 961 65 (0] (0] (0]
15-16 880 60 (0] (0] (0]
16-17 960 63 (0] (0] (0]
17-18 ©O 0 (0] (0] (0]
18-19 ©O 0 (0] (0] (0]
19-20 ©O 0 (0] (0] (0]
20-21 © 0 (0] (0] (0]
21-22 0 0 (0] (0] (0]

show interfaces status

The command is used to display system interfaces status.

Syntax

show interfaces status [<IF>]

Parameters

<IF> — an interface's name, specified in the form described in Section Types and naming order of router
interfaces.

You may specify several interfaces in the command. If interface indexes are not specified, then the statuses of
all interfaces of a specified group will be shown. If a certain interface is specified, the detailed information on
this interface will be displayed. When executing a command without parameter, all system interface statuses
will be displayed.

Required privilege level
1
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Command mode
ROOT

Example:

esr# show interfaces status gigabitethernet 1/0/1-2
Interface Admin Link MTU MAC address Uptime
state state

gil/o/1 Up Down 1500 a8:f9:4b:aa:53:fc -
gil/0o/2 Up Up 1500 a8:f9:4b:aa:53:fd 15 hours, 17 minutes and 52
seconds

show interfaces utilization

The command is used to display the current load on physical interfaces.

Syntax

show interfaces utilization [ <IF> ]

Parameters

<|F> — a physical interface's name specified in the form described in Section Types and naming order of router
interfaces.

You can specify several interfaces separated by commas ', or you can specify the range of interfaces with . If
interface indexes are not specified, then the current load of all interfaces of a specified group will be shown.
When executing a command without parameter, all physical interface current load will be displayed.

Required privilege level
1

Command mode
ROOT

Example:

esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9

Port Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s

gil/0/3 5 0 0 0 0

gil/0/4 5 0 0 0 0

gil/0/5 5 0 0 0 0

gil/0/9 5 0 0 0 0
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shutdown
The command disables an interface being configured.

The use of a negative form (no) of the command enables the interface being configured.

Syntax

[no] shutdown

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-if-gi)# shutdown

Configured interface is disabled.

show system jumbo-frames

& Inthe current firmware version this functionality is supported by ESR-200/1000/1200/1500/1511/1700
routers only

The command displays the jumbo frame function current status and status after device reboot.

Syntax

show system jumbo-frames
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Parameters

The command does not contain parameters.

Required privilege level
1

Command mode
ROOT

Example:

esr# show system jumbo-frames
Jumbo frames are disabled
Jumbo frames will be disabled after reset

speed

The command sets speed value for interface (interface group) being configured. The command can set the
following modes: 10 Mbps, 100 Mbps, 1000 Mbps, 10 Gbps or auto.

The use of a negative form (no) of the command sets the default value.

Syntax
speed <SPEED> <DUPLEX>

no speed

Parameters
<SPEED> - speed value:

* 10M — 10Mbps speed,;

* 100M - 100Mbps speed;

+ 1000M - 1000Mbps speed;

+ 10G - 10Gbps speed,;

+ auto — automatic mode selection (unavailable for 10G interfaces).

<DUPLEX> — transmitter receiver operation mode, takes the following values:

« full-duplex;
+ half-duplex.

Default value

auto

Required privilege level
10
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Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example 1

esr(config-if-te)# speed 10G

10 Gbps speed limit is set.

Example 2

esr(config-if-gi)# speed 10M full-duplex

10 Mbps speed limit is set, duplex.

switchport dot1q ethertype egress stag
The command configures EtherType for service VLAN in outgoing packets.

The use of a negative form (no) of the command sets the default value.

Syntax
[no] switchport dotlq ethertype egress stag { 802.1q | 802.1lad }

Parameters

The command does not contain parameters.

Default value
802.1q (0x8100)

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Example:

esr(config-if-gi)# switchport dotlq ethertype egress stag 802.1lad

switchport mode
The command specifies VLAN interface operation mode.

The use of a negative form (no) of the command sets the default value.

Syntax
switchport mode <MODE>

no switchport mode

Parameters
<MODE> - operation mode:

- access' - access interface, non-tagged interface for one VLAN;
- trunk! — interface that receives only tagged traffic excluding one VLAN that can be added by switchport
trunk native vlan command described in Section switchport trunk native-vian;

- general? — physical interface is switched to general mode;
- e1 - physical interface is switched to E1 mode (not applicable for aggregated interfaces).

Default value
access'

general?

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# switchport mode trunk

T This command is supported on the ESR-10/12V/12VF/14VF/20/21/100/200/3100 routers only
2 This command is supported on the ESR-1000/1200/1500/1511/1700 routers only
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system jumbo-frames
The command enables Jumbo frame support. To bring the changes into effect, reboot the device.

The use of a negative form (no) of the command disables Jumbo frame support.

Syntax

[no] system jumbo-frames

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# system jumbo-frames

Physical interfaces

snmp trap link-status
The command enables sending snmp-trap about tunnel enabling/disabling.

The use of a negative form (no) of the command disables sending snmp-trap about tunnel enabling/disabling.

Syntax

[no] snmp trap link-status

Parameters

The command does not contain parameters.

Default value
Enabled.
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Required privilege level
15

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr(config-if-gi)# snmp trap link-status

show interfaces protected-ports

& Inthe current firmware version this functionality is supported by ESR-1000/1200/1500/1511/1700
routers only

The command displays physical interfaces in group-based isolation mode.

Syntax

show interfaces protected-ports [ <IF> ]

Parameters

<IF> — a physical or aggregated interface's name specified in the form described in Section Types and naming
order of router interfaces.

You may specify several interfaces in the command. If interface indexes are not specified, then the statuses of
all interfaces of a specified group will be shown. If a certain interface is specified, the detailed information on
this interface will be displayed. When executing a command without parameter, all physical interface statuses
will be displayed.

Required privilege level
1

Command mode
ROOT

Example:

esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4
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show interfaces sfp

The command displays SFP transceivers information.

Syntax

show interfaces sfp [ <IF> ]

Parameters

<IF> — a physical interface's name specified in the form described in Section Types and naming order of router
interfaces. You may specify several interfaces in the command. If interface indexes are not specified, then the
statuses of all interfaces of a specified group will be shown. If a certain interface is specified, the detailed
information on this interface will be displayed. When executing a command without parameter, all system
interface statuses will be displayed.

Required privilege level
1

Command mode
ROOT
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esr# show interfaces sfp
Interface 'tel/0/1':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OUI:
name:

PN:

SN:

date:
revision:

DDM supported:
Temperature:
Voltage:
Current:

RX Power:

TX Power:

RX LOS:

TX Fault:

TX Disable:

Soft TX Disable:
Interface 'tel/0/2':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OUI:
name:

PN:

SN:

date:
revision:

DDM supported:

Yes

LC

SFP/SFP+

10G BASE-SR

850 nm

300.00 m

24:00:00

Modultech
MT-PP-85192-SR
M1204011007

04.05.12

1.0

Yes

40.562 C

3.3364 V

6.004 mA

0.0001 mW / -40.0000 dBm
0.4398 mW / -3.5674 dBm
Yes

No

No

No

Yes

SC

SFP/SFP+
1000BASE-LX
1310 nm

20.00 km

OEM
APSB35123CXS20
SG35224701333
12.12.12

1.00

No

show interfaces switch-port configuration

& In the current firmware version this functionality is supported by ESR-1000/1200/1500/1511/1700

routers only

The command displays physical interface configuration parameters.

Syntax

show interfaces switch-port configuration [ <IF> ]
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Parameters

<|F> — a physical interface's name specified in the form described in Section Types and naming order of router
interfaces.

You can specify several interfaces separated by commas ', or you can specify the range of interfaces with . If
interface indexes are not specified, then the parameters of all interfaces of a specified group will be shown.
When executing a command without parameter, all physical interface parameters will be displayed.

Required privilege level
1

Command mode
ROOT

Example:

esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled off Up Disabled
gil/0/6 none Half 10 Mbps Enabled off Up Disabled
gil/o0/7 none Half 10 Mbps Enabled off Up Disabled

show interfaces switch-port status

The command displays physical interfaces status.

Syntax

show interfaces switch-port status [ <IF> ]

Parameters

<|F> - a physical or aggregated interface's name specified in the form described in Section Types and naming
order of router interfaces.

You can specify several interfaces separated by commas ', or you can specify the range of interfaces with . If
interface indexes are not specified, then the statuses of all interfaces of a specified group will be shown. If a
certain interface is specified, the detailed information on this interface will be displayed. When executing a
command without parameter, all physical interface statuses will be displayed.

Required privilege level
1

Command mode
ROOT
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Example:

esr# show interfaces switch-port status

Port Media Duplex Speed Neg Flow Link Back MDI Port
ctrl State Pressure Mode Mode
gil/o/1 - - - Enabled - Down - - access
gil/0/2 - - - Enabled - Down - - access
gil/0/3 - - - Enabled - Down - - access
gil/0/4 - - - Enabled - Down - - access
gil/0/5 - - - Enabled - Down - - access
gil/0/6 - - - Enabled - Down - - access

esr# show interfaces switch-port status gigabitethernet 1/0/2

Interface gigabitethernet 1/0/2
Status: up
Media: copper
Speed: 100 Mbps
Duplex: full

Flow control: no
MAC address: a8:f9:b5:00:00:25

MAC status:
Buffers full: no
Doing back pressure: no
Sending PAUSE frames: no
Receiving PAUSE frames: no
Auto-Negotiation done: yes
Sync fail: no

threshold rx-utilization

The command specifies interface incoming load threshold to send snmp-trap eltexinterfaceRxUtilizationHigh
and eltexInterfaceRxUtilizationHighOk.

The use of a negative form (no) of the command sets the default value.

Syntax
threshold rx-utilization <TH-HIGH> clear <TH-LOW>

no threshold rx-utilization

Parameters
<TH-HIGH> - threshold (in per cent) to send snmp-trap eltexInterfaceRxUtilizationHigh;
<TH-LOW> - threshold (in per cent) to send snmp-trap eltexInterfaceRxUtilizationHighOk.

Default value
<TH-HIGH> - 90%;
<TH-LOW> - 85%.
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Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# threshold rx-utilization 90 clear 80

threshold rx-utilization monitoring

The command enables sending snmp-trap eltexInterfaceRxUtilizationHigh and
eltexInterfaceRxUtilizationHighOk.

The use of a negative form (no) of the command disables sending snmp-trap eltexInterfaceRxUtilizationHigh
and eltexInterfaceRxUtilizationHighOk.

Syntax

[no] threshold rx-utilization monitoring

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# threshold rx-utilization monitoring
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threshold tx-utilization

The command sets interface upstream thresholds for sending snmp-traps eltexInterface T xUtilizationHigh
and eltexInterface T xUtilizationHighOKk.

The use of a negative form (no) of the command sets the default value.

Syntax
threshold tx-utilization <TH-HIGH> clear <TH-LOW>

no threshold tx-utilization

Parameters
<TH-HIGH> - threshold (in per cent) to send snmp-trap eltexInterfaceTxUtilizationHigh;
<TH-LOW> - threshold (in per cent) to send snmp-trap eltexInterfaceTxUtilizationHighOk.

Default value
<TH-HIGH> - 90%;
<TH-LOW> - 85%.

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# threshold tx-utilization 90 clear 80

threshold tx-utilization monitoring

The command is used to enable sending snmp-traps eltexInterface T xUtilizationHigh and eltexinterface T
xUtilizationHighOk.

The use of the negative form of the command (no) disables sending snmp-traps eltexInterface T
xUtilizationHigh and eltexInterface T xUtilizationHighOk.

Syntax

[no] threshold tx-utilization monitoring
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Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# threshold tx-utilization monitoring

switchport community

& Inthe current firmware version this functionality is supported by ESR-1000/1200/1500/1511/1700
routers only

The command adds an interface to an isolation group. The command is relevant if the port is in group-based
isolation mode.

The use of a negative form (no) of the command removes an interface from isolation group.

Syntax
switchport community <ID>

no switchport community

Parameters

<ID> - group identifier, takes values in the range of [1..30].

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE
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CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# switchport community 10

switchport protected

& In the current firmware version this functionality is supported by ESR-1000/1200/1500/1511/1700
routers only

The command enables Private VLAN functionality and specifies an interface to which received packets can be
sent.

The use of a negative form (no) of the command disables Private VLAN functionality.

Syntax
switchport protected <IF>

no switchport protected

Parameters

<IF> — an interface's name specified in the form described in Section Types and naming order of router
interfaces.

Default value
Private VLAN functionality is disabled.

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr(config-if-gi)# switchport protected gigabitethernet 1/0/1
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switchport protected-port

& In the current firmware version this functionality is supported by ESR-1000/1200/1500/1511/1700
routers only

The command switches an interface to a group-based isolation mode. According to this mode, traffic
exchange is allowed for interfaces belonging to the same group, prohibited for interfaces from different
groups and allowed for isolated and non-isolated interfaces.

The use of a negative form (no) of the command sets the default value.

Syntax
[no] switchport protected-port

Parameters

None.

Default value

Interface not isolated.

Required privilege level
10

Command mode
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Example:

esr:esr(config-if-gi)# switchport protected-port

Aggregated interfaces

channel-group
The command adds a physical interface to channel aggregation group.

The use of a negative form (no) of the command removes an interface from channel aggregation group.
Syntax

channel-group <ID> mode <MODE>

no channel-group
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Parameters
<ID> - sequence number of a channel aggregation group, takes values of [1..12].
<MODE> — mode of the channel aggregation group formation:

+ auto — add interface to the dynamic aggregation group with the support of LACP;
+ on — add interface to the static aggregation group.

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr(config-if-gi)# channel-group 6 mode auto

lacp port-priority
The command sets LACP priority of Ethernet interface.

The use of a negative form (no) of the command sets the default value.

Syntax
lacp port-priority <PRIORITY>

no lacp port-priority

Parameters
<PRIORITY> - priority, set in the range of [1..65535].

Default value
1

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

220



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Example:

esr(config-if-gi)# lacp port-priority 5000

lacp system-priority

The command sets the system priority for LACP.

The use of a negative form (no) of the command sets the default value.

Syntax
lacp system-priority <PRIORITY>

no lacp system-priority

Parameters
<PRIORITY> - priority, set in the range of [1..65535].

Default value
1

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# lacp system-priority 5000

lacp timeout

The command sets an administrative LACP timeout.

The use of a negative form (no) of the command sets the default value.

Syntax
lacp timeout { short | long }

no lacp timeout

Parameters

long — long timeout (90 seconds);
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short — short timeout (3 seconds).

Default value

long

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr(config-if-gi)# lacp timeout short

port-channel load-balance
The command sets the load balancing mechanism for channel aggregation groups.

The use of a negative form (no) of the command sets the default value.

Syntax
port-channel load-balance {src-dst-mac-ip|src-dst-mac|src-dst-ip|src-dst-mac-ip-port}

no port-channel load-balance

Parameters for ESR-1000, ESR-1200 ESR-1500, ESR-1511 and ESR-1700
- src-dst-mac — balancing mechanism is based on source and destination MAC address;
- src-dst-ip — balancing mechanism is based on source and destination IP address;

- src-dst-mac-ip — balancing mechanism is based on source and destination MAC addresses and IP
addresses;

src-dst-ip-port — balancing mechanism is based on source and destination IP addresses and tcp/udp ports;

- src-dst-mac-ip-port — balancing mechanism is based on source and destination MAC address, IP address
and port.

Parameters for ESR-10, ESR-12V, ESR-12VF, ESR-14VF, ESR-20, ESR-21, ESR-100, ESR-200 and ESR-3100

active-backup - all traffic is sent to one interface and redirected to another if the first one has passed to down
status;

src-dst-mac — balancing mechanism is based on the MAC addresses of a sender and receiver;
src-dst-mac-ip — balancing mechanism is based on source and destination MAC addresses and IP addresses;

src-dst-ip-port — balancing mechanism is based on source and destination IP addresses and tcp/udp ports;
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Default value

src-dst-mac

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# port-channel load-balance src-dst-mac-ip

show interfaces port-channel

The command displays information on members of channel aggregation group.

Syntax

show interfaces port-channel [<ID>]

Parameters

<ID> - sequence number of a channel aggregation group, takes values of [1..12].

Required privilege level
1

Command mode
ROOT

Example:

esr# show interfaces port-channel 1
load-balance: src-dst-mac
Channels Ports

pol gil/0/21

show lacp counters

& Inthe current firmware version this functionality is supported only by ESR-1000/1200/1500/1511/1700
routers
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The command displays the statistics on LACP operation for Ethernet interface.

Syntax

show lacp counters [ <IF> ]

Parameters

<IF> - an interface's name, specified in the form described in Section Types and naming order of router
interfaces.

You may specify several interfaces in the command. If interface indexes are not specified, then the statistics
on all interfaces of a specified group will be shown. If a certain interface is specified, the detailed information
on this interface will be displayed.

Required privilege level
1

Command mode
ROOT

Example:

esr# show lacp counters port-channel 2
Interface Sent Recv Link failure

show lacp interfaces

The command displays LACP information.

Syntax

show lacp interfaces [ <IF> ]

Parameters

<IF> — a physical or aggregated interface's name specified in the form described in Section Types and naming
order of router interfaces.

You may specify several interfaces in the command. If interface indexes are not specified, then LACP
information will be shown for all interfaces of a specified group.

Required privilege level
1

Command mode
ROOT
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Example:

esr# show lacp interfaces port-channel 2
port-channel 2 [aggregator 1, active] ports count: 1

Actor Port Partner Port
System Priority 32768 1
System MAC a8:f9:4b:aa:12:40 a8:f9:4b:83:01:80
Key 8000 1
port-channel 2 [aggregator 2, backup] ports count: 1

Actor Port Partner Port
System Priority 32768 65535
System MAC a8:f9:4b:aa:12:40 00:00:00:00:00:00
Key 8000 FFFF

esr# show lacp interfaces gigabitethernet 1/0/1
gigabitethernet 1/0/1 [active] up

Actor Port Partner Port
Port Priority 32768 1
LACP Activity Active Active

show lacp parameters

The command displays LACP configuration parameters for Ethernet interface.

Syntax

show lacp parameters [ <IF> ]

Parameters

<IF> — a physical interface's name specified in the form described in Section Types and naming order of router
interfaces. The use of only physical interfaces is possible.

You may specify several interfaces in the command. If interface indexes are not specified, then the parameters
of all interfaces of a specified group will be shown. If a certain interface is specified, the detailed information
on this interface will be displayed.

Required privilege level
1

Command mode
ROOT
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Example:

esr# show lacp parameters tengigabitethernet 1/0/2
LACP parameters

E1/multilink

enable
The command enables a PPP user.

The use of a negative form (no) of the command disables a PPP user.

Syntax

[no] enable

Parameters

The command does not contain parameters.

Default value
PPP user disabled.

Required privilege level
10

Command mode
CONFIG-PPP-USER

Example:

esr(config-ppp-user)# enable

ip tcp header-compression

The command enables TCP header compression protocol. The protocol is used to improve performance of
low-speed channels.

The use of a negative (no) form of the command disables TCP header compression protocol.
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Syntax

[no] 1ip tcp header-compression

Parameters

None.

Required privilege level
10

Command mode
CONFIG-E1
CONFIG-MULTILINK

Example:

(config-el)# ip tcp header-compression

ip tcp compression-connections

The command specifies a number of simultaneous tcp connections for which TCP header compression
protocol will be used.

The use of a negative (no) form of a command sets a default number of simultaneous tcp connections for
which TCP header compression protocol will be used.

Syntax
ip tcp compression-connections <NUMBER>

no ip tcp compression-connections

Parameters

<NUMBER> — a number of simultaneous tcp connections for which a tcp headers compression protocol will be
used. Can take values [2..16].

Default value
16

Required privilege level
10

Command mode
CONFIG-E1
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CONFIG-MULTILINK

Example:

esr:esr(config-el)# ip tcp compression-connections 32
esr:esr(config-el)#

mrru
The command specifies the maximum size of a received packet for MLPPP interface.

The use of a negative form (no) of the command sets the default mrru value.

Syntax
mrru { <MRRU> }

no mrru

Parameters

<MRRU> — maximum size of a received packet for MLPP interface, takes value in the range of [1500..10000].

Default value
1500

Required privilege level
10

Command mode
CONFIG-MULTILINK

Example:

esr(config-multilink)# mrru 1700

password

Set encrypted or unencrypted password for a specific user to authenticate the remote party. User password is
kept in configuration in encrypted form. During configuration you can specify unencrypted password or copy
encrypted password from another device.

The use of a negative form (no) of the command removes a user’s password.
Syntax

password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password
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Parameters

<CLEAR-TEXT> - unencrypted password, set by the string of [1..64] characters, may include [0-9a-fA-F]
characters;

<ENCRYPTED-TEXT> — unencrypted password, set by the string of [2..128] characters.

& The password are kept in encrypted form independently of format used when entering the command.

Required privilege level
15

Command mode
CONFIG-PPP-USER

Example:

esr(config-ppp-user)# password ascii-text 01234567

ppp authentication chap
The command enables CHAP authentication.

The use of a negative form (no) of the command disables the authentication.

Syntax
[no] ppp authentication chap

Parameters

The command does not contain parameters.

Required privilege level
15

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp authentication chap

229



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

ppp chap hostname
Specify the router name that is sent to a remote party for CHAP authentication.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp chap hostname <NAME>

no ppp chap hostname

Parameters

<NAME> - router name, set by the string of up to 31 characters.

Default value

Device system name (hostname).

Required privilege level
15

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp chap hostname esrl

ppp chap password
Specify the password that is sent with the router name to a remote party for CHAP authentication.

The use of a negative form (no) of the command removes the password.

Syntax
ppp chap password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ppp chap password

Parameters

<CLEAR-TEXT> - unencrypted password, set by the string of [1..64] characters, may include [0-9a-fA-F]
characters;

<ENCRYPTED-TEXT> — unencrypted password, set by the string of [2..128] characters.
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& The password is kept in encrypted form independently of format used when entering the command.

Required privilege level
15

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp chap password ascii-text 01234567

ppp chap refuse
The command enables authentication ignoring.

The use of a negative form (no) of the command sets the default value.

Syntax
[no] ppp chap refuse

Parameters

The command does not contain parameters.

Default value

Authentication ignoring is disabled.

Required privilege level
15

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp chap refuse
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ppp chap username
The command specifies a user for remote party authentication and switches to user configuration mode.

The use of a negative form (no) of the command removes a specified user.

Syntax
[no] ppp chap username <NAME>

Parameters

<NAME> - user name, set by the string of up to 31 characters.

Required privilege level
15

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp chap username xap

pPpPp ipcp accept-address
The command ensures any non-null IP address to be accepted as a local IP address from the neighbor.

The use of a negative form (no) of the command sets the default value.

Syntax
[no] ppp ipcp accept-address

Parameters

The command does not contain parameters.

Default value

IP address reception is prohibited.

Required privilege level
10
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Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp ipcp accept-address

ppp ipcp remote-address

The command sets IP address that is sent to a remote party for the further allocation.

The use of a negative form (no) of the command removes remote party IP address.

Syntax
ppp ipcp remote-address <ADDR>

no ppp ipcp remote-address

Parameters

<ADDR> - IP address of a remote gateway.

Required privilege level
10

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)# ppp ipcp remote-address 192.168.1.2

ppp max-configure

The command sets the amount of attempts to send Configure-Request packets before the remote peer is

found to be unable to respond.

The use of a negative form (no) of the command sets the default value.
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Syntax
ppp max-configure <VALUE>

no ppp max-configure

Parameters

<VALUE> - time in seconds, takes values of [1..255].

Default value
10

Required privilege level
10

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-el)#i ppp max-configure 4

ppp max-failure

The command sets the amount of attempts to send Configure-NAK packets before all options are confirmed.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp max-failure <VALUE>

no ppp max-failure

Parameters

<VALUE> - time in seconds, takes values of [1..255].

Default value
10

Required privilege level
10
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Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-if-gi)#i ppp max-failure 3

ppp max-terminate
The command sets the amount of attempts to send Terminate-Request packets before the session is aborted.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp max-terminate <VALUE>

no ppp max-terminate

Parameters

<VALUE> - time in seconds, takes values of [1..255].

Default value
2

Required privilege level
10

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-if-gi)#i ppp max-terminate 4

PPp mru
The command sets MRU (Maximum Receive Unit) size for the interface.

The use of a negative form (no) of the command sets the default MRU value.
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Syntax
ppp mru <MRU>

no ppp mru

Parameters
<MRU> - MRU value, takes values in the range of [552..1500].

Default value
1500

Required privilege level
10

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-if-gi)# mru 1400

ppp multilink
The command enables MLPPP mode on E1 interface.

The use of a negative form (no) of the command disables MLPPP mode.

Syntax
[no] ppp multilink

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-E1
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Example:

esr(config-el)# ppp multilink

ppp multilink-group
The command adds E1 interface to aggregation group.

The use of a negative form (no) of the command removes an interface from aggregation group.

Syntax
ppp multilink-group <GROUP-ID>

Parameters

<GROUP-ID> - group identifier, takes values in the range of [1..4].

Required privilege level
10

Command mode
CONFIG-E1

Example:

esr(config-el)# ppp multilink-group 1

ppp timeout keepalive
The command specifies the time interval in seconds after which the router sends a keepalive message.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp timeout keepalive [ <TIME >]

no ppp timeout keepalive

Parameters

<TIME> - time in seconds, takes values of [1..32767].

Default value
10
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Required privilege level
10

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-if-gi)# ppp timeout keepalive 200

ppp timeout retry

The command specifies the time interval in seconds after which the router reiterates the request to establish a
session.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp timeout retry <TIME>
no ppp timeout retry

Parameters

<TIME> - time in seconds, takes values of [1..255].

Default value
3

Required privilege level
10

Command mode
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Example:

esr(config-if-gi)# ppp timeout retry 3

238



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

show controllers e1

The command displays information on E1 controllers.

Syntax

show controllers el [<IF>]

Parameters

<IF> — a physical interface's name specified in the form described in Section Types and naming order of router
interfaces;

Required privilege level
1

Command mode
ROOT

Example:

esr# show controllers el
Interface 'tel/0/1':
SFP present: Yes
SFP Vendor name: NSC-COM
SFP Vendor PN: 611.900

Line code: HDB3
Clock source: Internal
Timeslot: 24
Invert Data: No
Framing CRC4: No
Loopback: -=
CRC algorithm: FCS16
E1l Link: Down
E1 Synced: No

E1 RX AIS: No

E1l RX RAI: No

switchport e1 slot

The command binds e1 port to a physical interface. The use of a negative form (no) of the command switches
to standard mode.

Syntax
[no] switchport el slot <SLOT>

Parameters

<SLOT> - slot identifier, takes values in the range of [0..12].
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Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:
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esr(config-if-gi)# switchport el 0

switchport e1 clock source

The command defines a e1 interface's synchronization source.

The use of a negative form (no) of the command sets the default value.

Syntax

switchport el clock source { internal | line }

no switchport el clock source

Parameters

internal — internal synchronization source is used;

line — a signal from the line is used for synchronization.

Default value

internal

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr:esr(config-if-gi)# switchport el clock source line
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switchport e1 crc
The command defines a mode for integrity check of data transmitted.

The use of a negative form (no) of the command sets the default value.

Syntax
switchport el crc { 16 | 32 }

no switchport el crc

Parameters
16 — a 16-bit Cyclic redundancy check (CRC) algorithm is used;
32 - a 32-bit Cyclic redundancy check (CRC) algorithm is used;

Default value
16

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr:esr(config-if-gi)# switchport el crc 16

switchport e1 framing
The command enables integrity check based on CRC4 algorithm

The use of a negative form (no) of the command sets the default value.

Syntax
switchport el framing { crc4 | no-crc4 }

no switchport el framing

Parameters
crc4 - enable CRC4-based integrity check;
no-crc4 — disable CRC4-based integrity check.
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Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr:esr(config-if-gi)# switchport el framing crc4

switchport e1 invert data
The command enables reverse data sending.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] switchport el 1invert data

Parameters

None.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr:esr(config-if-gi)# switchport el invert data
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switchport e1 linecode
The command defines an algorithm for data encryption to transmit it via a physical channel.

The use of a negative form (no) of the command sets the default value.

Syntax
switchport el linecode { ami | hdb3 }

Parameters
ami — use ami algorithm;
hdb3 - use hdb3 algorithm.

Default value
hdb3

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr:esr(config-if-gi)# switchport el linecode ami

switchport e1 timeslots
The command defines a number of 64kbps channels in one E1.

The use of a negative form (no) of the command sets the default value.

Syntax
switchport el timeslots < RANGE >

no switchport el timeslots

Parameters

< RANGE > - the number of 64 kbps channels, takes values [1..31].

Default value
31
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Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:
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esr:esr(config-if-gi)# switchport el timeslots 16

switchport e1 unframed

The command enables the mode according to which E1 is not splitted to 64kbps channels and used as a

single one.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] switchport el unframed

Parameters

None.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr:esr(config-if-gi)# switchport el unframed

switchport mode e1

The command switches a physical port to SFP e1 module operation mode.

244



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0
The use of a negative form (no) of the command switches a port to standard mode.

Syntax

[no] switchport mode el

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GI
CONFIG-TE

Example:

esr(config-if-gi)# switchport mode el

Serial interfaces

& Only for ESR-21

chat-script
The command is used to create chat-script, which can be used when connecting via dialup.

The use of a negative form (no) of the command removes the chat-script.

Syntax
chat-script <NAME> <TEXT>
no chat-script { <NAME> | all }

Parameters
<NAME> - script name, set by the string of up to 31 characters.

<TEXT> - script content, set by the string of up to 255 characters. It is necessary to enclose the script in
parentheses and shield spaces and specialized symbols with the "\" symbol.

all — the key used to delete all created scripts.

Required privilege level
15
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Command mode
CONFIG

Example:

esr(config)# chat-script DIAL "\ (ABORT ERROR ABORT BUSY \"\" \"ATZ\" OK \"ATDTT\" TIMEOUT 30
CONNECT\)"

clear line aux

This command is used to remove serial interface sessions.

Syntax

clear line aux [ <NUM> ]

Parameters

<NUM> - a number of a serial interface in the range [1..3].

Required privilege level
15

Command mode
ROOT

Example:

esr# clear line aux 2

databits
The command specifies a number of data bits sent.

The use of a negative form (no) of the command sets the default value.

Syntax
databits <BITS>

no databits

Parameters

<BITS> — a number of data bits sent. Takes values [7..8]
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Default value
8

Required privilege level
15

Command mode
CONFIG-LINE-AUX

Example:

esr(config-line-aux)# databits 7

dialer
This command is used to enable dialer function.

The use of a negative form (no) of the command disables this feature.

Syntax

[no] dialer

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-SERIAL

Example:
esr(config-serial)# dialer
dialer idle-timeout

This command sets the time of connection holding in the absence of traffic.
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The use of a negative form (no) of the command sets the default value.

Syntax

dialer idle-timeout <TIME>
no dialer +idle-timeout

Parameters

<TIME> - time of connection holding in the absence of traffic in seconds, takes value in the range [1..65535].

Default value
30

Required privilege level
10

Command mode
CONFIG-SERIAL

Example:

esr(config-serial)# dialer idle-timeout 210

dialer in-band
This command enables the V.25bis mode at the serial interface.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] dialer 1in-band

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-SERIAL
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Example:

esr(config-serial)# dialer in-band

dialer map

This command specifies the correspondence of IP subnetworks and dial-up numbers for access to these
subnetworks.

The use of a negative form (no) of the command sets the default value.

Syntax

dialer map ip <SUBNET> name <PPPUSER> [ modem-script <SCRIPT-NAME> ] <PHONE-NUM>
no dialer map 1ip

Parameters

<SUBNET> - destination address, specified as AAA.BBB.CCC.DDD/NN, where AAA-DDD may take values
[0..255] and NN may take values [1..32].

<PPPUSER> - user name for dialer, set by the string of up to 31 characters.
<SCRIPT-NAME> - name of the dialer script, set by the string of up to 31 characters.

<PHONE-NUM> - number for dialer. Specified by a string of up to 15 characters, it is possible to use only
digits.

Default value

None

Required privilege level
10

Command mode
CONFIG-SERIAL

Example:
esr(config-serial)# dialer map ip 192.168.33.0/27 name SITE12 5512
dialer string

This command sets the phone number for dialup modem connection.

The use of the negative form of the command (no) removes the phone number for connection establishing via
dialup modem.
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Syntax

dialer string <PHONE-NUM>
no dialer string

Parameters

<PHONE-NUM> - phone number for dialer. Specified by a string of up to 15 characters, it is possible to use
only digits.

Default value

None

Required privilege level
15

Command mode
CONFIG-SERIAL

Example:

esr(config-serial)# dialer string 3835401

flowcontrol
The command sets a mode of data flow control.

The use of a negative form (no) of the command sets the default value.

Syntax
flowcontrol <MODE>

no flowcontrol

Parameters
<MODE> - data flow control mode. Takes the following values:

- software — sowtware flow control;
« hardware — hardware flow control;
+ disabled - flow control disabled.

Default value
Disabled.
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Required privilege level
15

Command mode
CONFIG-LINE-AUX

Example:

esr(config-line-aux)# flowcontrol software

line aux

The command switches to the configuration mode of a serial interface.

Syntax

line aux <NUM>

Parameters

<NUM> - a number of a serial interface from the range [1..3].

Required privilege level
15

Command mode
CONFIG

Example:

esr(config)# line aux 1
esr(config-line-aux)#

modem inout
The command switches a serial interface to the mode of operation with a modem.

The use of a negative form of the command (no) switches a serial interface to the console server mode.
Syntax

modem -+inout

no modem inout
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Parameters

None.

Default value

By default, a serial interface operates in the console server mode.

Required privilege level
15

Command mode
CONFIG-LINE-AUX

Example:

esr(config-line-aux)# modem inout

parity

The command enables a parity bit setting mode.

The use of a negative form (no) of the command sets the default value.

Syntax
parity <MODE>

no parity

Parameters
<MODE> - parity bit setting mode. Takes the following values:

» odd - a check for oddness
- even —a check for evenness
* none — parity bit is not set.

Default value

none.

Required privilege level
15

Command mode
CONFIG-LINE-AUX
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Example:

esr(config-line-aux)# parity even

show line aux

The command is used to display serial interfaces status.

Syntax

show line aux [ <NUM> ]

Parameters

<NUM> — a number of a serial interface in the range [1..3].

Required privilege level
10

Command mode
ROOT

Example:

esr# show line aux

AUX Line 1
Baud rate: 115200
Databits: 8
Parity: NONE
Stopbits: 1
Flowcontrol: Disabled
Timeout Exec (min): 300
Telnet port: 2001
Modem mode: Disabled
speed

The command sets a speed for a serial interface.

The use of a negative form (no) of the command sets the default value.

Syntax
speed <SPEED>

no speed
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Parameters
<SPEED> - a speed of a serial interface in bps. Takes the following values:

+ 300;
+ 1200;
*+ 2400;
+ 4800;
* 9600;
+ 19200;
+ 38400;
+ 57600;
115200.

Default value
115200.

Required privilege level
15

Command mode
CONFIG-LINE-AUX

Example:

esr(config-line-aux)# speed 9600

stopbits
The command sets the number of stop bits transmitted.

The use of a negative form (no) of the command sets the default value.

Syntax
stopbits <STOP-BITS>

no stopbits

Parameters

<STOP-BITS> — the number of stop bits transmitted. Takes values in the range of [1..2].

Default value
1

Required privilege level
15

254



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Command mode
CONFIG-LINE-AUX

Example:

esr(config-line-aux)# stopbits 2

transport telnet port

In the command a TCP port number for console server mode is specified. When connecting to the router's IP
address and to a TCP port configured by the command via telnet, a user will be connected to a console
interface of a device connected to the router's serial interface.

The use of a negative (no) form of a command deletes a TCP port number for console server mode.
Syntax
transport telnet port <PORT>

no transport telnet port

Parameters

<PORT> - TCP port number for console server mode. Takes values in the range of [1..65535].

Default value

None

Required privilege level
15

Command mode
CONFIG-LINE-AUX

Example:

esr(config-line-aux)# transport telnet port 2001

Wireless modems

allowed-auth
The command specifies method of user authentication in a mobile network.

The use of a negative form (no) of the command sets the default authentication method.
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Syntax
allowed-auth <TYPE>

no allowed-auth

Parameters
<TYPE> — method of user authentication in a mobile network [none, PAP, CHAP, MSCHAP, MSCHAPV2, EAP]

Default value
PAP

Required privilege level
15

Command mode
CONFIG-CELLULAR-PROFILE

Example:

esr(config-cellular-profile)# allowed-auth MSCHAP

allowed-mode
The command allows the use of the mode while USB-modem operation.

The use of a negative form (no) of the command removes a permission to use the mode.

Syntax
[no] allowed-mode <MODE>

Parameters

<MODE> - acceptable USB modem operation mode [2g, 3g, 44]

Default value

The modes displayed as 'Allowed modes:' in show cellular status modem <ID> command output are allowed.

Required privilege level
10

Command mode
CONFIG-CELLULAR-MODEM
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Example:

esr(config-cellular-modem)# allowed-mode 4g

apn

The command specifies mobile network access point.

Syntax
apn <NAME>

Parameters

<NAME> — mobile network access point, set by the string of up to 255 characters.

Default value

Not configured.

Required privilege level
10

Command mode
CONFIG-CELLULAR-PROFILE

Example:

esr(config-cellular-profile)# apn internet

cellular modem
The command creates USB modem with a certain identifier and switches to USB modem configuration mode.

The use of a negative form (no) of the command removes a configured USB modem.

Syntax

[no] cellular modem <ID>

Parameters

<ID> - USB modem identifier, set in the range of [1..10].

Required privilege level
10
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Command mode
CONFIG

Example:

esr(config)# cellular modem 1

cellular profile

The command creates parameter profile for USB modem with a certain identifier and switches to profile
configuration mode.

The use of a negative form (no) of the command removes a configured parameter profile of USB modem.

Syntax
[no] cellular profile <ID>

Parameters

<ID> - identifier of USB modem parameter profile, set in the range of [1..10].

Required privilege level
10

Command mode
CONFIG

Example:

esr(config)# cellular profile 1

device
The command specifies the identifier of connected modem’s USB port.

The use of a negative form (no) of the command removes a set identifier.

Syntax
device <WORD>

no device

Parameters

<WORD> - identifier of connected modem’s USB port, set in the range of [1..12].
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The identifier should match the identifier in 'USB port device' field in show cellular status modem command
output.

Default value

Not specified.

Required privilege level
10

Command mode
CONFIG-CELLULAR-MODEM

Example:

esr(config-cellular-modem)# device 1-1

enable
The command enables USB modem.

The use of a negative form (no) of the command disables USB modem.

Syntax

[no] enable

Parameters

The command does not contain parameters.

Default value
USB modem is disabled.

Required privilege level
10

Command mode
CONFIG-CELLULAR-MODEM

Example:

esr(config-cellular-modem) #
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ip-version
The command restricts the ability to use IP addresses families in a mobile network.

The use of a negative form (no) of the command allows the use of both IPv4 and IPv6 families addressing.

Syntax
ip-version { 1ipv4 | 1ipvé6 }

no 1ip-version

Parameters
ipv4 — ipv4 family;
ipv6 — ipv6 family;

Default value

Both IPv4 and IPv6 addressing is allowed.

Required privilege level
10

Command mode
CONFIG-CELLULAR-PROFILE

Example:

esr(config-cellular-profile)# ip-version 1ipv4

mru
The command sets the maximum size of a received packet.

The use of a negative form (no) of the command sets the default value.

Syntax
mru { <MRU> }

no mru

Parameters
<MRU> - MRU value, takes values in the range of [128..16383].

Default value
1500
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Required privilege level
10

Command mode
CONFIG-CELLULAR-MODEM

Example:

esr(config-cellular-modem)# mru 1476

number
The command sets a dial-up number for connection to a mobile network.

The use of a negative form (no) of the command removes a dial-up number for connection to a mobile
network.

Syntax
number <WORD>

no number

Parameters

<WORD> - dial-up number for connection to a mobile network, set by the string from 1 to 15 characters.

Default value

The number is not specified.

Required privilege level
10

Command mode
CONFIG-CELLULAR-PROFILE

Example:

esr(config-cellular-profile)# number *99#

password

The command sets the password of mobile network user in unencrypted or encrypted form. User password is
kept in configuration in encrypted form. During configuration you can specify unencrypted password or copy
encrypted password from another device.
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The use of a negative form (no) of the command removes a user’s password.

Syntax
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

Parameters

<CLEAR-TEXT> - unencrypted password, set by the string of [1..64] characters, may include [0-9a-fA-F]
characters;

<ENCRYPTED-TEXT> — unencrypted password, set by the string of [2..128] characters.

& The password are kept in encrypted form independently of format used when entering the command.

Required privilege level
15

Command mode
CONFIG-PPP-USER

Example:

esr(config-ppp-user)# password ascii-text 01234567

pin
The command sets SIM card unblock code.

The use of a negative form (no) of the command removes SIM card unblock code.

Syntax
pin <WORD>

no pin

Parameters

<WORD> - SIM card unblock code [4..8] characters. Only digits are allowed.

Default value

PIN is not specified.

Required privilege level
15

262



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Command mode
CONFIG-CELLULAR-MODEM

Example:

esr(config-cellular-modem)# pin 4856

preferred-mode
The command sets a preferable operation mode of USB modem in a mobile network.

The use of a negative form (no) of the command removes a preferable operation mode of USB modem in a
mobile network.

Syntax
preferred-mode { <MODE> }

no preferred-mode

Parameters

<MODE> - preferable USB modem operation mode [ 2g, 39, 49 ].

Default value
Defined by USB modem.

Required privilege level
10

Command mode
CONFIG-CELLULAR-MODEM

Example:

esr(config-cellular-modem)# preferred-mode 4g

profile
The command assigns a created parameter profile for USB modem.

The use of a negative form (no) of the command removes a created parameter profile for USB modem.

Syntax
profile <ID>
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no profile

Parameters

<ID> - identifier of USB modem parameter profile, set in the range of [1..10].

Default value

Parameter profile ID is not specified.

Required privilege level
10

Command mode
CONFIG-CELLULAR-MODEM

Example:

esr(config-cellular-modem)# profile 1

show cellular configuration modem

The command displays the information on configured USB modems

Syntax

show cellular configuration modem [ <ID> ]

Parameters

<ID> - USB modem identifier, set in the range of [1..10].

When USB modem number is not specified, a table with brief information on all configured USB modems is

displayed.

Required privilege level
10

Command mode
ROOT
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Example:

esr# show cellular configuration modem

Number State Description USB port device
modem

1 Enabled megafon 1-1

2 Enabled mts 1-2

esr# show cellular configuration modem 2

State: Enabled

Description: mts

USB port device: 1-2

Pin: -

MRU: --

MTU: 1500

Preferred mode: none

Allowed modes: all

Profile: 2

Description: MTS
User name: mts
Number: *90#
APN: internet.mts.ru
Password (encrypted): 91A010
IP version: both
Allowed auth: EAP

Security zone: --

show cellular configuration profile

The command displays the information on configured USB modems profiles.

Syntax

show cellular configuration profile [ <ID> ]

Parameters

<ID> - USB modem identifier, set in the range of [1..10].

When USB modem number is not specified, a table with brief information on all configured USB modems is

displayed.

Required privilege level
10

Command mode
ROOT

Profile
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Example:

esr# show cellular configuration profile

Number User name APN Number Description
profile

1 gdata internet *99# MEGAFON

2 mts internet.mts.ru *99# MTS

esr# show cellular configuration profile 1

Description: MEGAFON
User name: gdata
Number: *99#

APN: internet
Password (encrypted): 9BB00279B1
IP version: both
Allowed auth: EAP

show cellulas status modem

The command displays information on connected USB modems' status.

Syntax

show cellular status modem [ <ID> ]

Parameters
<ID> - USB modem identifier, set in the range of [1..10].

Without specifying a USB modem number, a table with brief information on all detected USB modems is
displayed

Required privilege level
1

Command mode
ROOT
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Example:

esr# show cellular status modem

Number USB port Manufacturer Model Current state Inteface Link
device state
1 1-1 huaweii E3372 disabled -- Down

esr# show cellulars status modem 1
Interface 'modem 1' status information:

USB port device: 1-1
Manufacturer: huawei

Model: E3372

Revision: 21.180.01.00.00
IMEI: 861821036192893

Status SIM lock: -
Status unlock retries: sim-pin (3) sim-pin2 (3) sim-puk (10) sim-puk2 (10)

Current state: disabled
Access tech: unknown
Signal level: 0

Support modes:
allowed 2G; preferred none;
allowed 3G; preferred none;
allowed 4G; preferred none;
allowed 2G 3G 4G; preferred none;

Allowed modes: 2G 3G 4G
Preferred modes: none
Type IP: IPv4
Operator name:

Registration: unknown

user

The command specifies mobile network user name. After executing this command, the router enters the user
parameters configuration mode.

The use of a negative form (no) of the command removes mobile network user name.

Syntax

[no] user <NAME>

Parameters

<NAME> - user name, set by the string from 1 to 31 characters.

Default value

User is not created.

Required privilege level
15
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Command mode
CONFIG-CELLULAR-PROFILE

Example:

esr(config-cellular-profile)# user gdata

Phone port configuration

& This functionality is supported only by ESR-12V/12VF/14VF routers

authentication name
The command assigns a user name that is used for authentication on SIP server (and registration server).

The use of a negative form (no) of the command removes the value.

Syntax
authentication name {<LOGIN> | as-phone}

no authentication name

Parameters

<LOGIN> — user name that is used for authentication, set by the string of up to 31 characters or by as-phone
directive which means that user name for authentication will be equal to the phone number;

As-phone — user name for authentication, equal to the phone number.

Default value

None

Required privilege level
15

Command mode
CONFIG-VOICE-PORT-FX0O
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxo)# authentication name userlogin
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authentication password
The command assigns a password that is used for authentication on SIP server (and registration server).

The use of a negative form (no) of the command removes the value.

Syntax
authentication password { <PASS> | encrypted <ENCRYPTED-PASS>}

no authentication password

Parameters
<PASS> - authentication password, set by the string of up to 16 characters.
<ENCRYPTED-PASS> - hash password via sha512 algorithm, set by the string of [2..32] characters.

Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# authentication password superpassword

call-forwarding busy

The command allows the use of CFB (Call Forward at Busy) service — call forwarding to a specified number at
busy subscriber.

The use of a negative form (no) of the command restricts the use of CFB service..

Syntax

[no] call-forwarding busy

Parameters

The command does not contain parameters.
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Default value

CFB service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding busy

call-forwarding busy number
The command assigns a number, which incoming calls are forwarded to, with CFB service enabled.

The use of a negative form (no) of the command removes a call-forwarding busy number.
Syntax
call-forwarding busy number <PHONE>

no call-forwarding busy number

Parameters

<PHONE> - a number to which incoming calls are forwarded at busy subscriber, set by the string of up to 50
characters.

Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding busy number 4596
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call-forwarding no-answer

The command allows the use of CFNA (Call Forward at No Answer) service — call forwarding to a specified
number at no subscriber answer.

The use of a negative form (no) of the command restricts the use of CFNA service.

Syntax

[no] call-forwarding no-answer

Parameters

The command does not contain parameters.

Default value
CFNA service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding no-answer

call-forwarding no-answer number
The command assigns a number, which incoming calls are forwarded to, with CFNA service enabled.

The use of a negative form (no) of the command removes a call-forwarding no-answer number.

Syntax
call-forwarding no-answer number <PHONE>

no call-forwarding no-answer number

Parameters

<PHONE> - number to which incoming calls are forwarded at no subscriber answer, set by the string of up to
50 characters

Default value

None
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Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding no-answer number 4685

call-forwarding no-answer timeout

The command specifies time interval, within which call forwarding is performed at subscriber no answer, with
CFNA service enabled.

The use of a negative form (no) of the command sets the default value.

Syntax
call-forwarding no-answer timeout <TIME>

no call-forwarding no-answer timeout

Parameters

<TIME> - time interval in seconds within which call forwarding is performed at subscriber no answer, takes the
values of [0-120].

Default value
0

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding no-answer timeout 15

call-forwarding unconditional

The command enables the use of CFU (Call Forward Unconditional) service — all incoming calls are forwarded
unconditionally to a specified number.
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The use of a negative form (no) of the command restricts the use of CFB service..

Syntax

[no] call-forwarding unconditional

Parameters

The command does not contain parameters.

Default value

CFU service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding unconditional

call-forwarding unconditional number
The command specifies a call-forwarding unconditional number.

The use of a negative form (no) of the command removes a call-forwarding unconditional number.

Syntax
call-forwarding unconditional number <PHONE>

no call-forwarding unconditional number

Parameters

<PHONE> - number to which incoming calls are forwarded with CFU service enabled, set by the string of up to
50 characters.

Default value

None

Required privilege level
10
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Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# call-forwarding unconditional number 4685

call-waiting
The command enables the use of ‘Call Waiting' service.

The use of a negative form (no) of the command restricts the use of ‘Call Waiting' service.

Syntax

[no] call-waiting

Parameters

The command does not contain parameters.

Default value

CW service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Example:

esr(config-voice-port-fxs)# call-waiting

caller-id mode
The command selects Caller ID distribution mode.

The use of a negative form (no) of the command disables Caller ID distribution.
Syntax

caller-id mode <MODE>

no caller-id mode
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Parameters
<MODE> — Caller ID distribution mode, may take the following values:

+ auto — automatic detection of Caller-id method being used. Available only on FXO port;

+ dtmf — Caller ID detection by DTMF method. The number is served between the first and second ringing
tones by double frequency DTMF ringings;

+ fsk-bell — Caller ID and name detection by FSK method according to Bell202 standard. The number is
served between the first and second ringing tones by a stream of data with a frequency modulation;

+ fsk-v23 — Caller ID and name detection by FSK method according to ITU-T V.23 standard. Issuance of
the number in a line is carried out between the first and the second ringing signal by data stream with
frequency modulation.

Default value
Disables Caller ID.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Example:

esr(config-voice-port-fxs)# caller-id mode fsk-v23

dial-type
The command selects the mode of dialing by FXO set.

The use of a negative form (no) of the command restores the default value.

Syntax
dial-type <MODE>
no dial-type

Parameters
<MODE> — mode of dialing by FXO set, may take the following values:

+ dtmf - dialing by DTMF signal transmission;
+ pulse - dialing by sequential interlocking and unlocking of a phone line.
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Default value
dtmf

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# dial-type pulse

enable
The command enables a profile or a rule set.

The use of a negative form (no) of the command disables a profile or a set of rules.

Syntax

[no] enable

Parameters

The command does not contain parameters.

Default value
Not enabled.

Required privilege level
10

Command mode
CONFIG-VOIP-PROFILE

Example:
esr(config-config-voip-sip-proxy)# enable
flash call-transfer

The command selects flash function (flash call transfer) usage mode.
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The use of a negative form (no) of the command returns the default value.

Syntax
flash call-transfer <METHOD>

no flash call-transfer

Parameters
<METHOD> - flash function usage mode, may take the following values:

- attended - flash is proceeded by the device locally (call transfer is carried out after the connection with
the third subscriber is established);

+ unattended - flash is proceeded by the device locally (call transfer is carried out after the third
subscriber dial ends);

+ transmit-flash — flash transfer to channel (by any method configured with transfer flash command in SIP
profile parameters);

* local-transfer — call transfer within the device, without sending REFER message.

Default value

transmit-flash

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Example:

esr(config-voice-port-fxs)# flash call-transfer attended

flash call-transfer mode

The command selects call transfer mode — configuration is available only for Attended calltransfer and Local
calltransfer and is in charge for call transfer service enable mode.

The use of a negative form (no) of the command returns the default value.

Syntax
flash call-transfer mode <MODE>

no flash call-transfer mode

Parameters

<MODE> - call transfer mode, may take the following values:
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* r4 - call transfer is enabled after pressing R 4;
+ hook - call transfer is enabled after going on-hook;
+ both - call transfer is enabled after going on-hook and pressing R 4.

Default value
r4

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Example:

esr(config-voice-port-fxs)# flash call-transfer mode hook

flash timer
The command sets the minimum time of flash signal (flash call transfer) detection.

The use of a negative form (no) of the command returns the default value.

Syntax
flash timer <TIME>

no flash timer

Parameters

<TIME> — minimum time of flash signal detection in milliseconds, takes the values of [80..1000]

Default value
100

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE
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Example:

esr(config-voice-port-fxs)# flash timer 200

hotline

The command enables ‘Hot/Warm line' service. This service allows to establish an outgoing connection
automatically without dialling the number right after the lifting of a headset — «hot line», or with a delay -
«warm line».

Syntax
[no] hotline

Parameters

The command does not contain parameters.

Default value

'Hot/Warm line' service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# hotline

hotline ipt
The command enables 'Hot/Warm line' service in the direction from analogue telephone line to VolP.

The use of a negative form (no) of the command disables 'Hot/Warm line' service in the direction from
analogue telephone line to VolP.

Syntax
[no] hotline -ipt

Parameters

The command does not contain parameters.
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Default value

'Hot/Warm line' service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# hotline ipt

hotline pstn
The command enables 'Hot/Warm line' service in the direction from VolP to PSTN.

The use of a negative form (no) of the command disables 'Hot/Warm line' service in the direction from VolIP to
PSTN.

Syntax
[no] hotline pstn

Parameters

The command does not contain parameters.

Default value

'Hot/Warm line' service is disabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# hotline pstn
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hotline number
The command assigns phone number for the connection establishment when using 'Hot/Warm line' service.

The use of a negative form (no) of the command removes 'Hot/Warm line' service number.

Syntax
hotline number <PHONE>

no hotline number

Parameters

<PHONE> - phone number for the connection establishment after a phone is picked up, set by the string from
1 to 50 characters.

Default value

The value is not specified.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# hotline number 5462

hotline number ipt

The command assigns phone number for the connection establishment when using ‘Hot/Warm line' service in
the direction from analogue telephone line to VolP.

The use of a negative form (no) of the command removes the number of 'Hot/Warm line' service in the
direction from analogue telephone line to VolP.

Syntax
hotline number -ipt <PHONE>

no hotline number 1ipt

Parameters

<PHONE> - phone number which is called when using «<Hot/Warm line» service in the direction from analogue
telephone line to VolP, set by the string from 1 to 50 characters.
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Default value

The value is not specified.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# hotline number ipt 6347

hotline number pstn

The command assigns phone number for the connection establishment when using ‘Hot/Warm line' service in
the direction from VolIP to analogue telephone line.

The use of a negative form (no) of the command removes ‘Hot/Warm line' service number in the direction from
VolP to analogue telephone line.

Syntax
hotline number pstn <PHONE>

no hotline number pstn

Parameters

<PHONE> - hot number for the call in PSTN direction, set by the string of up to 50 characters.

Default value

The value is not specified.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# hotline number pstn 5462
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hotline timeout
The command sets 'Hotline timeout' before establishing the connection and after picking up a phone.

The use of a negative form (no) of the command returns the default value.

Syntax
hotline timeout <TIME>

no hotline timeout

Parameters

<TIME> - time interval in seconds within which connection with an opposing subscriber is established, takes
the values of [0..60].

Default value
0

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# hotline timeout 10

hotline timeout ipt

The command sets 'Hotline timeout' before establishing the connection with 'Hot number' in the direction from
analogue telephone line to VolP.

The use of a negative form (no) of the command sets the default value.

Syntax
hotline timeout 1ipt <TIME>

no hotline timeout -ipt

Parameters

<TIME> - time interval in seconds within which connection with an opposing subscriber is established, takes
the values of [0..60].
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Default value
0

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# hotline timeout ipt 10

hotline timeout pstn

The command sets 'Hotline timeout' before establishing the connection with 'Hot number' in the direction from
VolP to analogue telephone line.

The use of a negative form (no) of the command sets the default value.
Syntax
hotline timeout pstn <TIME>

no hotline timeout pstn

Parameters

<TIME> - time interval in seconds within which connection with an opposing subscriber is established, takes
the values of [0..60].

Default value
0

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# hotline timeout pstn 10
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hybrid rx

The command ensures incoming signal amplification.

Syntax
hybrid rx <NUM>
no hybrid rx

Parameters
<NUM> — takes values of [-200..200]

Default value
0

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# hybrid rx 100

hybrid tx

The command ensures outgoing signal amplification.

Syntax
hybrid rx <NUM>
no hybrid rx

Parameters
<NUM> — takes values of [-200..200]

Default value
0
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Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FX0O
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# hybrid rx 20

ipt prefix-name
The command specifies the prefix of CallerID name which is transmitted in VolP direction.

The use of a negative form (no) of the command removes a specified value.
Syntax
ipt prefix-name <NAME>

no ipt prefix-name

Parameters

<NAME> - prefix that is added to CallerID name, set by the string from 1 to 21 characters.

Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FX0O

Example:

esr(config-voice-port-fxo)# ipt prefix-name localPSTN

ipt prefix-number

The command specifies the prefix of CallerID number which is transmitted in VolP direction.

The use of a negative form (no) of the command removes a specified value.
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Syntax
ipt prefix-number <NUMBER>

no ipt prefix-number

Parameters
<NUMBER> - prefix that is added to number in CallerID, set by the string from 1 to 21 characters.

Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FX0O

Example:

esr(config-voice-port-fxo)# ipt prefix-number 7

ipt offhook-ringing

The command sets the loop closure when calling from TDM to IP before voice channel forwarding in the VolP
direction.

The use of a negative form (no) of the command allows you not to close the loop when calling from TDM to IP
until the vocal tract to SIP gateway, that interacts via the protocol, is received. The setting is used only in
combination with 'Hotline' setting.

Syntax
[no] 1dipt offhook-ringing

Parameters

The command does not contain parameters.

Default value

Allows you not to close the loop when calling from TDM to IP before voice channel forwarding.

Required privilege level
10
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Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# no ipt offhook-ringing

ipt ring-number

The command sets the number of 'Call sendings' according to which FXO set will close the loop (‘picks up the
phone') and return a dial tone to phone line.

The use of a negative form (no) of the command sets the default value.
Syntax
ipt ring-number <COUNT>

no 1ipt ring-number

Parameters

<COUNT> - amount of 'Call sendings' according to which FXO set will close the loop, takes the value of [2..10].

Default value
2

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# ipt ring-number 4

profile sip

The command allows choosing a SIP profile for a port being configured.

Syntax
profile sip <PROFILE>
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Parameters
<PROFILE> - SIP profile index, can take values [1..5].

Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxo)# profile sip 1

profile pbx

The command allows choosing a SIP profile for a port being configured.

Syntax
profile pbx<PROFILE>

Parameters

<PROFILE> — name of the SIP profile created on the PBX server, set by a string from 1 to 31 characters.

Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS
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Example:

esr(config-voice-port-fxo)# profile pbx fxs_ports

pstn transmit-number

The command sets the transmission of a number received from IP (from Request URI header of INVITE
request) to the line, excluding port number.

The use of a negative form (no) of the command disables the transmission of number received from IP.

Syntax

[no] pstn transmit-number

Parameters

The command does not contain parameters.

Default value

Not to transmit full number.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# pstn transmit-number

pstn transmit-prefix
The command sets the transmission of FXO set subscriber number.

The use of a negative form (no) of the command disables the transmission of FXO set subscriber number.

Syntax

[no] pstn transmit-prefix

Parameters

The command does not contain parameters.
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Default value

Transmit FXO set’s subscriber number.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# pstn transmit-prefix

shutdown
The command disables a port.

The use of a negative form (no) of the command enables the port.

Syntax

[no] shutdown

Parameters

The command does not contain parameters.

Default value

Port enabled.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# shutdown
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sip port

The command specifies UDP port number to receive SIP messages coming to the account as well as to send
outgoing SIP messages from the account.

The use of a negative form (no) of the command returns the default value.

Syntax
sip port <PORT>

no sip port

Parameters
<PORT> - UDP port number, takes values of [1..65535].

Default value
5060

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# sip port 5080

sip user display-name

The command allows you to specify user name matched with the port (displayed in ‘Display-Name’ field of
‘From’ header in outgoing SIP messages).

The use of a negative form (no) of the command removes the value.

Syntax
sip user display-name <LOGIN>

no sip user display-name

Parameters

<LOGIN> — user name displayed in the Display-Name field, set by the string of up to 31 characters.
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Default value

None

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:
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esr(config-voice-port-fxs)# sip user display-name "port-1"

sip user phone

The command assigns a subscriber number reserved for a telephone port.

The use of a negative form (no) of the command removes a subscriber number.

Syntax
sip user phone <PHONE>

no sip user phone

Parameters

<PHONE> - subscriber number reserved for a telephone port, set by the string of up to 50 characters.

Default value

The value is not specified.

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Example:

esr(config-voice-port-fxs)# sip user phone 4101
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timing delay
The command sets the delay before dialling.

The use of a negative form (no) of the command sets the default value.

Syntax
timing delay <TIME>

no timing delay

Parameters

<TIME> - delay before dialling in seconds, takes the values of [0..10].

Default value
2

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# timing delay 4

timing digit
The command sets a minimally detectable interdigit interval for FXS port.

The use of a negative form (no) of the command sets the default value.
Syntax
timing digit <TIME>

no timing pulse-interdigit

Parameters

<TIME> — minimum interdigit interval in milliseconds, takes values of [150..20000].

Default value
200
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Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Example:

esr(config-voice-port-fxs)# timing interdigit 300

timing flash
The command sets time of loop closure to simulate 'flash’ pulse.

The use of a negative form (no) of the command sets the default value.

Syntax
timing flash <TIME>

no timing flash

Parameters

<TIME> - time of loop closure in milliseconds, takes values of [70..1000].

Default value
100

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FX0O

Example:
esr(config-voice-port-fxo)# timing flash 150
timing pulse-digit

The command sets the impulse duration under pulse dialing.

The use of a negative form (no) of the command sets the default value.
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Syntax
timing pulse-digit <TIME>

no timing pulse-digit

Parameters

<TIME> - signal pulse width during pulse dialing in milliseconds, takes the values of [50..120].

Default value
80

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FX0O

Example:

esr(config-voice-port-fxo)# timing pulse-digit 75

timing pulse-interdigit
The command sets interdigit interval when pulse dialing to analogue telephone line for FXO port.

The use of a negative form (no) of the command sets the default value.

Syntax
timing pulse-interdigit <TIME>

no timing pulse-interdigit

Parameters

<TIME> - interdigit interval during pulse dialing in milliseconds, takes the values of [80..2500].

Default value
200

Required privilege level
10

296



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# timing pulse-interdigit 300

timing pulse-pause
The command sets the pause duration under pulse dialing.

The use of a negative form (no) of the command sets the default value.

Syntax
timing pulse-pause <TIME>

no timing pulse-pause

Parameters

<TIME> - pause duration when pulse dialing in milliseconds, takes the values of [50..100].

Default value
80

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# timing pulse-pause 75

timing tone-digit
The command sets the tone duration under pulse dialing.

The use of a negative form (no) of the command sets the default value.
Syntax

timing tone-digit <TIME>

no timing tone-digit
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Parameters

<TIME> - tone duration with DTMF dialing in milliseconds, takes the values of [65..100].

Default value
80

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO

Example:

esr(config-voice-port-fxo)# timing tone-digit 75

timing tone-interdigit
The command sets the pause duration under DTMF dialing.

The use of a negative form (no) of the command sets the default value.
Syntax
timing tone-interdigit <TIME>

no timing tone-interdigit

Parameters

<TIME> - pause duration with DTMF dialing in milliseconds, takes the values of [80..2500].

Default value
100

Required privilege level
10

Command mode
CONFIG-VOICE-PORT-FXO
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Example:

esr(config-voice-port-fxo)# timing tone-interdigit 150

Phone port testing

& This functionality is supported only by ESR-12V/12VF/14VF routers

test voice-port start

The command starts the procedure of subscriber line electric performance measurement.

Syntax

test voice-port <NUM> start

Parameters

<NUM> - FXS proxy number, takes values of [1..3].

Required privilege level
1

Command mode
ROOT

Example:

esr# test voice-port 3 start
Voice-port 3 test started. The result will be available in 80 seconds, or more if the test run
on other ports.

test voice-port status

The command displays the results of last procedure of subscriber line electrical performance measurement.

Syntax

test voice-port <NUM> status

Parameters

<NUM> - FXS proxy number, takes values of [1..3].
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Required privilege level
1

Command mode
ROOT

Example:

esr# test voice-port 3 status
Testing voice-port 3 1is idle
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Last test start: Sat May 20 16:01:37 2017

Number voip-port 3
Foreign DC voltage A (TIP):
Foreign DC voltage B (RING):
Foreign AC voltage A (TIP):
Foreign AC voltage B (RING):
Cross current:
Longitudinal current:
Line supply voltage:
Resistance A (TIP) - B (RING):
Resistance A (TIP) - Ground:
Resistance B (RING) - Ground:
Capacity A (TIP) - B (RING):
Capacity A (TIP) - Ground:

0.128377
0.144342
0.
0
0

026239

.032287
.260343

Cc Cc CcCc

mA

-0.101857 mA
-50.370598 U
1007.203674 kOm
402.105469 kOm
874.041443 kOm
50.000000 nF
573.000000 nF
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13 Tunnels configuration and monitoring

* auth-nocache

+ authentication algorithm
+ authentication method
« certificate

+ clearip nhrp

+ clear tunnels counters
« clear tunnels softgre

* compression

+ default-profile

+ description

+ dscp

* enable

* encryption algorithm

+ history statistics

* ignore-default-route

* interface

* ip nhrp authentication
* ip nhrp enable

* ip nhrp holding-time

* ip nhrp ipsec

* ip nhrp map

* ip nhrp multicast

* ip nhrp nhs

* ip nhrp redirect

* ip nhrp shortcut

* ip tcp adjust-mss

* ipsec authentication method
* ipsec authentication pre-shared-key
+ keepalive dhcp dependent-interface
+ keepalive dhcp link-timeout
+ keepalive dst-address
+ keepalive enable

+ keepalive retries

+ keepalive timeout

+ keepalive timeout ipsec
* key

+ load-average

+ local address

+ local address xauth

* local checksum

+ local cookie

* local interface

* local port

* local session-id

* mode

* mode

* mtu

+ multipoint

+ password

* peerlt

* ppp failure-count

* ppp timeout keepalive
+ protocol
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* protocol

* remote address

* remote address

* remote address xauth
* remote checksum

* remote cookie

* remote port

* remote session-id

* route-metric

* route-nopull

* snmp init-trap

+ show ip nhrp

+ show tunnels configuration
» show tunnels counters
+ show tunnels history

+ show tunnels status

+ show tunnels utilization
.

* tunnel

* tunnel

+ tunnel-source

+ username

+ username

auth-nocache

This command disables the password caching of the OPENVPN client user.

The use of a negative form (no) of the command activates caching the password of the OPENVPN client user.

Syntax

[no] auth-nocache

Parameters

None.

Default value
Caching is allowed.

Required privilege level
15

Command mode
CONFIG-OPENVPN
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Example

esr(config)# auth-nocache

authentication algorithm

This command sets the authentication algorithm, which is used for authentication when connecting to the
OPENVPN server.

The use of a negative form (no) of the command removes the authentication algorithm.

Syntax
authentication algorithm <ALGORITHM>

no authentication algorithm

Parameters

<ALGORITHM> - authentication algorithm, may take values: md4, rsa-md4, md5, rsa-md5, mdc2, rsa-mdc2,
sha, shal, rsa-sha, rsa-shal, rsa-shal-2, dsa, dsa-sha, dsa-sha1l, dsa-sha1l-old, ripemd160, rsa-ripemd160,
ecdsa-with-shal, sha-224, rsa-sha-224, sha-256, rsa-sha-256, sha-384, rsa-sha-384, sha-512, rsa-sha-512,
whirlpool.

Default value

Unspecified.

Required privilege level
15

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# authentication algorithm md5

authentication method

The command specifies authentication method which will be used when establishing a remote connection by
PPPoE, PPTP and L2TP clients.

The use of a negative form (no) of the command removes a specified authentication method.

Syntax
authentication method <METHOD>
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no authentication method <METHOD>

Parameters

<METHOD> - authentication method, possible values: chap, mschap, mschap-v2, eap, pap.

Default value

chap

Required privilege level
10

Command mode
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP

Example

esr(config-pppoe)# authentication method mschap-v2

certificate
This command specifies the necessary certificates for connecting to the OPENVPN server.

The use of a negative form (no) of the command removes certificate name from the configuration.

Syntax
certificate <CERTIFICATE-TYPE> <NAME>
no certificate <CERTIFICATE-TYPE>

Parameters
<CERTIFICATE-TYPE> — certificate or key type, may take the following values:

+ ca — certificate authority certificate;
- client-crt — client certificate;

+ client-key - client key;

« crl — Certificate Revocation List;

+ dh - Diffie-Hellman key;

+ ta — HMAC key.

<NAME> - certificate or key name, set by the string of up to 31 characters.

Default value

None
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Required privilege level
15

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# certificate ca KEY

clear ip nhrp

This command clears NHRP records from the router.

Syntax

clear ip nhrp [ { dynamic | static | incomplete | nhs} ] [ { nbma-address <ADDR> | tunnel
gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]

Parameters
<ID> - tunnel identifier;
<ADDR> - IP address, defined as AAA.BBB.CCC.DDD where each part takes values of [0..255];

<VRF> - VRF instance name, set by the string of up to 31 characters. When this parameter is specified, the
NHRP records specified in this VRF will be deleted;

dynamic - clear dynamically acquired information;

incomplete — clear blank entries;

nbma-address — clear entries regarding a specific NBMA address;
nhs — clear entries regarding a specific NHS;

static — clear statically set records;

tunnel — clear entries regarding a specific tunnel;

tunnel-address — clear entries regarding a specific tunnel;

vrf — clear records in a specific VRF.

Required privilege level
10

Command mode
ROOT
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Example

esr# clear ip nhrp vrf vrf_test tunnel gre 9 static

clear tunnels counters

The command performs the reset of specified tunnel/tunnel group counters.

Syntax

clear tunnels counters [ <TUN> ]

Parameters
<TUN> - the name of the tunnel is specified as described in section Types and naming order of router tunnels;

You can specify several tunnels separated by commas ', or you can specify the range of ports with - If tunnel
indexes are not specified, then the counters of all tunnels of a specified group will be cleared.

Required privilege level
10

Command mode
ROOT

Example

esr# clear tunnels counters gre 25

clear tunnels softgre

This command breaks the softgre tunnel/tunnels.

Syntax
clear tunnels softgre [ remote-address <REMOTE-IP> ]

Parameters

<REMOTE-IP> - remote IP address from which the softgre-tunnel was set.

Required privilege level
15
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Command mode
ROOT

Example

esr# clear tunnels softgre esr#iclear tunnels softgre remote-addressl0.10.42.10

compression

This command enables the mechanism of transmitted data compression between clients and the OPENVPN
server.

The use of a negative form (no) of the command disables the mechanism of transmitted data compression.

Syntax

[no] compression

Parameters

The command does not contain parameters.

Default value
Disabled.

Required privilege level
10

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# compression

default-profile

The command allows you to use the SoftGRE tunnel configuration to automatically create tunnels with the
same mode and local address.

The use of a negative form (no) of the command prohibits the use of tunnel configuration to automatically
create tunnels.

Syntax
[no] default-profile
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Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-SOFTGRE

Example

esr(config-softgre)# default-profile

description
The command is used to change a description of configured tunnel.

The use of a negative form (no) of the command removes a specified description.

Syntax
description <DESCRIPTION>

no description

Parameters

<DESCRIPTION> - tunnel description, set by the string of up to 255 characters.

Required privilege level
10

Command mode
CONFIG-IP4IP4
CONFIG-SUBTUNNEL
CONFIG-GRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
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Example

esr(config-gre)# description "tunnel to branch"

dscp
The command sets the DSCP code value for the use in IP headers of encapsulate packets.

The use of a negative form (no) of the command sets the default DSCP value.

Syntax
dscp <DSCP>

no dscp

Parameters

<DSCP> — DSCP code value, takes values in the range of [0..63].

Default value

Inherited from encapsulated packet.

Required privilege level
10

Command mode
CONFIG-IP41P4
CONFIG-GRE

Example

esr(config-ip4ip4)# dscp 40

enable
The command enables a tunnel.

The use of a negative form (no) of the command disables the tunnel.

Syntax

[no] enable

Parameters

The command does not contain parameters.
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Default value

Tunnel is disabled.

Required privilege level
10

Command mode
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Example

esr(config-gre)# enable

encryption algorithm
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This command selects the encryption algorithm used when data transmission.

The use of a negative form (no) of the command disables the encryption.

Syntax

encryption algorithm <ALGORITHM>

no encryption algorithm

Parameters

<ALGORITHM> — encryption protocol identifier, may take following values: des, blowfish128, aes128, des-ede,

aes192, 3des, desx, aes256.

Default value

Encryption disabled.
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Required privilege level
15

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# encryption algorithm aesl128

history statistics
The command enables maintenance of a current tunnel usage statistics.

The use of a negative (no) form of the command disable maintenance of a current tunnel usage statistics.

Syntax

[no] history statistics

Parameters

None.

Required privilege level
10

Command mode
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-SUBTUNNEL
CONFIG-IP4IP4
CONFIG-L2TPV3
CONFIG-LT
CONFIG-VTI
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
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Example

esr(config-ip4ip4)# history statistics

ignore-default-route

The command enables the mode in which a default route received from the server is not set in the routing

table.

The use of a negative form (no) of the command sets the default value.

Syntax

[no] -dgnore-default-route

Parameters

The command does not contain parameters.

Default value

A default route received from the server is set in the routing table.

Required privilege level
10

Command mode
CONFIG-L2TP
CONFIG-PPTP
CONFIG-PPPOE

Example

esr(config-pptp)# dignore-default-route

interface

The command specifies the interface for PPPoE connection establishing.

The use of a negative form (no) of the command removes a specified interface.

Syntax
interface <IF>

no interface
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Parameters

<IF> - an interface or a group of interfaces is specified in the form described in Section Types and naming
order of router interfaces.

Required privilege level
10

Command mode
CONFIG-PPPOE

Example

esr(config-pppoe)# interface gigabitethernet 1/0/5.100

ip nhrp authentication

The command enables authentication for NHRP protocol. All participants in the NHRP process must have the
same password.

The use of a negative form (no) of the command disables the authentication.
Syntax
ip nhrp authentication <WORD>

[no] ip nhrp authentication

Parameters

<WORD> - unencrypted password, set by the string of [1..8] characters, may include [0-9a-fA-F] characters.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# 1ip nhrp authentication pass

ip nhrp enable

This command enables NHRP in the router tunnel.
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The use of a negative form (no) of the command disables the NHRP protocol on the router.

Syntax
[no] 1ip nhrp enable

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# ip nhrp enable

ip nhrp holding-time

This command sets the time during which a client record will exist on the NHRP server. This command also
sets the frequency of client sending requests for registration to the NHRP server; it is equal to 1/3 of NHRP
holding time.

The use of a negative form (no) of the command sets the default value.

Syntax
ip nhrp holding-time <TIME>
[no] ip nhrp holding-time

Parameters

<TIME> - the time in seconds during which a record about this client will exist on the server takes the values
[1..65535].

Default value
7200 seconds

Required privilege level
10

Command mode
CONFIG-GRE
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Example

esr(config-gre)# ip nhrp holding-time

ip nhrp ipsec
This command specifies the use of the previously created IPsec-VPN on the mGRE tunnel.

The use of a negative form (no) of the command disables the use of IPsec-VPN with the mGRE tunnel.

Syntax
ip nhrp ipsec <WORD> { static | dynamic }
no ip nhrp ipsec <WORD> { static | dynamic }

Parameters
<WORD> - VPN name, set by the string of up to 31 characters.
static — static connection, used to communicate with the NHRP server, set on the client, unlimited in time;

dynamic - dynamically established connection, configured to communicate with the NHRP client.

Required privilege level
15

Command mode
CONFIG-GRE

Example

esr(config-gre)# 1ip nhrp +dipsec VPN static

ip nhrp map
This command sets the match between ‘internal’ tunnel address and the 'external' NBMA address.

The use of a negative form (no) of the command removes the match.

Syntax
[no] ip nhrp map <ADDR-IN> <ADDR-OUT>

Parameters

<ADDR-IN> —tunnel interface IP address, defined as AAA.BBB.CCC.DDD where each part takes values of
[0..255].
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<ADDR-OUT> - external interface IP address, defined as AAA.BBB.CCC.DDD where each part takes values of
[0..255].

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# ip nhrp map 192.168.1.2 67.86.141.231

ip nhrp multicast
This command defines the destination of multicast traffic.

The use of a negative form (no) of the command removes the destination.

Syntax
[no] 1ip nhrp multicast { dynamic | nhs | <ADDR> }

Parameters
dynamic — sends traffic to all peers with which there is a connection;
nhs — sends to all static configured NHRP servers;

<ADDR> - sends to specifically configured IP address, defined as AAA.BBB.CCC.DDD where each part takes
values of [0..255].

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# ip nhrp multicast nhs
ip nhrp nhs

This command is used to set the 'logical (tunnel)' address of the NHRP server.

The use of a negative form (no) of the command removes the entry about server.
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Syntax
ip nhrp nhs <ADDR/LEN> [ no-registration ]
no ip nhrp nhs <ADDR/LEN>

Parameters

<ADDR/LEN> - address, defined as AAA.BBB.CCC.DDD/EE where each part AAA-DDD takes values of [0..255]
and EE takes values of [1..32];

no-registration — do not register on the NHRP server.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# ip nhrp nhs 192.168.1.2

ip nhrp redirect
This command enables the mode in which the NHRP server can send NHRP Traffic Indication messages.

The use of a negative form (no) of the command disables the mode.

Syntax

[no] ip nhrp redirect

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# ip nhrp redirect
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ip nhrp shortcut

This command enables a mode that allows the use of the shortest routes for communication with other
clients.

The use of a negative form (no) of the command disables the mode.

Syntax
[no] ip nhrp shortcut

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# 1ip nhrp shortcut

ip tcp adjust-mss
This command overrides the value of the MSS (Maximum segment size) field in incoming TCP packets.

The use of a negative form (no) of the command disables MSS field value correction.

Syntax
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

Parameters
<MSS> — MSS value, takes values in the range of [500..1460].

Default value
1460

Required privilege level
10
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Command mode
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-VTI
CONFIG-LT

Example

esr(config-gre)# ip tcp adjust-mss 1400

ipsec authentication method

This command selects the key authentication method for the IKE connection. Message authentication by key
is used when an IKE connection is established. The key is set by the 'ipsec authentication pre-shared-key'
command (see section ipsec authentication pre-shared-key).

The use of a negative form (no) of the command sets the default value.
Syntax
ipsec authentication method pre-shared-key

no ipsec authentication method

Parameters

pre-shared-key — authentication method using pre-received encryption keys.

Required privilege level
10

Command mode
CONFIG-L2TP

Example

esr(config-12tp-server)# +ipsec authentication method psk
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ipsec authentication pre-shared-key

This command specifies a shared secret authentication key that should be the same for both parties of the
tunnel.

The use of a negative form (no) of the command removes a set key.

Syntax

ipsec authentication pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }|
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no 1ipsec authentication pre-shared-key

Parameters
<TEXT> - string [1..64] ASCII characters.

<HEX> - number, [1..32] bytes size, set by the string of [2..128] characters in hexadecimal format (0xYYYY ...)
or (YYYY ..).

<ENCRYPTED-TEXT> — encrypted password, [1..32] bytes size, set by the string of [2..128] characters.
<ENCRYPTED-TEXT> — encrypted number, [2..64] bytes size, set by the string of [2..256] characters.

Default value

none

Required privilege level
10

Command mode
CONFIG-L2TP

Example

esr(config-12tp-server)# ipsec authentication pre-shared-key ascii-text password

keepalive dhcp dependent-interface

The command enables the mechanism of IP addresses iterative query using DHCP on the specified interfaces
when the GRE tunnel is disconnected via keepalive. You can specify up to 8 interfaces for each GRE tunnel.

The use of a negative form (no) of the command disables the mechanism of IP addresses iterative query using
DHCP.

Syntax

keepalive dhcp dependent-interface <IF>

no keepalive dst-address
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Parameters

<IF> - physical or aggregated interface, specified in the form described in Section Types and naming order of
router interfaces.

Default value

None

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# keepalive dhcp dependent-interface gi 1/0/1

keepalive dhcp link-timeout

The command specifies the time interval between GRE tunnel disabling and IP address iterative query on the
interface/interfaces specified by the keepalive dhcp dependent-interface command (see Section keepalive
dhcp dependent-interface)

The use of a negative form (no) of the command sets the default value.

Syntax
keepalive dhcp link-timeout <SEC>

no keepalive dhcp link-timeout

Parameters

<SEC> - interval in seconds between GRE tunnel disabling and IP address iterative query on the interface/
interfaces specified by the keepalive dhcp dependent-interface command, takes the value of [1..32767]
seconds.

Default value
10

Required privilege level
10

Command mode
CONFIG-GRE
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Example

esr(config-gre)# keepalive dhcp link-timeout 90

keepalive dst-address

The command configures IP address to send keepalive packets for checking tunnel capability. If a specified IP
address is not available, the tunnel switches the operational status to DOWN. The parameter has a value only
with keepalive mechanism enabled (see Section keepalive enable).

The use of a negative form (no) of the command disables the checking.

Syntax
keepalive dst-address <ADDR>

no keepalive dst-address

Parameters
<ADDR> - IP address to check GRE tunnel capability.

Default value

None

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# keepalive dst-address 192.168.1.57

keepalive enable

The command enables the checking of remote tunnel gateway availability. If a remote tunnel gateway is not
available, the tunnel switches the operational status to DOWN.

The use of a negative form (no) of the command disables the checking.

Syntax

[no] keepalive enable
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Parameters

The command does not contain parameters.

Default value.
Disabled.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# keepalive enable

keepalive retries

The command defines the number of attempts to check the remote tunnel gateway availability. Upon reaching
the specified number of failed attempts, the tunnel will be considered inactive.

The use of a negative form (no) of the command sets the default value.

Syntax
keepalive retries <VALUE>

no keepalive retries

Parameters

<VALUE> - number of attempts, takes values in the range of [1..255].

Default value
6

Required privilege level
10

Command mode
CONFIG-GRE
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Example

esr(config-gre)# keepalive retries 8

keepalive timeout
The command controls the period of sending keepalive packets to opposing party.

The use of a negative form (no) of the command sets the default value.

Syntax
keepalive timeout <TIME>

no keepalive timeout

Parameters

<TIME> - time in seconds, takes values of [1..32767].

Default value
10

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# keepalive timeout 18

keepalive timeout ipsec

This command sets the time that is allowed to restore the IPsec VPN connection, after which the router will
reboot. This functionality only works when the router is in OTT mode. The operating mode of the OTT is
enabled when the device is manufactured.

The use of a negative form (no) of the command reduces the value to the default — 180.
Syntax

keepalive timeout ipsec <TIME>

no keepalive timeout ipsec
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Parameters
<TIME> - time in seconds, takes values of [30..32767].

Default value
180

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# keepalive timeout ipsec 1000

key

The command enables key transmission in GRE tunnel header (according to RFC 2890) and sets the key value.
The key can be used to identify traffic streams in GRE tunnel.

The use of a negative form (no) of the command disables key transmission.

Syntax
key <KEY>

no key

Parameters
<KEY> - KEY value, takes values in the range of [1..2000000].

Default value

Key is not transmitted.

Required privilege level
10

Command mode
CONFIG-GRE
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Example

esr(config-gre)# key 40

load-average
The command specifies the time interval during which the statistics on tunnel load is averaged.

The use of a negative form (no) of the command sets the default value.

Syntax
load-average <TIME>

no load-average

Parameters

<TIME> - interval in seconds, takes values of [5..150].

Default value
5

Required privilege level
10

Command mode
CONFIG-GRE
CONFIG-IP41P4
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-L2TPv3
CONFIG-VTI
CONFIG-L2TP
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Example

esr(config-gre)# load-average
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local address

The command sets IP address of a local tunnel gateway.

The use of a negative form (no) of the command removes local gateway IP address.

Syntax
local address <ADDR>

no local address

Parameters

<ADDR> - IP address of a local gateway.

Required privilege level
10

Command mode
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TPV3
CONFIG-VTI

Example

esr(config-ip4ip4)# local address 192.168.1.1

local address xauth

This command sets the use of the address issued by mode config when using the previously configured IPsec

VPN in the XAUTH client mode.

The use of a negative form (no) of the command removes the configuration.

Syntax
local address xauth <NAME>

no local address

Parameters

<NAME> — name of the created before IPsec VPN, set by the string of up to 31 characters.

Default value

None
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Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-)# local address xauth IPsecVPN

local checksum

The command enables the calculation of the checksum and entry it to the GRE header of the packets to be
sent.

The use of a negative form (no) of the command disables the calculation and sending of the checksum.

Syntax

[no] local checksum

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# local checksum

local cookie
The command defines cookie value to check the conformance of data being transmitted and session.

The use of a negative form (no) of the command removes a local cookie.
Syntax

local cookie <COOKIE>

no local cookie
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Parameters

<COOKIE> — COOKIE value, the parameter takes values of 8 or 16 characters in hexadecimal form.

Required privilege level
10

Command mode
CONFIG-L2TPV3

Example

esr(config-12tpv3)# local cookie 8FB51B8FB

local interface
The command sets the use of IP address assigned to the interface as a GRE tunnel local gateway.

The use of a negative form (no) of the command stops the use of IP address assigned to the interface as a
local gateway.

Syntax
local interface { <IF> | <TUN> }

no local interface

Parameters

<IF> — interface type and identifier specified in the form described in Section Types and naming order of router
interfaces;

<TUN> - the name of the tunnel is specified as described in section Types and naming order of router tunnels;

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# local interface gigabitethernet 1/0/1
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local port
The command defines local UDP port if UDP was selected as encapsulation method.

The use of a negative form (no) of the command removes a local UDP port number.

Syntax
local port <UDP>

no local port

Parameters
<UDP> - UDP port number in the range of [1..65535].

Required privilege level
10

Command mode
CONFIG-L2TPV3

Example

esr(config-12tpv3)# local port 1501

local session-id
Set local session identifier.

The use of a negative form (no) of the command removes a local session identifier.

Syntax
local session-id <SESSION-ID>

no local session-id

Parameters
<SESSION-ID> - session identifier, takes values in the range of [1..200000].

Required privilege level
10

Command mode
CONFIG-L2TPV3
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Example

esr(config-12tpv3)# local session-id 200

mode

The command sets SoftGRE tunnel operation mode.

The use of a negative form (no) of the command disables a set mode.

Syntax

mode <MODE>
no mode

Parameters
<MODE> - tunnel operation mode, takes the following values:

+ data — data mode;
* management — management mode.

Required privilege level
10

Command mode
CONFIG-SOFTGRE

Example

esr(config-softgre)# mode data

mode

The command specifies the encapsulation mode for GRE tunnel.

The use of a negative form (no) of the command sets the default encapsulation.

Syntax
mode <MODE>

Parameters
<MODE> - GRE tunnel encapsulation mode:

* ip — encapsulation of IP packets in GRE;
+ ethernet — encapsulation of Ethernet frames in GRE.
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Default value

ip

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# mode ethernet

mtu
The command specifies MTU (Maximum Transmission Unit) size for tunnels

The use of a negative form (no) of the command sets the default MTU value.

Syntax
mtu <MTU>

no mtu

Parameters
<MTU> - MTU value, takes values in the range of [552..10000].

Default value
1500

Required privilege level
10

Command mode
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT

332



ESR series service routers. ESR-Series. CLI command reference guide. Firmware version 1.13.0

CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Example

esr(config-12tpv3)# mtu 1400

multipoint

This command puts the tunnel in multipoint mode. In this mode, it is possible to establish several connections
from one tunnel interface.

The use of a negative form (no) of the command puts it into normal point-to-point mode.

Syntax
[no] multipoint

Parameters

The command does not contain parameters.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# multipoint

password
This command sets the user password for the OPENVPN server.

The use of a negative form (no) of the command removes a user’s password.
Syntax

password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password
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Parameters

<CLEAR-TEXT> - unencrypted password, set by the string of [8..32] characters, may include [0-9a-fA-F]
characters;

<ENCRYPTED-TEXT> — unencrypted password, set by the string of [8..32] characters.

© The password are kept in encrypted form independently of format used when entering the command.

Required privilege level
15

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# password 01234567

peer It
The command specifies a remote party (in another VRF) of a logical tunnel.

The use of a negative form (no) of the command removes a bind of tunnel remote party.

Syntax
[no] peer 1t <ID>

Parameters

<ID> - logical tunnel remote party identifier.

Required privilege level
10

Command mode
CONFIG-LT

Example

esr(config-1t)# peer 1t 2
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ppp failure-count
This command sets the number of failed data-link tests before breaking the session.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp failure-count <NUM>

no ppp failure-count

Parameters

<NUM> - the number of failed data-link tests, specified in the range [1..100].

Default value
10

Required privilege level
10

Command mode
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Example

esr(config-12tp)# ppp failure-count 20

ppp timeout keepalive
The command specifies the time interval in seconds after which the router sends a keepalive message.

The use of a negative form (no) of the command sets the default value.

Syntax
ppp timeout keepalive <TIME >

no ppp timeout keepalive

Parameters

<TIME> - time in seconds, takes values of [1..32767].
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Default value
10

Required privilege level
10

Command mode
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Example

esr(config-12tp)# ppp timeout keepalive 5000

protocol

Select encapsulation method for L2TPv3 tunnel.

Syntax
protocol <TYPE>

no protocol

Parameters
<TYPE> - encapsulation type, possible values:

+ IP — encapsulation in IP packet;
+ UDP - encapsulation in UDP datagrams.

Required privilege level
15

Command mode
CONFIG-L2TPV3

Example

esr(config-12tpv3)# protocol ip
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protocol

Select encapsulation method for OPENVPN tunnel.

Syntax
protocol <TYPE>

no protocol

Parameters
<TYPE> - encapsulation type, possible values:

« TCP - encapsulation in TCP segments;
+ UDP - encapsulation in UDP datagrams.

Default value
TCP

Required privilege level
15

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# protocol tcp

remote address

The command sets IP address of a remote tunnel gateway.

The use of a negative form (no) of the command removes remote gateway IP address.

Syntax
remote address <ADDR>

no remote address

Parameters

<ADDR> - IP address of a remote gateway.

Required privilege level
10
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Command mode
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-PPTP

Example

esr(config-ip4ip4)# remote address 192.168.1.2

remote address

This command sets the IP address and TCP/UDP port of the remote tunnel gateway.

The use of a negative form (no) of the command removes remote gateway IP address.

Syntax
[no] remote address <ADDR> [ port <PORT>]

Parameters
<ADDR> - remote gateway IP address;
<PORT> — number of remote gateway TCP/UDP port in the range of [1..65535].

Default value
<PORT> - 1194.

Required privilege level
10

Command mode
CONFIG-OPENVPN

Example

esr(config-openvpn)# remote address 192.168.1.2 port 1233
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remote address xauth

This command sets the use of the management-ip or data-ip address issued by mode config when using the
previously configured IPsec VPN in the XAUTH client mode. Requires appropriate settings on the IPsec-VPN
server.

The use of a negative form (no) of the command removes the configuration.

Syntax
remote address xauth <NAME> {management-ip|data-ip}

no remote address

Parameters
<NAME> — name of the created before IPsec VPN, set by the string of up to 31 characters;

management-ip — address obtained by mode config when installing IPsec VPN in the XAUTH client mode.
Requires an ELTEX_MANAGEMENT_IP (28683) in the router IPsec-VPN server settings.

data-ip — address obtained by mode config when installing IPsec VPN in the XAUTH client mode. Requires an
ELTEX_DATA_IP (28684) in the router IPsec-VPN server settings.

Default value

Not specified.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# remote address xauth IPsecVPN

remote checksum

The command enables verification of the presence and consistency of checksum values in the headers of GRE
packets being received.

The use of a negative form (no) of the command disables the checksum verification..

Syntax

[no] remote checksum
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Parameters

The command does not contain parameters.

Default value

The checksum verification is disabled by default.

Required privilege level
10

Command mode
CONFIG-GRE

Example

esr(config-gre)# remote checksum

remote cookie
The command defines cookie value to check the conformance of data being transmitted and session.

The use of a negative form (no) of the command removes a deleted cookie.
Syntax
remote cookie <COOKIE>

no remote cookie

Parameters

<COOKIE> — COOKIE value, the parameter takes values of 8 or 16 characters in hexadecimal form.

Required privilege level
10

Command mode
CONFIG-L2TPV3

Example

esr(config-12tpv3)# remote cookie 8FB51B8FB
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remote port
The command defines remote UDP port if UDP was selected as encapsulation method.

The use of a negative form (no) of the command removes a specified UDP port number.