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(o 1< o TUT =T oI T RS 169
Lo 1< YU T =T o T o7 ={ o SR 170
Lo 1< YU T =T o IR/ o o o RS 171
Lo 1< YU T =T o1V e | ool J SR 171
debug ipV6 0SPTVU3 PACKET .....eeiieiiiie e e e et e e e et e e e e aba e e e e eaneeas 171
(o 1< YU T o Tol o o T- ol =Y AR SR 172
debug MIdSNOOPING PACKET......ccuiiie e e e e e e e e abee e e e eaneeas 172
(o 1= oTUT = o1 o] o ¥- Lol =Y PR 172
debUE OSPIV3 PACKEL ....eiiieieee e e ae e e e earee s 174
(o 1= oTUT = o] [ o= 2 o T= ol =Y PSP 174
(o 1= oTUT = T o I o =T (] PSR 174
debUE STIOW PACKET ... e e e e e e e e eareeas 175
debug spPanNNINg-1ree DPAU.....coii i rae s 175
debug spanning-tree BPdu rECEIVE .......uviiieiei et 176
debug spanning-tree bpdu transmit.........occueiiiiiiiiiiiiee s 176
(o 1= oTUT =8 - oF- Lol UPR 177
(o 1= o TU T ] L=l o I - ARSI 177
(o 1< oYU T =] [ Y=Y o I o) o F SR 178
(o 1< oYU T (= 0 1 Y SRR 178
(o 1< oYU T =W Lo | T YV CY oY LSS 178
debug UdId PACKET MECEIVE .....oiieeeeeeeee e e e e e et ae e e e eabae e e e eaneeas 178
debug udld Packet tranSMIT..........uiiieiie e e e e e e e e abee e e e eaneeas 178
] g ToL e [T o TUT = {1 oY - SRR 179
Ly ol=Y o1 (o] a1 o] o] o Yol SRR 179
EXCEPLION AUMP TFLP-SEIVET ..eeiieeiiieeeeee ettt e et e e e a e e e e abae e e eeataeeeeeaneeas 179
EXCEPTLION AUMIP NTS .. e e et e e e et e e e e ab e e e e eabaeeeeeabaeeeeenseeas 179
exception dump fil@PAtN ........oo i e et 180
EXCEPLION COM-TIR 1ot e e e e st e e e et e e e e eab e e e s esabaeeeenaseeas 180
exception SWItCh-Chip-reGiSter........coucuiiiiiiii e e e 181
EXCEPLION AUMP FLP-SEIVET ...eeiiiiiee ettt e e e e e rab e e e e eabae e e e nareeas 181
eXCePLion dUMP COMPIESSION ... ..uiiiiiiiieieeciteeeectee e e rree e e re e e e sre e e e st e e e e sabaeeeenbaeeeenasaeesennseeas 181
exception dump stack-ip-address ProtoCol .......ccueeiiiiiieiiiieie e 182
exception dump stack-ip-address add .......ccueeeeiieiiiiiiiie e 182
exception dump stack-ip-address rEMOVE........ccccuviieiiiiiee e e e 182
L (ol=] o 1u o] a1 o1 o | SRR PPPPPPPPPPPPPPPPPRY 183
(L= oo T PP P TP PPPT RO PPPPP 183
Lo 1< oYU T (=T o4 (o] o USRS 183
] Lo LV A= Cel=Y o o] o TS URRE 183
show exception core-dump-file ... e 184
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] g To XV Col=T oY o] o 1 o - SRR S 184

L0010 PP 184

] 2 Te XV 1 41 oYU o} = P S 184

SHOW MISE-QUEUE «..eeiieitieie ettt ettt e et e e e sttt e e s et ee e e s sabee e e s e abeeeesanbeeeeesabeeeeessseeesesaseeeesnnsenas 185

Lo oYU T oF- [o] =] B - ol T PP 185
EYETY (o 153 - o N 185
SESSION STOP teiieeiiiiiiittiee et e ettt et e e e e e st r ettt e e e e e s s bbb teeeeeeee s aabe bt aeeeeeeesaaabbbtaeaeeeeeeanrbtaaeeeeeeeaarnnee 186

6.16 Cable TeSt COMMANUS......uiiiiiiiiei it e e e st e e s sabee e e ssaaaeeeesabaeeessnsbeeessnssaeesas 186
(o] o] [T = 1 (U LU SSPROt 186

6.17 SFIOW COMMANGS ....eiiiiiieee ettt e ettt e e e e e e e e et ae e e e e e e e e s tabbaaeeeeeeeessstasaseaaeesaassssesseaseessnnssnns 187
£ 1 o1V oo ] | =T PRSP 187

3 1 LoV A Yol A< PR SSUROt 187

STlOW receiver OWNEr tIMEOUL ........uiii it e bee e s s sbee e e eaneeas 188

Sflow receiver OWNEer NOLIMEOUL ........cccuiiii it eerre e e e rae e e e b e e e e enneeas 188

3 1 (o XV Y= o o] 1T S PR 189

3 1 (o XV YT o o] [T ol - (PR 189

STIOW SOUIMCE-INTEITACE ....eiii e et eebre e e e ae e e e abe e e e e nneeas 189

] 2 Te XV Lo VYA 1= LT o | PR 190

SHOW STIOW POIIBIS ..ot e e e et e e e e ebe e e e e bae e e e eabeee e enneeas 190

SHOW STIOW MECEIVEIS .....eeeieeiee e e et e e e tee e e et e e e e eabe e e e e abaee e eeabeeeeennnenas 191

SHOW STlOW SOUICE-INTEITACE ..eeiieeeiiee e et e e et e e 191

6.18 SDM Template configuration COMMANAS.........ueiiiiiiiiiciiee e e e e e e bre e e e areee e 191
6.19 Remote MoNitoring COMMANGS .......oiiiiiiiieiiiiieeeecieee e eeree et e et e e e rrae e e ssnaeeeessaeeeesnsaeeessssaeesas 193
(8001111 =1 2 4 U UUUUTRR 193

(80T T a[or=1F- 1 o o U UUURR 194

(8 00101 s I =AVZ=T o | OO PO PPPPRRPPIRN 195

[EaaTeT ol ole] ] [=Tox dTe Yo T o1 o] o APPSR 196

SPOW MNON ..ttt ettt e s e e bt e e s a b e e sttt e sabee s bt e ebbeesabaeesabeesabeesneeesabeennns 197

ShoW rmon CollECtioN NISEOIY ..cciiciiiii i e e 197

SNOW MMON BVENTS ..ottt ettt et e s e st e e sabee s bt eesbteesabeessabeesabeessbeesabeennns 198

] aTe XV g g T T a1 1] o] Y7 PRSP 198

£ aTe 1NV g 5T o T o - PRSP 199

SHOW rmon Statistics INTEITACES.......cciiiiee e et e e e e e 199

] aTe XV a1 g Yo a1 o Tor=1 =T o PSSR 201

6.20 Statistics APPlication COMMEANGS.......ciicciiiiecciiee et e e et e e e e eaa e e e e e tae e e eentaeeeeenseaeaeas 202
L LT =4 0 11 o 2N 203

3 = 3 1 (o) VYA o F- 1Y =T [ SRR 203

stats flow-based rePOItING ......cooo it et e e e re e e e be e e e aaeeas 204

L L3 =4 0 11 o 2 204

STALS FlOW-DASEA ....oeeeeeee e e et e e et e e e e e aae e e e e be e e e e areeas 204

] ToL A = S ={ o 1U ] o J USSR 205

SHOW Stats fIOW-DASEA ......ccoiiieieee ettt e e et e e e e tae e e e e be e e e e aneeas 205

6.21 Configuration Backup COMMANS.......ccccuiiiiiiiiiie it e e e e e ra e e e s saae e e eseaneeeas 205
DACKUD UIT QUFT> (e ettt e s e s ba e e s be e sbae e s abeesabaeesans 205

LT 1ol (0T o I [ T=T o =Y g o o IR PP 206

LT 1ol (T o I 1 U o PRSP 206

DACKUDP WItE-MEIMOIY ...eiiiiiiiii it e et e e e st e e e et e e e s esabaeeeesbaeesennbeeeeennseeas 206

7 STACKING MODE COMMANDS ....uttiiiieeniteeniee sttt enitee sttt esiteesiteessbteesabeeessseessbaessseesssessnssesssseesssseessseenn 207
8 R =T 4] = OSSR 207
] = Lol ST S 207

L0 T=T 00 o T=T PP 207

0V el o I oY To 1 4V 2SR 208

V71 el T =T 0 10T oY o= U SSRRNt 208

[0 TeXVZ=T o g =T aF= T=0=T 0 01T o | (Ut 208
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JHELTEX

L3 =TT | 03V 2SS 208
slot 209
YA To A £ o =T TP 210
A (o d e To 1V T PR 210
(] o 1o I (] 7 ol IR 211
STACk-Status SAMPIE-MOE ...uiiiiiiieec e e e s e e e sbee e s e nareeas 211
£ 3101V [} RSP 211
] g Lo LT - 1ol ] =1 UL SRR 212
SHOW SUPPOIrtEd CArdLYPE . .evveiiiiiiiee ettt e e s ee e s ee e e e sabee e e enaneeas 212
£ 3101V VY o o PP 213
SHOW SUPPOIrtEd SWILCNTYPE..eii ittt s e e e sbee e e e sanee s 214
7.2 Stack Port configuration COMMANAS .......cciiciiiiiiiiiiee e e s st e e s srreee s ssrreeessanes 215
£ = ol oo o AR TP 215
] g Te LV = 1ol T o o T SRR 215
] g Lo X VR - 1ol T o oY fl ol 1 ] | = - TT 215
] g Lo LV - 1ol T o T o | == SR 216
] g Lo L VA - 1ol T oo dy - [of < o - |  F RS 216
7.3 Stack Firmware Synchronization COMMaNGS .........ceooiciiieieiiiie et cree e eare e e e e e e e 217
[oTo Yo A= YU L o olo] o1V 2E3 Y VU 217
Yo Yo  dr= YU L do R olo] o1V AE YV - o N 217
boot auto-copy-SW alloW-AOWNGIade.........oeieiieiiieeciiee e et e e s aaee e 217
SHOW GULO-COPY-SW ..uutriieieitiiieeeiiteeeeetteeeeetteeeesteee e e bbeeesasssaeeeansseeeeansteeeaassaeesasseneeennsaneeennsenas 218
Nonstop Forwarding commands (NSF) .......ccueeeciieiiie ettt eee e re e eaae e sre e e raeesaree s 218
Nnsf (Stack Global CoONfig MOTE)....cc.uii ittt et e rare e e rae e 219
£ 31011V o 1 PP 219
[La A = = 11 1T OSSR 220
ShOW CheCKpPOint StAtiStiCS ...uuiiiiiiiiiiiiiiie e e e e e sbee e s e sabeeas 221
(ol [T Yol o [=Tol d o To [ Y A = 1) o TSR 221
7.4 Mixed Stacking COMMANGS .....ccccciiiiiiiiiiieccree e e et e e e sbee e e e esate e e e sebteeeesbtaeeesstaeessnsseeessanes 221
= ol G 1= 0] o - | TSR 222
] g Lo N S = 1ol =T g o] =T < 1 TP S 222
Show stack-template SWItCh ........ueiiiiieecc e e 222
8 MANAGEMENT COMMANDS ... .., 223
8.1 Remote control interface configuration COMmMaNdSs...........ccccvieiiiiiiiieeiiiee e e e 223
enable (access to Privileged MOAE) ......eeiieuiiie e et e e eareeas 223
(o Lol (S g A VA1T<Y-4<To IoloT o g Taa T [ oo L) RS 223
L] Y/ o= o To ] A T o TN 223
=] VA Tol=T oY o] o) ool F SRR 224
=] aVATol=T oTe Tl o] ge) deYelo] e | oo o SRR 224
NEEWOIK PAIMNS oottt e e e e e e e e e e sttt e e e e e e eeesaabeeaeeeeaeeesnnsaseeeeeeeseaannstsennesesanans 224
[T ATV 0T o [ o] o] ool Y RSN 224
(TN AT Vo] o (e o] e Yole] e | oo o AP 224
NEEWOIK MAC-AUAIESS.ccuuiiiiiiiiiieeriee ettt ettt ettt sbe e e st e e s bt e e sabeesbeeesabeesabaesnaseesabaeenanes 225
T AV o o [ g T Lol Y o TSR 225
T Vo] S T\ [ 4o Lo [T SRS 225
SROW NETWOIK ..eiiniiiiiiie ettt ettt sttt e sbe e e sbb e e sabe e sbaeesabaesbaeenataesabaeesanes 226
] g To LYY= AV [o1= o o] (PSSR 227
8.2 Console POrt aCCeSS COMMANGS ..cccviiiiiiiiiiieiie et ettt rre e sbe e e sate e sbe e sareesabeesbaeesateesabaeesanes 227
[olo] ) 1 1={ U o =T URUS 227
line 228
T E T o [N e [ | = O T TP PP 228
SEIAI HIMEOUL ...eiiiiietie ettt ettt e e s be e e sb b e e sabe e sabeeesabeesbaeenataesabaeesanes 228
] g 1oL Y=Y o - | PP 229
8.3 Telnet configuration COMMEANAS .......coeii i e e et e e e e e e e e berre e e e e e e e eennnnns 229
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IP teINEL SEIVEN @NADIE... ..o e e e e e e e ae e e e abe e e e e areeas 229
[T oI =1 [0 1=y A o Yo o PP 229
121 [ 1= OSSPSR 230
ErANSPOrt INPUE LEINET ... et e s e rte e e e sb e e e s snreeessateeessanes 230
EraNSPOrt OULPUL LEINET ...eeiiiiiiiee e s et e e e s e e e s sbre e e e snreeeesanes 230
=T o [T oV PRSP 231
SESSION-TIMEOUL ....eiiiiiee ettt e e e e e e sttt e e e e e s e s bbbt e e eeeeessannsseeeeesesssannsnnes 231
TEINETCON MAXSESSIONS ...uviiiiiiiiiieiitiiee ettt e e et e e e ebte e e e ebte e e s sabteeessesteeeesstaeessasseeessnssneessnee 231
TEINEECON LIMEOUL ... eiiii it e st e e s st e e e s s bee e e s sbeeeessnteeessnteeessanes 232
£ 2 1o 1YV = [T PRSP 232
£ g Lo XYV = [ 1] ¥olo T PRSP 233
8.4 SSH configuration COMMANGS. ... .ciiiiiiiiiiiiie ettt e e e s e e s e e s sab e e e s sabeeesesabeeesenaseeas 233
1o TR PRSP 233
1o TR (1 o Yo APPSR 233
[To R a1 o] o) oYl ] PSP S 234
TR A=Y VT Q=T Y1 o) [P 234
3 gTolo ] o I g g T D =T (o o 13 SRSt 234
T Tl o IR ' V=T oYU | SRSt 234
] 2 To XV T o I3 o PR 235
8.5 Security Keys management COMMANS.........coccuieieiiiiieieeiieeeeeiieeeeeiteeeeeireeeeeareeesesabeeeeeenseeeeennsenas 236
Crypto CErtifiCate GENEIATE ... .uii i e et eebte e e e bae e e e be e e e e aneeas 236
CIYPLO KEY BENEIATE IS@.uiiiiiiiiiii ittt e et e e e etee e e e e bte e e e e bte e e eebteeeeeabaeeeeenbeeeeennrenas 236
Crypto KEY BENEIAtE dS@ . uiiiiiiiiii et e e e e e e e e e e ae e e e ebe e e e enareeas 236
8.6 HTTP/HTTPS configuration COMMAaNGS ........ccieeiieiieeiieeiieesteeseeereeveeteesteesteesteeeaveebeessaestaesanesaneens 237
ip http accounting exec, ip https aCCOUNLING EXEC ..civiuviiiiiiiiiii e 237
IP http QULNENTICATION. . .eii i e e e ee e e e eareeas 237
iP https QUENENTICATION ..eeiiiiiiecc e e e bee e e re e e e areeas 238
[To T a1 Ao Y= V=] PSP 238
[To R YA Y=Y ol U =Rty Y V=Y PP 239
[To 3 A} Ao T =17 I PSPPSR 239
1o 38 1) o o 1 oL o PSSR 239
[To R Ao el =Ty o= o N oY) o AP PRSP 240
To R A ol =Ty o= o TR Yol U =T o] o PSSP 240
ip http SESSION NArd-TIMEOUL ....cc.eiiii et et e e e e tae e e e abee e e e nneeas 240
IP NTtP SESSION MAXSESSIONS. . eiiiitiiieeeiiieeeeiiteeeeetteeeesitreeeeetreeeestteeeeasseeeeesateeeeesssaeeeennseneeennsens 241
ip http SESSION SOFt-TIMEOUL ...ocoieiiii et e e et e e e e rae e e e abee e e e aneeas 241
ip http secure-session hard-tiMEOUL ..........c.uiiiiiiiii e e e e e 241
ip http SECUrE-SESSION MaAXSESSIONS. . uuiiiiiiiiiicciiiiiee e e e eeccctrree e e e e e e eearrre e e e e e e ssennbreeeeaeeeesnnnrrneeeens 242
ip http secure-session SOft-LIMEOUL ........ccccuiiiieciiie e et 242
[T o X g6 0 o Y=Y ol U I oo o SRR 242
[To X g o o Y =Tol U =R o o] o ol SRR 243
] Lo L AT TN ot o o USSR 243
8.7 ACCESS COMMANTS....eiiiiieiieeriet ettt estee ettt esteesteessbteesabeessbbeesabeesbaeesabaesabaeensseesasaeesabeessaesnsseessseeenes 244
QISCONNECT ..ttt ettt et s e s ab e e s a b e e sabteesabeesabaeesstaesabaeesabeesasaessseesabeennns 244
JINUXS ettt sttt e st e bt e st b e e s be e e st be e s be e s ate e sbeeebae e ateesbaeenares 244
] 2 Te XV Fo Y= 1 s T =T o o PRSP 244
] g Te XV Fo Yo e T =Ty o T [o ] =PRSS 245
8.8 USEr ACCOUNT COMMANGS...ciiiiiiiiiieiieeiiteertee sttt ettt e stee e sttt e sabeessbeeesabeessbaeesataesbeeesaseesasaesnsseesseesnns 245
I 10 hd g1l o A or- 1 (o] o T (oY =4 1o WO USRS 245
223 aUheNtiCation ENADIE......ii i e s 246
QA3 AULNOFIZATION. .. eei ittt et st e e s bt e e sbte e sabeessabeesabeesseeesabeeene 247
AUENOIIZAtioN COMMEANDS....cciiuiiiiiiiiiie ettt e s sbe e e sate e sbee e sabeesabeesaeeesabeeenes 249
ETU1d o [o g2 4 Te] g =) (= ol PRSP 249
authorization eXec defaUll..........oociiii i 249
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JHELTEX

Show authorization MEthOAS ........cccueiiiiiiiii e s 250
eNable aULhENTICATION ......iiiiie s st 250
username (global configuration MOdE) ........ccccuiiiiiiiiii i 250
USEINAME NOPASSWOIT .ceiuviiieiiiiieeeiiiteeeeetireeesstteeeseereeessssteeeesssseeeesasseeeesasaeeesssseeesssseessssssenenns 251
USEINAME UNITOCK . ceiiiiiiiiieiiiie ettt e e st e e et e e e sabaeeeessaeeesansreeesnnsseeenan 251
USErNamMe SNMPV3 ACCESSIMOUE ..uiiiiuuiiieiiiiieeeeiteeeeeetteeesseteeeessateeeeessteeeesssaeesesssseeeennsseeessssenenns 251
username sNMPV3 aUthentication ..o e 252
USername SNMPV3 ENCIYPTION ...uuiiiiiiiiiiiiiiittee ettt e e e e e re e e e e e e s s sebbreeeeeeesssssnsreeeeesesanan 252
username sNMpPV3 encryption @NCryPtad .......ccuiiiiiciiieiiiiie e e s seree e 253
£ 3101 U1y =Y PP 253
£ g Lo L A U TY =Y 3N (o o - PP 253
] g Lo L A VT = S Tolole 1U 4| £ RS 253
show users 10giN-history [IONE] ......coouuiiiiiiii e e 254
show users [0gin-history [USEIrNAME].......ccccuuiiiiiiiiie e e e et e e e 254
1o 4o T 0N g YT o A or- 1 (o) o U 254
O 1Y) o U 255
PassWord (Line CONFIGUIATION) ......ccccuiiiieeiiee ettt ettt et e e e aa e e e eaare e e seaaaeeaean 255
o I o I (U Y=Yl s g Vo Yo I U 255
password (AAA IAS User Configuration) ........occuueiieiiiiei ettt e esrre e e e sare e e seaaeeaean 255
enable password (Privileged MOE)........ooocuiiieeiiiie et e 256
o o] o I Y T =T o = o o S 256
o o] o Il g1y o] VU 256
(o Vo] o K- V=41 =SSR 257
(o Vo] o K31 (ool o 11 | USRS 257
PASSWOIS SErENGEN-CRECK ...ccieeiiiiiicieie e e s e e s eaeeeeas 257
passwords strength maximum consecutive-characters ..........cccovveeeeieeecciiiiieeee e 258
passwords strength maximum repeated-characters........cccccveciieeieciiii e 258
passwords strength minimum uppercase-1etters.......ccoviieiiicieii e 258
passwords strength minimum lowercase-1etters ........cccocuvvieeciieiiiiiiec e 258
passwords strength minimum numMeric-characters........occvveeecieiicciie e 259
passwords strength minimum special-Characters .......cccoccveeeecieeiiiiiie e 259
passwords strength minimum character-classes.........ccovvuiiieiiiiiiieciiee e 259
passwords strength eXclude-KeYWOId ...........oocuiiiiiiiiie et et e aaee e 260
Show passwords CONFIGUIAtioN .........cccuueiiiciiii e e e e e e bee e e 260
SHOW PASSWOIAS FESUIT...ccceeiiieieiiie ettt e et e e e e e e e eab e e e e eabee e e eeabaeeeennsenas 261
I Lol oo 18 o1 [ oY - S5SPNE 261
= Tololo 10 o) f [ o V- 0PN 262
oI Tololo 0] o} f [ oY - SRR 263
] Lo LA TololoTU 1o [V SR 263
ShoW accouNting MEthOAS ....cccii e e e e e e e e nnrreeeeeas 263
clear accoUNtiNg STAtISTICS .uuuviiiii i e e e e e e as 263
] g Lo XV [ 0 g - 1o B 0 =10 L= PSRRI 263
QAQ 1AS-USEI USEINAIMNE ...uiiiiiiiieeiiiiiiiettee e e e s e et teee e s s e snnbes e e e e e s s saansbebeeeeesssasssraeeeeeesesannnreneeeens 263
QA SESSION=T .eeeeeieiiiie ettt ettt et ste e et e e s be e s bt e e bt eesabaeesbb e e s abaesbe e e s beeebaeenateesbaeenanes 264
password (AAA IAS User CoNfiguration) .......ccueeccueeeiieeiiee ettt e tee e e e 264
ClEAN @@ IS USEIS ..eiitiieiieeeite ettt e sttt e sb e st e ettt e sabeesbteesabeesabaeesbbeesabaesabaeesabaesbseenaseesabaeenases 264
SNOW Q8@ 1S USEI'S .eniviieiieeiiee ittt ettt ettt ettt e sabe e sbt e e sabe e sabaeesbbeesabaesabaeesabeesbaeenasaesabaeesases 265
8.9 SNMP configuration COMMANGS .......cooccuiiiiiiiiiie e e e e e e e e sea e e e sstae e e e s aaeeeean 265
] 10 0] o BEY=T VL= S PP PP PP PPPPPPPPPPPPPPPPRY 265
SNMP-SEIVEI COMMUNITY teiiiiiiiiiiiiiiiiieieieieieeeeeeeeeeeeereeeteeeeeeeteteeeeeeereeeeeeeeeeeeeeeeeeeeeseereeeeereseseseseeeee 265
SNMP-SErver COMMUNITY-SIOUD ..iuiiiiiiiiiiiieititieeeteeereeeeeeeeeeeeeeeeeeeeereeeeeeeeeseseeeeeeeeeseeeeseessesseeseeseeee 266
snmp-server enable traps VIOIation ........oocuiiii i 266
SNMP-SEIVELN E€NADIE TrAPS .uvviieii it e e e e et e e e e e e e e nnbreeeeaeeeseannrraaaeeas 266
SNMpP-Server eNable traps DEP ..o e e e aaeaas 267
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snmp-server enable traps fip-SNO0PING......cccuviii i e e 267
£ 10 0] o BT aVZ=T G oo o N 268
SAMP TrAP HNK-STAtUS ... .eiiiiiiieec e e e et e e e e ra e e s e e bee e e e nneeas 268
SAMP Trap NK-status all ......c.oeeiiiiiie e e s e e s 268
snmp-server enable traps INKMOAE........ooiiiiii i 269
snmp-server enable traps MUILIUSEIS......coii i e 269
snmp-server enable traps StPMOAE .......vviiieiiii i e 270
snMp-server eNgINEID 10CAl.......ooo i e e 270
] 0] 0 a] Y= VLT o 1T PP 270
SNMP=SEIVEL BIOUPD ..uiieiiiiuruueeeteettttrni e eeeettrera e seeertaeraaaseeetttsnsaaasssaestresanassseeserennnnsseseeerenes 271
] 0] 0 g Y= VLT ol o T PP 272
Y 0] 0] o Y=] V=T U 1Y =T PP UPPPPPINN 272
SNIMP-SEIVET VIEW .viiiiiieieeiiiirttteeeeessaierteeeesesssaustrteeeesssssansestaaeeessssassssstaeeesssssaanssseeeeeessnsannnnes 273
2T aa] Y= VL= RV B o To 1 PP S 274
SNMPLIAP SOUMCE-INTEITACE ... uiiii ittt e e e bre e e e bae e e e abe e e e e eaneeas 274
SNMPLrap iPaddr SNMPVEISION ......uviiiiiiie et eetee e e ee e e e e e e e e ebte e e e e baee e eeabeeeeennnenas 275
snMptrap iP6addr SNMPVEISIONT .....ccccuiiiiiiiiee ettt e eeee e e e erre e e e ebre e e e s bae e e eeabeeeeennnenas 275
] 2 Te 1YYV Y D PR 275
] 2 Te X Y oY a Y oI =T a =41 o 111 0 PR S 276
SHOW SNIMP FHEEIS ..vveeiciiee et eebte e e e bee e e e be e e e e eabe e e e e e abaeeeeeabeeeeennsenas 276
] 2 To X Y Va0 Y o ={ (o 1V S PR 276
SHOW SNMP-SEIVEN ..eeiiietiee e ettt e ettt e e e et e e e e et e e e eebaeeeeeabaeeeeebaeeeeansaeeeesnbeseesnnsaeeeeanseeeeennsenas 277
SHOW SNMP SOUMCE-INTEITACE ..eiiiiiieee e e s e sbre e e e eareeas 277
] 2 Te 1YYV 0T o T U Y=Y PRSP 277
SHOW SNIMP VIBWS . eiiiiiiiiieciiee ettt e e ettt e e s et ae e e s sabee e e s bee e e senbeeeeesnbeeeeesnseeeeesnseeesennseeas 277
] g Lo X A =T o 1 - =4SPPSR 278
8.10 RADIUS configuration COMMANGS .......cooiciiiiiiiiiiieciiiee ettt esree e e e s e e e s abee e e s sabee e e s sabeeeeenareeas 279
aaa server radius dyNamiC-aUtNOr.......ccuuiii i e 279
authentication command bounce-Port IGNOIE.........coicciiiiiiiiiii i 279
LU L o I AV o PRSP 279
AUthOriZation NETWOIK FAdiUS ....c.viiiiiiiiie ettt ssae e e sbe e 280
clear radius dynamic-author statistiCs.........ccvviiiiiiiiiiie e 280
ol 1T o | USSPt 280
Lo 1< YU T- - F- - [ ol o Y- [P S 281
Lo 1< TUT- - F-T- 1 o Lo Lo ISP S 281
F=dg oY LI = V=T oot = PRSI 281
IBNOIE SESSION-KEY .eeiieeiiiii ettt e e e et e e e te e e e et e e e e eateeeeeabeeesenabeeeeenrenas 281
port 282
radius @CCOUNTING MOTE ....uuiiiiei i eeeiiieeee et e e e ee e e e e e e s e b e e e e e e e e eesnnbeaeeeaeesesannsrrnneeens 282
radius SErVEr attriDULE 4 ... s e s s ee e s s areeas 282
radius SErver attribULE 95 ... .. i 283
radius Server attribuLe 3. ... e 283
FAAIUS SEIVEI NOST ..eiiiiiiiiiiieeiee ettt e s be e e sabe e sbe e sbte e sabeesbaeesateesabaeenans 284
[ 1o TTU IR =T VT ol - PP 285
[ (o TV IR =T oV ol o 1 Y= [V 1 [PPSR 285
[ (o TV =T oV T o o] o o -1 VAPPSR 286
FadiUS SEIVEI FEEFANSIMIT ...eiiiiiiiiiiiiiee ittt ettt ettt et re e sbe e e sabe e sbe e ssabeesabeesbaeesasaesabaeesans 286
FAdIUS SOUNCE-INTEITACE ... ittt ettt e s te e st e e sbe e ebaeesabeesabaeenans 287
FAdIUS SEIVEI LIMEOUL ..eiiiiiiiieiiiie ettt st sabe e sbe e s abe e sabeesbaeesataesabaeenans 287
= V=T e S RS PTS 288
O SEIVEI-KEY ..eiiieiiieieiitieecittee e ettt e e eetreeeeetteeeesataeeesasseeeeasstaeeeassteseeaassaeesanseeeeassanesennseneesnnsens 288
SNOW FA0IUS SEIVEIS .eiuiiiiiiieiiit ettt ettt ettt et sa b e s be e e sabe e sbeeesateesabaessabeesabeessseesseesnes 288
£ 2 1o 1YV = Vo LTRSS 288
SHOW FAQIUS SEIVEIS .cceiieii ittt ettt et e e s st e e s s st e e s s eabe e e s esabeeeesnnbaeesesabeeessnnsenas 289
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SHOW radiUs @CCOUNTING .eiiieiiieieciiie ettt e e et e e e st e e e e et e e e s enabeeeeeabeeeeennsaeeeensenas 290
show radius acCoUNtING StAtISTICS ..vviiiuriiiiciiiie e e et 290
ShOW radius SOUICE-INTEITACE. .....uiiiiiiiiie ettt et sba e s e e saeeesaes 291
SHOW FadiUs SEATISTICS .vvveeiiiiiiiieciiie e e s e s s e e e e sabee e e enareeas 291
8.11 TACACS+ configuration COMMAaNDS........uiiiiiiiiiiiiciieeeeciiee ettt e st e e e sree e e s sere e e s sbaeeessbaeeessnseeeens 292
L= Lo Lot =] Y=Y gl o T 1) A USSR 292
L Lo Lot =] Y=Yl 1Y PP 292
TACACS-SEIVEI KEYSEIING .eveiiiiiiiie ittt e e e e e e e e sb e e e s sabee e e e sabaeesennreeas 293
£aCaCS-SEIVEr SOUMCE-INTEITACE ... tiii et sbee e e e nbeeas 293
TACACS-SEIVET TIMEBOUL .ttt e e e e s e sttt e e e e s e s aabtbeeeeeeesssnnreeeeeeas 294

key 294
GV, 4 T V- SRS 294

port 294
Priority (TACACS CONFIZ) cuvreieieiieie ettt ettt e e e s et e e e saae e e e s bae e e esaareeeeennaaeaean 295
L1001 U | ST PP PPPT RO PRTPP 295
] oo 1V = Tt ok RS 295
ShOW tacacs SOUICE-INTEITACE. .. vui it e e e e sans 295
8.12 Configuration SCripting COMMANGS.........uiiiieiiiie ettt ectre e e et e e e e are e e e e bae e e e nabeeeeenaneeean 295
o g1 o1 0=1 o] ] VRS 296
o g1 o Ao (<] =] o RS 297
o 1 A 1] SR 297
o g1 010 1o .Y AR 297
o a1 AV 1o - PP 297
8.13 Prelogin Banner, System Prompt, and Host Name commands ..........ccooeeeiriieeeeeeeiiiiiinneeeeeeeeesnnnns 297
[olo] )V o] = (o= Ta T o Y= o o[- o PO 297
Y] o o] 01 01 ) ST POPPPPPPRTPPN 298
NOSENAIME ..ttt ettt et e e bt e st e sabe e e sabeesabeeebbeesabeeesabeesabaeenteesabaeenanes 298
SNOW CHDANNET ..ttt st e st e e st e bt e e sabeesbaeesans 298
SEE ClIDANNET . it ettt et s b e st e e s e e e bte e naraesbaeenanes 298
9 SWITCHING CONFIGURATION COMMANDS .......ttiieieiiieeeeiteee sttt eeseeiteeeesveeeessbaeesesntaeessensaaessnssaeassnes 299
9.1 Port configuration COMMANGAS ...ccccuiiiiiiiiiie et e et e e s satae e e ssabeeseseseeessnsaeeeesnseeeean 299
101 0=] o - 1ol OO T OO O PO T PP PPPTOTPTRRPPPRO 299
10 o R o= T= {0 ) L=} (PR 299
AUEO-NEEOLIAE All..eeeeeeiiieeeee e et e et e e e e e e et e e e e aba e e e enreeas 300
Lo [T ol o) o o TSP 300
[0 T=Te [T T AV o1 PR URRR 300

mtu 301
£ 310 e [0 111V o RO TP UTR 301
£ aT01 e [0 111V o T Y | TP UPR 302
K] o T=T =T SRR 302
o T=T=T 1= LSRR 302
hardware profile POrtMOE .........ooouiiiieee e e et e e et e e e e nreeaean 303
SHOW iNterface MEIA-TYPE ..uuiiiciiieeeeee e e e e e e b e e e e eabae e s e saneeas 303
SHOW INTEITACES STALUS .oueiiiiie ettt st e st s ba e e sabe e sbaeesanes 303
£ 31011V oo o RS 304
] gTe )V oo - [o AV =T o 4 ] ISR 305
] gTe )V oo e [=T-Yol f o) u o s IS 305
show interfaces hardware Profile ... 305
9.2 STP configuration COMMANGAS ...cccccuiiiiiiiiiieecciee et e e e e et e e et e e e esatae e e esabeeeesasaeeessnsseeeennsneenan 305
o oL T T= 2 o =TT P PPPPPPPPPPPPPPPPRY 306
SPANNING-TIrEE AULO-EUZE ... uiiiiieiiiie ettt e e e st e e e st e e e et ee e e e sabeeeeeabaeeeennbaeeeennseeas 306
SpPanNing-tree backbONEfast .........ucii i e e 306
Sy oF: TaT a1l a2 =Tl o] oo [V 111 =T oSSR 307
spanning-tree bpdufilter default.........cccv e 308
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spanning-tree bPduflood..........coouiiii i 308
o a1 [gY= (=Tl o o To [0 =qUF: o S PUS 308
spanning-tree bpdumigratioNCheCK ...........occuuviiiiiiiii i 309
spanning-tree configuration NAME......ccuuii i e e 309
spanning-tree configuration reVISION .........ociei i e 309
SPANNINEG-TIEE COST..iiiiiiiiieiiittte ettt et e ettt et e e e s e st bttt e e e e e esaaabbbeaeeeeesssannssseaaeeeesssansnnes 309
o Y [aT = g =T T =L T Lo o SRR SSR 310
SPANNING-Tree fOrWard-timMe .......occiiii e e s bee e e e reeas 310
oY [aT - =TT o PRSP 310
SPANNINE-TrE MAX-AE et ieeuueerteteeeeeeeiirtteeee et e e s iibrteeeeeseesaanebteeeeeeessassssstaeeeeesssasssseaeeeessssannsnnes 311
SPANNING-TrEE MAX-NOPS..cii it e e ee e e e sbee e e e nareeas 311
SPANNING-TIEE MOTE .....iieii ittt e e e s e e e s st ee e e saabee e e esabeeeeessbaeesesabeeeesnnsenas 311
SPANNINEG-TIEE MST ..eeiiiiiiieiiiteee ettt e ettt et e e e s e st bttt e e e e e esaaabsbeaeeeeesssannssseaaeeeesssannsenes 312
SPANNING-TrEE MST INSTANCE ..uvviiiiiiiiiiiiiti e aeabaaabsbaaaeaasannas 313
SPANNING-TrEE MST PriOTITY ..uuuuuiuiiiiiiiiiiiii e aabaaaeaeaaanasanneannnnnanan 313
SPANNING-TrEE MSE VIAN ...iiiiiiiii et re e e e et e e e e e bte e e e e abaee e eeabeeeeennenas 314
SPANNING-TrEE POIT MOUE ... e et e e e et e e e e e bt e e e e ebte e e e e abeee e esabeeeeennnenas 314
SpPanNing-tree Port MOAE All........cuiiii e et e e e e e e 315
o= Ta Tl T oY= (T3 o Yo T it T o 1 Y N 315
oY [g Y =TI el o= {UF- T o [P S 315
SPANNING-TrEE TrANSIMIT .. euuiiiiiiiiiiiii b aaaaeaaaaaaasasasasnnasnensnnnnnnnnns 315
SPANNING-Tree UPINKFAST...cciuriiii i e e e e e e e e e e areeas 316
oY [aT =2 =TSRV - Yo FO PP 316
SPANNING-TIEE VIAN COSL .uviiiiiiiiiiiiie ettt e e re e e e st e e e e sbee e e e s abeee s esabeeeeenaseeas 317
spanning-tree vIan forward-time ... s 317
spanning-tree VIan hello-time ... s e 317
SPANNING-TrEE VIAN MAX-BZE ..vviiiiiiieieiiiiieeieitee e estee e sette e e e etee e e s sbaee e s sbteeeesbaeeeesabaaesesaseeesennsees 317
SPANNINEG-TIEE VIAN FOOT ...iiiiiiiiii it e e e s bee e e e s bae e s e sabeeeeennneeas 318
SPANNING-tree VIan Port-Priority ... e e e e 318
SPANNING-LrEE VIAN PrIOTILY c..eviiei it e e et e e e s e e e e s bae e e esabeeeeesaneeas 318
SHOW SPANNING-EIEE ceiiiiieei ettt e e e et ee e e s et e e e e ssabeeeeesabeeeeesstaaeeesnseeeesnnseeas 319
SHOW SPANNING-trEE ACIVE ....viiiiiiiii e et e e e ae e e e b e e e e naneeas 320
show spanning-tree backboNefast ..........ccoocviiii i e 320
SHOW SPaNNING-tree DIIEf .......oiiiee e e et e e et e e e 320
SHOW SPaNNING-treE INTEITACE. ... tiie e ettt e e et e e et e e e e nneeas 321
show spanning-tree Mst detailed.........c..eeioriiii i 321
show spanning-tree mst Port detailed .........cceeieeciiii i e 322
show spanning-tree Mst POrt SUMMAIY .....ceeiiiiiiiiiiiiiee ettt e e e e e e ectrare e e e e e e e ssnbareeeeeeeseesnrnnns 323
show spanning-tree mst port SUMMAry aCtiVe.........ceeeeeiieeciiiiiiiee et e e e e e e saneees 324
ShOW SPaNNINg-tree MSt SUMMAIY .......uuiiiiiee ettt e e e eeectrtte e e e e e e e eebree e e e e e e e s ernbtseeeeeeeeeennsnnes 324
ShOW SPaNNING-TrEE SUMMAIY ..ccciiiiiiciiiieeee e ettt e e e e e e ettt e e e e e e e e s abareeeeeaesessnssseeeeeaesesnnnsenes 325
Show spanning-tree UPIINKFAst .........cooiuiiii ittt e 325
SHOW SPANNING-LrEE VIAN ceiiieiiiii et e e e e e e e sbte e e e bae e e e sabeeeeeaneeas 326
spanning-tree Mac-address Aot ......ccveiiiiiiiei i e e 327
spanning-tree Mac-address dot1ad.........cooociieiiiiiii i 327
SPaNNING-tree@ Mac-address QULO.......ccccuiiiiiciiie et e e ere e et e e e e sbre e e e e beee e e sabeeeeennneeas 327
9.3 Loop Protection configuration COMMaNds..........coeeiiiiiiiiiiiei e e 328
keepalive (Global CONTIZ)....cccuiiiiiciee ettt e et re e s ebe e e aae e s abe e ebaeeeanas 328
keepalive (INterface CoONFIZ) ...coiviiiiiieeee ettt ettt te e s be e ebaeeeanas 328
Y= oY 1Y IE- Lot 4o o FO PP 328
keepalive diSablE-tIMEN .........uii e et e e e e e e e e e e e areeas 329
keepalive diSablE-tIMEN .........uii e et e e e e e e e e areeas 329
Y o VS =1 VU 329
SNOW KEEPAIIVE ...t e e e e et e e e e e e e e s bt aeeeeaeeeesenstseaeeeaaeeeannrenns 330
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SHOW KEEPalive StatistiCS....c.uviiiiiiiieicciiie e e e et e e e e eabae e e e eareeas 330
clear COUNLErs KEEPAIIVE ......ueiiiiiee e e re e e e ee e e e e e e e e eabae e e enaneeas 330
9.4 VLAN configuration COMMANAS ........ccoeciiiiieiiiiiiciieee et e e e e sta e e e s rate e e esaaeeeesnaaeeeeenaneeean 330
1V Tl 1 -] o - LY SRS 330
NETWOIK MZME_VIAN ...ttt et e e s bbe e e s sabreeessnsseeeeas 330
vlan 331
(VTN Tolel=T o =T 1= USSR 331
(VLTI Ta YooY 1 T USRS 331
VIaN iNternal @lloCatioN.......ocuieii i e s 332
VAN MAKESTATIC 1o evieee it e e et e e st e e e e e e e e b e e e e sbae e e enareeas 332
1Y T T 0 =10 L= USSR 332
VAN PArtiCIPAtioN ...ueei i e e e 333
VIaN Participation @ll.........oooiiii i s 333
vlan port acceptframeE all........ooo i e e 333
VIaN port ingressfilter @ll ... ..o 334
(VLT g T o Lo il 14T = | U ST 334
Y T g W Lo g o =Y ={=4 1o =2 Y | SRS 335
(VLT g W e o] doTolo] I={4'e YU o FS USRS 335
VIaNn ProtoCol BroUP NAME.......coi e e et e e e tee e e e e bee e e e e ba e e e e e abaee e eeabaeeeenaneeas 335
vlan protocol group add ProtoCOl.......c..uiiiciiiii e e e 335
[T go) doTole] I -1 o 1T o NSRS 336
[T geY deTele] IVIF: [ oI -1 o 1V ]« FO R 336
[l g el deTele] VI [ oI - TUT o JF- | | SRS 336
£ gTe 11V o ol o] o] e Yol | PSR 337
1V =TT 1V o USSR 337
(VLTI =441 V-SSR 337
VIan asSOCIAtioN SUBNEL......coouiiiiiie et 338
VIaN @SSOCIATION MAC ...utiiiiiiiiiieiee ettt st st sb e et sabe e s beeesabeesabeessaaeesabaeenns 338
2210 [0 ) (=R o I- | s PO U U P PP PP PP PP P PP 338
SROW VIAN <.ttt ettt e sat e sabe e e sbb e e st e e s bte e s beeebeeesabaesbaeenanes 339
] g Lo L Y F=T oI TSP 340
SHOW VIaN iNtEINAl USAZE ..uvviiiiciiiie ettt e e e e ee e s s b e e e e eabae e e esareeas 340
] 0T 1Y A = Yo T T =1 SR 340
] 3 Te XYY/ F=T 2 T o To ] o SRR 341
Show VIan association SUDNET .......ccuiiiiiiiic e aee e 342
o [o )V AV E T W= Yo Tl - 14 [o ] o I o - Lol 342
9.5 Double VLAN configuration COMMAaNGS........cuuiiiiiiiiiieeiiiee e ecieee et eectae e e eetre e e e eaae e e seaaeeeeenaeeeean 342
dvlan-tunnel ethertype (Interface Config MOde)........cueveeiiieiiecciiie e e 342
dvlan-tunnel ethertype primary-tPid ... 343
(Yoo [N [o it Mo T (U1 ] o =] USSR 343
MOAE AVIAN-TUNNEL.....oiiiiiiie ettt e s s sabee e e s sbae e e ssabbeeesansseeeeas 344
] VoLV YA [o mt Mo [ (U 1Y o 1= SRR 344
9.6 Private VLAN configuration COMMANGAS ......cccuiiiiiiiiiieiiiiie e et sertre e e svre e e sere e e ssaae e e esaaneeean 345
T el ool o] 1V L LTV - o ISR 345
SWitchport Mode Private-VIan. ... e e e 345
[ LAz LY = o TSRS 346
9.7 SWItch Ports CONfiUIrAtioN ... ..viii i e e e e s e sea e e e e aba e e e s aaneeeas 346
01V} ol oo To ) o il 4 Vo Yo [T PSS 346
switchport trunk alloWed VIAN ......cooeiiiice e e e 347
SWItChPOort trunk NAtiVe VIAN ..c.c.eeeee e e e et e e e 348
V1] el g o) g a- Tolol TN F- [ o USRS 348
SHOW iNterfaces SWItCHPOIT... ..o e e e e e e e e eareeas 349
ShoW INterfaces SWItCHPOIt.......oo e e e e e e e anr e aeeeas 349
9.8 Voice VLAN Configuration COMMAaNAS...........eueiiieiieiiiiiiieiee e eecciieee e e e e e eeccinrree e e e e e s esnnreeeeeeeeeennnnnnns 349
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Vo oY TN (][] o -1 I o o1 = PSRt 349
voice vlan (Interface Config MOAE) ....ccoviiii it e e 349
Vo oY T oW Y = o] o T o 1 4V U USRt 350
£ g Lo X Yo 1o -1 o PRSP 350
9.9 Provider Bridge configuration COmMMandS...........eiiiiiiiiiiiiiieeiiiiee et 351
9.9.1 Data Tunneling configuration COMMaNds........c.ccceveciiiiiiiiiei e 351
o Lo 8t I To Ja s Vo Lo [T PP 351
o Lo 8t I To YT Y ol TP 352
subscribe match UNtagged—PKL .......cooiiiiii i 353
SUDSCIIbE MAtCh PriOritY..cii i e e e e e 354
SUDSCIIDE MALCN CVI .. e bee e s s ee e e e areeas 354
subscribe Match cVid Priority ..o e 354
SUDSCIIDE MALCN SVId ... e ee e s e sb e e e as 354
SUBSCribe MAtCh SV CVId ...ccoouiiiiieiiiee e sb e s e s naee e sbeeenes 354
] o 1o | o TSSOt 354
] a1V A oY i =T IR Vo S SPSRPRE 355
show dotlad Service-sUDSCrIPLION........c.uiii it e e e e e 355
9.9.2 L2 Protocol Tunneling configuration commands..........ccccceeeeiiiieeeeiiee e 356
o Loyl = Yo I8 104 U] Y =] USSRt 356
(aTo X ol =T N 104 U 1 =) TSR 357
] a1V A oY i =T Iy Ve Yo [T SRS 357
SHOW dOt1ad I12EUNNEL...ciieieeciie et st e et e e s e e e be e e saseesnaeesnneeesaneeene 357
9.10 Provisioning (IEEE 802.1p) configuration COMMaNGS...........cccueeeiieeeiiiesiieeciee e sreeeree e e evee e 358
AV Lol e To g a1 g o o1 4V | | PRt 358
1V =TT o o 1 Y PPt 358
9.11 Cut-Through (ASF) configuration COMMAaNAS ........cc.eeeciiieiiieiiee ettt erre et e e e sree e sareesbee e 358
LoU) 2 o U T={ o e 0T o [PPSR 358
SHOW CUt-thIrOUZN MOE ... i e e e s e ebre e e e eareeas 359
9.12 Asymmetric Flow Control configuration..........ccuueeeeiiiiiiiiieccces e 359
flowcontrol {Symmetric|asyMMETIiC).....ccveiiieeciiieciee ettt 359
FIOWEONTIOL ...ttt ettt e st e s bt e e s abe e sbbe e sabeeeabeesaseesasaeesaseesn 359
SNOW FlOWCONTIOL....eeiiiiieee et ettt e s bt e e sabeesabeesnbeesabeeenns 360
9.13 Protected Ports configuration COMMANAS .........ueieeiiiiiieeiiie et ree e e e e e aree e e e eareeas 360
switchport protected (Global CoNfig)........cociiii i 360
switchport protected (Interface Config MOde) ........coocviiiiieiii i 361
SHOW SWItCHPOIT ProtECLEA .....ccoieiieie ettt e e e e b e e e e aneeas 361
SHOW iNterfaces SWILCRPOIT .....cooi et e et e e e rae e e e be e e e e aneeas 361
9.14 GARP coNnfiguration COMMANGS.......c.uueiiiiiiiieeciiee et eete e ettt e e e re e e e e aree e e e abeeeeeeabaeeeeenbaeeeeeaseeas 362
CT=L ==Y o TR [0 0 1= o o 1 N 362
Y=L == [ o IR [ LT gl 1T VUSSP 362
SEt Garp tiIMEr [EAVEAI ... ... et e e e e e e e e e e e e e e e anranes 363
] Lo L T == o o T USSR 363
9.15 GVRP configuration COMMANGS.......c.uiiiiiiiieieciiiie et crtee e et e e st e e e e e e e arae e e e sabaeeeenabeeeeenasenas 363
=12V 0 o JF- 1o [0 11 0] /0o Lo [T PRSP 363
= AV g o B[ a 1 e =T = Tol=T s T To [T PUS 364
SHOW BVIP CONFIGUIALION....ciiiiii et e e e ree e e e sbeee e e naeeas 364
Show mMac-address-table BMIP ... e e 365
9.16 Port-Based Network Access Control configuration commands ..........cceecveeeiiiiiee e, 365
aaa authentication dotIX default.......cooiiriiiii e e 365
ClEAr dOTLX STAtISTICS ivvreeriieiiiiieriee ettt ettt et sre e s be e e s be e s bt e e sbteesabaessabeesabeessneesabeeenes 366
clear dotlx authenticatioN-hiStOry.......cceiiiiiiie i e e 366
ClEAr rATIUS STATISTICS 1ouvveererieiiiieiiee ettt ettt rt e s te e e st e e s bt e e sateesbeessabeesabeesseeesabeeene 366
(o [o] a1 DIQ=T- o Yo ] 11 o Yo o IS USSRt 366
dot1X dyNamic-VIan €NAbIE ......ccee i i e e e e e e nnnes 366
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Lo Loy 0t D YqE= U =Ty BV =1 o RS 367
Lo Loy 0t D QT T =1 1 SRS 367
Lo Loy 0t D Qo o F= 3 o =T [ SR 367
(o Lo 8t D Q0 o - Y U Y=Y PRSP 368
o Lo} 8t D Qe To Y o et ol ] oY o o] SRS 368
o Lo ) a1 D Qe To o el ole] oY o] IF- | | PSR 368
(o Lo a1 D Qo g Torr YU o T o 1Y o - RSP 369
(o Loy it D Q=R TU =Y o N oF | PSR 369
o Loy it D Q=R TU 4 V=Y o N oF= 1 o T o (PR 369
o Lo ) at DY VS =T o B [V d o BT ol o1 o | [P 370
dotlx system-auth-control MONILOr ......ciiiiiiiiiii e 370
o Lo 81 QS 10 1 =T o YU PP 370
dotdxX UNAUtheNTICAtEA-VIAN....ccc i s e s s 371
Lo Lo 0t D QU 1Y =T RS 372
10 Ld o[l e A Tor= (o] K=Y ¥ o LU 372
10 Ld o [T e A [or= Y (o] g o] e [T SO RS 372
101 d o [T e A [or= (o] g T o] (oY | AV AR 373
AULheNtication tIMEN rESTAMT ... e e e e e e e eabe e e e e aneeas 373
show authentication authentication-hiStOry .........coooociiiiiiiiiie e e 373
Show authentication INTEITACE .......oii e et 374
Show authentication StAtISTICS ......uiiiiiiiee e e e e e e 374
show authentication METNOAS ........oocciiiiieee e e e e e e 374
show authentication StatiStics .......uiiiiiieiiie e 375
clear authentication StatistiCS ......uiiiiiiiiiic e 375
clear authentication authentication-hisStory.......cccccoeeiiii i, 375
£ g 101NV [ o PR 376
show dotlx authentication-hiStOry........ccoecuiiiiiiiiii e e e 379
SNOW OTLX CHENTS oottt ettt e sttt esabe e sbee e sabeesbaeesabeesabaeesanes 380
SNOW OTLX USEI'S ..veiiiiieiiieeiee ettt ettt ettt e sttt e st e sttt e sabee s bt eesateesabaeesbbeesabeesabaeesabeesseeesnsaesaraeenanes 380
9.17 802.1X SUPPHCANT COMMEANGS ...eiiiiiiieieiiiie ettt e e et e e e stae e e ssbbe e e esataeeeesnraeeeesnsneenan 381
(o Lo 81 DY q o T- TSR 381
dotdx supPlicant POrt-CONTIOL ... ..viiiiiieeece e e e e s ebae e e e nareeas 381
dOtAX SUPPIICANT MAX-STAI ..eeiiiiiiiie et e et e e e et e e e et e e e s eeaba e e e eabaeeeeenbaeeeeansenas 381
dotlx supplicant timMeoUt Start-Period.......ccueieecciiie e e e e e 382
dotlx supplicant timeout held-Period ... e e 382
dotlx supplicant timeout aUth-PeriOd.......ccueiiieiiiieciee e e 382
Lo Loy dt D YUY T o] o= oL AT =1 OSSR 383
] Lol YA [o ] o Q] = 4 ] 1 ok SRR 383
9.18 Task-based AULNOIIZAtION ......c.eeeieeeee e e e e e e er e e e e e e e e e sennnnns 383
TR =T g ={ (o 11| o R 384
L= 1] €= oYU o SRR 384
U] T g [ =1 ¢4 fo 10 o R 384
description (User Group CONFIZ) ...ccueeecrieiiiiiiiee ettt ettt ettt e e tte e sbe e e etae e sareeebaeesanes 384
[0 a1 S LA U TY =T =4 Lo U T o ISR 385
taskgroup (User Group CONFIZ) .ouuiiiuiiiiiee ettt ettt et e e e e tee s re e sbee e aaeesbaeenns 385
description (Task Group CONTIZ).....ccueiecriieriiieiiee ettt ettt e re e e sare e sbe e e staeesareeebaeeeanes 385
10 a1l g o =1 4= o U o SR 385
task [read] [write] [debug] [EXECULE] ......ciii et e 386
g Lo ) N VI =T 4 =4 o 10« RS 386
g Lo X TR = 1 =4 o 10|« TSR 386
g Lo X T T VLY=o | o SRS 386
9.19 Storm Control configuration COMMANAS ......c.uiiiiiiiiieeeceee e e e s raae e e e e aaeeeeas 386
StOrmM-CONtrol BroadCast .......eivi i e e et e e e e e e e e anrraaeeeas 387
storm-control broadcast aCtiON ..........eeeiii i 387
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StOrm-control broadcast [EVEL .........ocueiiiiiiiii i 388
STOrmM-control Broadcast Fate ......cccovciiiiiiiiiie et sare e sbe e 388
STOrM-CONEIOI MUIICAST.....veiiiii et s sbe e st essaee e sbeeenes 389
StOrm-control MUIICASt @CtION ......uiiii i s e 389
StOrm-control MUIICASE IEVEN ..cccneeeeee e e 389
STOrmM-CcoNtrol MUITICAST FAtE ..ueviiiiei e e e e e 390
o] g g ole] Y A o] IU] ] or- 1) AR PRSP 390
STOrmM-control UNICAst ACHION ...cccociiiii i sbee e e e 391
STOrM-CONtIOl UNICAST IEVEL.....uiiiiiieee e e e e e sbee e e e neeas 391
S de] g g eleY Y A o] IU| o Tor- 1y A - | <D PSPPSR 391
] g Lo IV o] g g B olo T o d o | PP 392
9.20 Link Dependency configuration COMMAaNdS ........ceieiiiiiiiiiiieeiiiee et 392
NO [INK SEATE TrACK ..eeiiiiie e e e e s e e s e sabee e e e areeas 392
1Y ] = (= = o T o PP 393
link state Sroup dOWNSTIEAM .......uviiieiiiie ettt e et e e e re e e e et e e e eabee e e earaeeeennbeeeeensenas 393
[iNk STAte SroUP UPSTIEAM ....uiiiiiiiiee ettt e et e e et e e e et e e e s e ab e e e e e nbaeeeennbeeeeeannenas 393
] 2 To X [T = 1IN Te YU T o TSRS 394
Show link state group detail .......cccuueie i 394
9.21 Link Local Protocol Filtering configuration commands ..........cccccveeeeiiiieiiiieee e e e 394
llpf 394
] aTo XV o) g =Y o = ol PR 394
9.22 MVR configuration COMMEANGS ......cccuviiiiiiiei e cciiee et e e e e e ate e e e e sarae e e eabee e e eenbeeeeenaseeeeennsenas 395
mvr 395
L0 01V =4 01U | « PP P T OPUPPPPRTRPNE 395
003V T a1 g g T=To [ o PSR 395
00377l 2 o Yo LT PSR 396
[0V o [0 1T VT o o =T TP PPPTR PP 396
L0010 AV o 1= TP PP PPPPPPPPPPPPPPPRE 396
IMNVE VIGN 1ttt et s bt e sttt e st e e s bt e e bt e e sabeeesubeesabeesaabeesabeeenbaeenaseesabaeenanes 396
00V VI T = o TU ] F PSSR 397
SROW IMVT Lttt sttt e st e s bt e e s a b e e s bte e sab e e sabeeesateesabeeesabeesabeesnseesabeeanns 397
SNOW MVUI MEMDEIS ...ttt e s e st e s sate e sbeeesabeesabeessbeesabeeenns 397
] o[ 1V A 8 VTN =T = Vol T SRS 397
] o[ 1Y A 8 VA A | 1 (o USSRt 397
Lo 1< oYU T 0 1Y o i = Yol YU PR 397
Lo 1< YU T 0 OV ol o F- 1ol = PRSP 398
9.23 LAG (802.3ad) configuration COMMANAS........cccuuiieeiiiiieeceiiie et e eeree e eeiree e e iree e e e sabee e e eeabae e e enareeas 398
[0 T ol o - T o o V=Y IR 398
=T (o oo o USSR 399
deleteport (Interface Config MOAE) ......ueeiiiiiie et 399
deleteport (Global CONFIZ)......uei ittt e e et e e e e aaeeas 399
(Yol oI 1o [0 VT T <GV U 399
(Yol o olo] | [=TotdoT gl s ¥ D Te [=] 1= 1 PP 400
(Yol o3 Tot de] gr=To [0 Y[ o 11 =1V PP 400
lacp actor admin state iINIVIAUA .......c.uveiiiiiiiecece e 400
lacp actor admin state loNGLHIMEOUL .......coicciiiiiiiie e e 401
lacp actor adMin STAtE PASSIVE c..uuvieieiiieeeccitee et e e e e s e e e e et e e e e e abaee s enabeeeeennsneas 401
(Yol T Yot do] gr=To [0 Y[ g T - £ PP 401
(Yol oJ=Tot de] gl o To o A o] To T o 1 £V 2RSS PRSP 402
Yol o oY a A =T a=To [a a1 o T =3 V2P 402
lacp partner admin state iNdividUual.........coccoveieeiiieie e 403
lacp partner admin state loNGLIMEOUL ......cc.vviiiiiieec e e 403
lacp partner admin Stat@ PASSIVE ......uuiiieieiiiccciieeeee e e e e e e e e re e e e e e e e anrraaeeeas 403
(Yol oI o= T V=1 o Yo o f e R 404
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Yol ol oY a A Y= gl oo il o] oY 1 0 ST 404
Yol o o F= Y R =T g V] (=Y o T ISR 404
Yol ol oY R A U=l g VA (=Y g a1 oY o] 1 4 2SR 405
[0 =T = Lol - - SRS 405
Yo T ol o =T oY1= B - | ol USRS 405
[ Te T A =Tl o 4o Yo [ SRSPPN 406
port |acpmMOode €Nable All .......ouiiiiiiie e s aeeeeas 406
port lacptimeout (Interface CoNFig) ....ccuviiiriciiicie e 406
port lacptimeout (Global CONFI) ....veieuiieiee e 407
port-channel admMiNMOUE .....coouiiiiiiiie e s e e e sba e e s sbre e e s seaeeeeas 407
POIt-ChANNEl TINKErAP wvveiiiiiieeieiiee e e e e e s ae e e e sbae e e esnbreeessnsneeeean 407
port-channel [0ad-DalanCe.......c.uuii i s ree e 408
port-channel [0Cal-PreferENCe ... ..o i seaee e 409
POIt-ChanNNEl MIN-TINKS ..cc.eviiieiieee et e e et e e s etae e e e e ba e e e esaareeeeeanaeeeean 409
[oTeT el o =T oY g T< I o F- T o1 DU 409
POrt-channel SYStEM PrioriTy....c..uiii e eerr e e e st e e e e ar e e e eeaareeeseanaeeaean 409
] oo 1V A = T Lo [ AU 410
] 3 Te 1V F= 1 o I T o ] RS 410
] g Lo XV T o I =L o 1= RS 411
] g Te XV oo u etel ¥ [ o] a1 I o T =] 2SS 411
] g Te XV oo etol ¥ [ o] o 1= SRS 411
show port-channel SYSteM Priority ....ccueieccuieieeciie e e e e e e e e eareeas 412
g Te )V o o] u efel a¥- [ o [=] X olo TU ] 0 {=Y o3 ST 412
clear POrt-Channel COUNLEIS....coc i e s b e e e s ebee e e e sareeas 413
clear port-channel all COUNTEIS .....uiiiiiiee e e 413
9.24 VPC configuration COMMANGS .....ccuiiiiiiiiie et e e e e st e e e sbae e e esabseeeesnneeeean 413
(V] o Yol e (o' =11 o USSR 413
FEALUINE VPC i e e e e s e e et e e e et ee e e e e b ae e e e e b ee e e e nbaeeeenaraeas 414
pPeEr deteCtion ENADIE ... .viii i e e e e araeeean 414
peer deteCtion INTEIVAl ... ...iii i e e e s b e e e sare e e eneraeeeas 414
peer-keepalive destiNation ... e e abeeeeas 415
PEEI-KEEPAIIVE EBNADIE...... e a e e naraeeean 415
PEEI-KEEPAIIVE TIMEBOUL.....uiiiiiiiiee ettt et e e e et e e e sbae e e e abaeeeesasreeeeensaeeanas 415
oYL=l T T 41 4V AU 416
YA (=T 0 4 1 4 - [P 416
VA =T 4 I o T T ] o 1 A PR 417
vpc 417
(Y ool oY== T ot 11 R 417
SHOW FUNNING-CONTIZ VPC .ttt ettt e et e ettt e e e tbe e e e e eab e e e e eabaeeeeeabaeeeeenneeas 418
K] L0 L TR o TR 418
] g Yo X VY] o Yol o 4 =] USSR 418
ShOW VPC CONSIStENCY-PAramMELEIS....uiiiiiee ettt e e e e e e eebre e e e e e e s nnreeeeeeas 418
SHOW VPC PEEI-KEEPAIIVE.......eiiieeiiieeeeee ettt e e re e e e ae e e e b ee e e e eabaeeeesaneeas 418
] g Te 1YY/ o Yol o L= RS 418
] g Lo L Y o Yol =Y 1 oS 418
(ol [T Y o ol =Y 1y d oSS 419
debug VPC PEEI-KEEPAIIVE ......eieiiieeeeee e e e et e e e earee s 419
debug vpc peer-link data-mesSage ........coovuiiiiiiiiieeece e 419
debug vpc peer-link control-Message aSyNC......ccveiieiiiiieiiiieee et e e e 419
debug vpc peer-link control-message bulk............oooviiiiiiiiiie e 419
debug vpc peer-link control-message CKPL......ccccveieeiiiie e e 419
(o 1< oYU TV Tol oYY o [] (<Yt [o ] o IR S 420
9.25 Port Mirroring configuration COMMANAS .........ceiiiiieeiiiiiieiee e e e e e e e eeererre e e e e e e e eennnnns 420
MONITOT SESSION SOUICE ..ceiiieiiiiiiiittteeeeeeeeiitttteeeeeesatabteeeeeeeesaaseseteeeeeessaanssseeeeeeesssannsseaaeesssaan 420

20 MES5448 and MES7048 Data Center Switches



MONItOr SESSION AESTINATION ...eiiiiiiiiiiiiii ettt e e e ba e e sare e sbaeesans 421
MONIEOT SESSION fHEEI ..eiiiiiieiie ittt ste e st e e s be e sbaeesateesabaeesanes 421
MONILOr SESSION MOTE ... .viiieiieiiieciie e ete ettt e erte st e st e et e e sbe e e sabeesbeesaeeesabeesnsaeessteessanesases 422
NO MONITOT SESSION 1eiiiiiiiiiiieeee e ettt et e e e sttt e e e e s s s s bt it et e eeessasanbtaeaeeesssassssaaeeaaesesansnnseneeeens 422
[ ol 39 To] a1 o] SRR PSP PPPPTOPRPPP 422
£ aTe 1YV 0 g Vo] a1 Yo T Y =111 [ o FU PRSP 422
S g Lo X Y Y W =Yg o Lo Ty o - [ [PPSR 423
9.26 Static MAC Filtering configuration COMMANAS......ccccuiiiiiiiiieeiiiiee e 423
00T 71 1= PRSP 423
T 71 =T =T Lo o LT PRSP 424
MACTIter adddest @ll.......coo i e nreeas 424
T 11 1 =T =T Lo K f o PRSP 425
T 111 =T Yo o K o= | | PRSP 425
Show Mac-address-table STAtiC.......cuciiiriiiiiie e e s aee e s 425
show mac-address-table staticfiltering ........ceeeveciei i 426
9.27 DHCP L2 Relay Agent configuration COmMmands..........ceeecuiiieiiiiieeecciiee et et e e 426
Lo ool o 12 <] - ST S 426
dhcp [2relay circuit-id SUBSCHPTION ...cc.viiiiciiee e e e 427
dhcp [2relay remote-id SUDSCIIPLION ....uviiiiiiiee e 427
dhcp [2relay SUDSCHIPLION c...eviiee et e e e e rae e e e eabe e e e e naeeas 428
Lo Yol o DA = PNV o U1 PR 428
Lo ool o DA <] =YV T o DO PR 428
dhcp [2relay remote-id VIAN ... e 429
SHOW dNCP 12r€1AY @l .. .o e e e e ee e e e sbee e e e nareeas 429
show dhcp 12relay CircUit-id VIaN .......ooccuiiiiiiiie e e 429
dhep [2relay CircUIt-id VIAN .....ocei e e e e s 429
ShOW dhCp 12relay INTEIrfaCe ...uuiiiiiie e e e e e e e 429
show dhcp 12relay remote-id VIaN ......ccueei i 430
show dhcp 12relay stats INTerface. ... e e 430
show dhcp 12relay subscription interface........cccccviii i 430
show dhcp 12relay agent-0ption VIaN ........ooeieii i 430
S aTe X Ve | oTel o M WA ¢ =1 1Y - T ISR 430
clear dhcp 12relay statistics INTEITACE ......iii ittt e 430
9.28 DHCP Client configuration COMMANGS ........ceceiiiiieeiiiiee e e eciee e e eree e e eree e e e aree e e esabeeeeeeaseeeeenasenas 431
o] aYol ol IT=T ol ANVZ<Y g Vo FoY i To B oY o d o] o VRN ST S 431
dhcp client vendor-id-0ptioN=-StriNgG ........ccoiiciieiieie e et e e e e e e 431
show dhcp client vendor-id-0ption .........eecociiii it e e et 431
9.29 DHCP Snooping configuration COMMAaNGS..........ueiiiiiiiieeeiiiee ettt e e e e e e ebre e e e earae e e e eareeas 431
[ToXe | aTof o XY g Voo o] o= U 431
[JoXe | aTof XY aToToY o] o= 2Va F- T o I U 432
ip dhcp snooping Verify Mac-address........ccuiiie it e e e e bee e e e 432
[JoXe ] aTof oI gloToT o1 g - 2= o 1= 1Y <SR 432
ip dhcp snooping database Write-delay .........coeecuiiieiiiii e 433
[ToXe | aTel ol gloToT o 11 a¥ =48 o1 (g [T =PRSS 433
[To 3o | ol o0 1 11 =T a4 o U1 PP 433
1o IRV 1 27 o1 LT L1 = PP 433
[ToXe | aTof oIy aToToT o 11 aY =40 110/ APPSR 434
ip dhcp SNOOPING 10Z-INVAlId....cccuiiiiiiiee e e e e e e e rabe e e e e eaneeas 434
[ToXe | aTol ol gToToT o 11 aY =40 { (U L) PP 434
[To Y81 7T 1 ol IR 435
] aTe X VT ol | Yol T g Yo Yo} o1 o =PRSS 435
show ip dhcp SNOOPINE DINAING ......coiiiiiiiie e e e 435
show ip dhcp SNoOPINE database .........uuviiiiieieeceee e et e e e e e e arenes 436
show ip dhcp SNOOPINE INLEITACES ........uiiiiiiee et e e e e arenes 436
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show ip dhcp SNOOPING STALISTICS ..veeiiciiiiiiiiiee e e e e 436
clear ip dhcp SNOOPING DINAING ...vviiieiiiieceeee e e e e e 436
clear ip dhcp SNOOPING STALISTICS ..vvveiiiiieeiciiiee e e e e ebae e e e eareeas 437
SHOW QP VEFIY SOUICE ..uviiiiiiiiieictee ettt e e st e st ee e s s b e e s s abee e s e sabeeessnareeas 437
SHOW P VEIIY INEEITACE. ittt ee e s e sbee e s e sareeas 437
SHOW i SOUICE DINAING .eeeieiiieiciie e s e e s e e s s sab e e s e sabee e s esareeas 437
9.30 Dynamic ARP Inspection configuration commands ..........ceevcuieiiiiiieeiiiiiiee e esree e esneee e 439
[To X1 s T a Y o T=Totd o o IRY] - [ o OSSR 439
iP arp INSPECLION VAlIdATE . .uiiiiiiiiie it e e e e sbae e e s sbreeesssaeeeean 439
ip arp iNSPECtion VIAN TOBEINEG ....uvviiiiiieiiiiie et e e ae e e s sbreeessereeeeas 439
IP AP INSPECTION TrUST ...eiiiiiiiiieiteee ettt e e e e e e st r e e e e e e e s e saabrbeeeeesesanas 440
[To X1 o T a1 o T=Tot o o 18 111 o 1 S OSSR 440
[To X T o BT g ] o T Lot o oI 11 =T oSSR 440
T oI Lol ol LT 11 S US 441
[oT=T 0 g oVl AT o T a o g 0 = Tol Vo 3 R 441
] g Lo X VAT oI 1 o L g 1Y o T=To o o F SR 441
Show ip arp iNSPECLION SEATISTICS ..vvviiiciiiieccieee e e e e e e e e 442
clear ip arp iNSPECtioN StAtISTICS....uuiiiiiieieceee e e e 442
ShoW ip arp iNSPECLION INTEITACES ..oicceiiee e e e e e bee e e e eareeas 443
] 3 To N T = Lol ol Ty [ RS 443
9.31IGMP Snooping configuration COMMANDS .........cccciiiiiieiiiie e e e e srre e e eeaae e e e e aaeeeeas 443
L1 =40 0] o PPN 443
set igmp header-validation ...........ciiiiiiiccc e e 444
SEt IgMP INtEITACEMOUE ..o e e e s ee e e e sabee e e e nabeeas 444
SEL IBMP FASE-lEAVE .ot e e e e e e e nareeas 445
set igmp groupmembership-interval ... 445
SET IZIMP MAXIESPONSE «.eeeiiiiieeieeeeiitirttee et e e ersrtirreeeeeesssstabareeeeesssassssbtraeeeesssassssrtaaeeeessssssssrenaeees 446
SET IZMP MCITrEXPITETIME woiiiiiiiiiieee e s e e e e s s ssaebaaaeeeesessssereneeeeas 446
LT ={0 0] o3 0 1 (o 10| (=] SR PP PRSPPI 446
SEt IgMP MIOULET INTEITACE . .iii it e s ee e e e eabae e e e sabeeas 447
SET IGMP FEPOIT-SUPPIESSION cetiiiiiiiiiiiiieeeeeeeeiitttte e et s e essitbereeeeessssstbbereeeeesssassssstaaeeeesssnssssssaeeees 447
] gTe XV T = g o 1Y s o To] o 11 oV S0 USSR 447
show igmpsnooping MroUter INTEITACE ........ueieieiieeecee e e e 449
Show igmPsSNOOPING MIOULEN VIAN .......eiiiiiieeeeee et e e e e e et 449
] g Yo X VT =1 oY o1y s Yo To] o 1T a Y453 o 1 RS 449
show mac-address-table igMPSNOOPING .......ueieiiiiie et 449
9.32 IGMP Snooping Querier configuration COMMAaNAS..........cceeeiiiiiieiiiiee et e e aaeee e 450
Y=L =40 0] o I [V =Y o L= TNt 450
set igmp querier QUErY-INtEIVAl ... e e e e e e s 450
L= A =da 0 o I [U =Y g T=Y gl ] T=T = o | Y TNt 451
LN =4 g 0 o I [V =Y g T=Y g V7= € o o [Nt 451
set igmp querier election PartiCiPate.. ... 451
SHOW i8MPSNOOPING QUETIET eeiieiiieeeiiieeeecireeeeetee e e stte e e e e treeeesebeeeesabaeeeenabaeeeasseeeeensseeesennsees 452
9.33 MLD Snooping configuration COMMANAS.........ueiiiiiiiieeiiiie e e e e e e saae e e e s aaeeeeas 453
7101 0] (o KOO O T PSR PUUPPIOTPTRPPPRR 453
SEt MId INtErfAaCEMOUE ... .ciiiii ittt et e e bae e sabeesbaeesanes 454
SEE MIA FAST-IEAVE ...eitii ettt st ettt e sa e s ba e e sabe e s bae e nans 454
set mld groupmembership-interval ... 454
SEE MIA MAXIESPONSE ...vviiiiiiiieecitee ettt e et e e e rre e e e s tbe e e e eabe e e e eabeeeaesbaeesasseeeeensseeeeennseens 455
SEE MIA MO EXPITELIME . cei e e st e et re e e e b e e e eabee e s e eabaeeeenseeas 455
70 0] (o o' T o 10 =T O TP PP 456
SEt MId MIrOULEr INTEITACE .. tii et st re e s aae e sanes 456
] VoLV 0] [o Ty g oToT o 11 =0 SRR 456
show mldsnooping Mrouter iNTErface .......oocviiieeee e 457
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show MIdSNO0PING MIOULET VIAN ....cciiiiiiicie et e e e e e e 457
ShOW MIASNO0PING SSM ENTIIES .. .uvviiiiiiie ettt e e e e ere e e e ebee e e e bae e e e eabeeeeennneeas 458
SHOW MIASNOOPING SSIM STALS...eiiiiiiiieiciiie et ee e e s ebre e e e ebr e e e e baee s e sabeeeeenanenas 458
ShOW MIASNOOPING SSIM BIOUPS ..uevveieieiiieeciiiee e eritee e eeteee e e stee e e s sbee e e ssbeeeessbeeeessbeeeessabeeeesnasenas 459
show mac-address-table MIdSNOOPING.......cccviiiiiiiiii e 459
ol [T Tl 0] {o £ g Yoo} o] o= PRSP 459
9.34 MLD Snooping Querier configuration ComMmMands..........ccccueievriiieeiniiiee e see e 459
A 001 [ Ko [U L= 1= PP 460
set mid querier QUENY_INTEIVAL........ooi it e e e 460
SEt MIA QUEIIET LIMEI EXPINY ..viiii ittt e e e s bee e e e s bee e s e sbeeeeenaneeas 461
set mld querier election PartiCiPate ... s 461
] aTe XV g1 e [ gTeT e oY oY= o U] o =] PRSP 461
9.35 Port Security configuration CoOmMmMAaNdS ........coocuiiiiiiiiiiicie et e s 462
oo ety =Tol B[ o) 1Y PP PPPPPPPPPPRE 463
POIrt-SECUNItY MAX-TYNAMIC ..uviiiiiuiiieeeiiieeeeiiteeeeeitteeeesitteeesstbeeeessteeeeesbeeeeesaseeeeessesesennsensesansens 463
oo ety =T ol B ) VA T D LY =) o [Pt 463
Yo T Y =Tl Y 4 g T Lol Yo [o [ Y SRS 464
POrt-SECUrity MAC-adUrESS MOVE....cciiciiiieeeiiieeeecitee e ectee e estee e e re e e eeareeeeesabeee e e nbaeesenaseeeeennsenas 464
port-security Mac-address STICKY.......civiiiiiiiiee et e e e e e e b e e e e rabee e e eeabeeeeeenneeas 464
MAC-address-table lIMit........ccoiiiiiiece e et e e saae e ereeesaes 465
] aTo XV oo o ef Y Yol U 1 | Y 2P 465
SHOW POIT-SECUITY AYNAMIC ....iii et e e e tre e e e e bre e e e rae e e e abeee e e nneeas 466
] aTe XV oo mfy Yol U 1 Y AR] - [ o PP 466
ShOW POrt-SECUTtY VIOIatioN....cciiciiiie e e e e 466
show mac-address-table Mt .........cooiiiii e 467
9.36 LLDP (802.1AB) configuration COMMANAS ........c.eeeiiieiiiiieiieeciee et steeeieeestte e e teeesareeeteeesareesrae e 467
1o T =T 0 ] oL PP 467
1o T =TT APPSR 467
1o o T 0= PP 468
1o T R =T 0 ] oL o 1Y 2RSSR 468
1o T I =] 4 gLl el 0 Y= | S PRSP 468
1o ol g Yo} 1 o= Yo o I PRSP 469
1o T ol gTou} dor=YuToT o ol 4T Y- | PRSP 469
Lol LT Tl Lo o TR = 14 Y 4oL USRS 469
clear Hdp remMOtE-0ata.......cccciiii it e et eette e e e et e e e e e be e e e s e abeee e eeabeeeeennnenas 470
] 2 Te XNV | o [ S S 470
] g To XV | Lo [ N1 (=T o =T < U EU T S 470
] Lo L A 1o [ o TS = £ o oSSR 471
ShOW [1dP rE€MOLE-AEVICE ......eiiiiiiee et e e e e e e et e e e e e e e s baseeeeeaeeeesnrnnes 471
show lldp remote-device detail........cuuviiiiii e e 472
] g ToX A 1o [ o TN Lo Tor=1 Ke 1LY ol USSR 472
show lldp l0cal-device detail .......oee e 473
9.37 LLDP-MED configuration COMMANAS.......uuuiiiiiiiiieiiiiee ettt st e e stee e e siree e s savae e s e savae e e enabaeesenareeas 473
1o T 0 0 =T PRSP 473
lldp med configNotifiCation ........c.ueiiiiiii e e 474
1o Tl g Y=Y I d =T a 1Y ' 2 A PP 474
1o T g Y=Y = | PP 474
lldp med confignotification @ll..........oocuieiiiiiieec e e 474
[ldp med faststartrePEAtCOUNT .......coivciiiiecceee e e e e e e e e aaeeas 475
lldp Med transmMIt-tIV all ........ooooieeee e e e e e e araeas 475
(] 2 Te XV | o o I 41T ISP S 475
] aTo XV | o o T g g T=Te T ] = o = ol TSR 475
show lldp med local-device detail..........ueeeeeieeee e e 475
ShOW l1dp MEd re€MOtE-AEVICE...cciii ittt e e e e e e e e e bt rr e e e e e e e e esnrenes 476
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show lldp med remote-device detail ........cccueeeiiiiiiiiiiiee e e 476
9.38 DoS (Denial of Service) configuration CoOmMmMands.........ccueeieiiiieiiiiiee e e 476
o Lo L TT ol a1 o] IF- | | PP 477
o Lo Tyole T A o] I T To 11 o JES TP 477
o Lo T uole T Aol I {16y - SRR 477
o Lo T yole T Aol I ol o] { =Y -SSP 478
(o Lo T yole T A o] I ol o] i =T SRS 478
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£ 3 Te 1 VT <INV & PSS 579
11.6 VLAN Routing configuration COmMMaNds .........cccueiiiiiiiei it e e e e e s 580
VAN FOULINEG .t e e e et e e e et e e e e s e abae e e e e abaeeeeeabeeeessnbaeeeennseeas 580
INEEITACE VIAN weeiniiieee ettt et e sttt e sbe e e st e e sbaesnabeesabaeenanes 580
] 3 Te X VT <INV F- o TSR 580
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SYMBOLS
Symbol Description

(] Square brackets are used to indicate optional parameters in the command
line; when entered, they provide additional options.

0 Curly brackets are used to indicate mandatory parameters in the command
line. You need to choose one of them.

“n

“n In the command description, these characters are used to define ranges.

“1” In the command description, this character means 'or'.

“” In the command description, this character indicates the default value.

Calibri Italic

Calibri Italic is used to indicate variables and parameters that should be re-
placed with an appropriate word or string.

Bold Notes and warnings are shown in semibold.

<Bold Italic> Keyboard keys are shown in bold italic within angle brackets.

Consolas Command examples are shown in Consolas.

Command execution results are shown in Consolas in a frame with a shadow

border.

Notes and Warnings

I

L2

Notes contain important information, tips, or recommendations on device operation
and configuration.

Warnings inform the user about situations that may be harmful to the user, cause dam-
age to the device, malfunction or data loss.
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1 INTRODUCTION

Eltex MES5448 and MES7048 switches provide full Layer 2 and Layer 3 functionality allowing them
to be used as aggregation switches as well as in data centers. Switch software is optimized to scale and
improve data center performance.

MES5448 and MES7048 meet the data centers requirements for Top-of-Rack and End-of-Row
switches and carrier requirements for aggregation and backbone networks equipment, providing high
performance and cost-efficient solution.
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2 PRODUCT DESCRIPTION

2.1 Purpose

MES5448 and MES7048 switches are high-performance devices equipped with 10GBASE-
R/1000BASE-X and 40GBASE-R, 100GBASE-SR4/LR4 interfaces and intended to be used in data centers as
Top-of-Rack or End-of-Row switches as well as in aggregation and backbone networks of carriers.

Non-blocking switching matrix allows correctly processing of packets at maximum speads, while
maintaining minimal and predictable delays on all types of traffic.

The front-to-back cooling provides effective cooldown in modern data centers.

The devices allow hot swapping of power and ventilation modules providing smooth network
operation.

2.2 Switch features

2.2.1 Basic features

Table 2.1 lists the basic administrable features of switches of this series.

Table 2.1 — Basic device features

Head-of-line blocking HOL blocking occurs when device output ports are overloaded with traffic coming
(HOL) protection from input ports. It may lead to data transfer delays and packet loss.

The ability to support the transmission of super-long frames, which allows data to
Jumbo Frames be transmitted by a smaller number of packets. This reduces the amount of service
information and, consequently, the packets processing time.

With flow control you can interconnect low-speed and high-speed devices. For avoid
buffer overrun, the low-speed device can send PAUSE packets that will force the
high-speed device to pause packet transmission.

Flow control
(IEEE 802.3X)

You can combine multiple switches in a stack. In this case, switches are considered
as a single logic device with shared settings. There are two stack topologies — ring
and chain. All ports of each stack unit must be configured from the master switch.
Device stacking allows for reducing network management efforts and increasing its
fault-tolerance.

Operation in device
stack

2.2.2 MAC address processing features

Table 2.2 lists MAC address processing features.

Table 2.2 -MAC address processing features

Table of The switch creates an in-memory look-up table which contains MAC addresses and
MAC addresses due ports.
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Learning mode

When learning is not available, the incoming data on a port will be transmitted to all
other ports of the switch. Learning mode allows the switch to analyse the frame,
discover sender's MAC address and add it to the routing table. Then, if the destina-
tion MAC address of an Ethernet frames is already in the routing table, that frame
will be sent to the port specified in the table.

MAC Multicast support
(MAC Multicast support)

This feature enables one-to-many and many-to-many data distribution. Thus, the
frame addressed to a multicast group will be transmitted to each port of the group.

Automatic Aging for
MAC Addresses
(Automatic Aging for MAC
Addresses)

If there are no packets from a device with a specific MAC address in a specific peri-
od, the entry for this address expires and will be removed. It keeps the switch table
up to date.

2.2.3 Layer 2 features

Table 2.3 lists Layer 2 (OSI Layer 2) features and special aspects.

Table 2.3 - Layer 2 (OSI Layer 2) Features description

IGMP implementation analyses the contents of IGMP packets and discovers network

IGMP Snooping devices participating in multicast groups and forwards the traffic to the correspond-
ing ports.
MLD Snooping MLD protocol implementation allows the device to minimize multicast IPv6 traffic.
MVR (Multicast VLAN This feature can redirect multicast traffic from one VLAN to another using IGMP
Registration) messages and reduce uplink port load. Used in lll-play solutions.

Storm Control
(Broadcast, multicast,
unknown unicast Storm
Control)

«Storm» is a multiplication of broadcast, multicast and unknown unicast packets in
each host causing their exponential growth that can lead to the network meltdown.
The switches can restrict the transfer rate for multicast and broadcast frames re-
ceived and sent by the switch.

Port Mirroring

Port mirroring is used to duplicate the traffic on monitored ports by sending ingress
or and/or egress packets to the controlling port. Switch users can define controlled

Private VLAN

(Port Mirroring) and controlling ports and select the type of traffic (ingress or egress) that will be
sent to the controlling port.
This feature enables the creation of isolated group of ports that can exchange traffic
Protected ports . )
only with each other. Traffic can not expand beyond a group.
Support of Private VLAN (PVLAN) technology enables isolation of L2 traffic between switch

ports located in the same broadcast domain.

Spanning Tree Protocol

Spanning Tree Protocol is a network protocol that ensures loop-free network topol-
ogy by converting networks with redundant links to a spanning tree topology.
Switches exchange configuration messages using frames in a specific format and,
based on which, enable or disable traffic transmission through ports.

IEEE 802.1w Rapid
spanning tree protocol

Rapid STP (RSTP) is the enhanced version of the STP that enables faster convergence
of a network to a spanning tree topology.

IEEE 802.1w Rapid
spanning tree protocol

Multiple Spanning Tree Protocol (MSTP) is the enhanced version of the RSTP that
enables configuration of a single spanning tree for certain VLANs or VLAN groups.

Per-VLAN Spanning Tree
protocol Plus

Per-VLAN Spanning Tree protocol Plus (PVSTP+) is the enhanced version of the STP
that enables the start of certain STP instances in certain VLANSs.
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VLAN is a group of switch ports that form a single broadcast domain. The switch

(Operation, Administration,
and Maintenance, IEEE

VIAN supports various packet classification methods to identify the VLAN they belong to.
IEEE 802.1Q is an open standard that describes the traffic tagging procedure for
802.1Q transferring VLAN inheritance information. It allows multiple VLAN groups to be
used on one port.
OAM EthernetOAM (Operation, Administration, andMaintenance), IEEE 802.3ah — func-

tions of data transmission channel level corresponds to channel status monitor pro-
tocol. The protocol uses data blocks of OAM (OAM PDU) to transmit information on
the channel status between connected Ethernet devices. Both devices must support

802.3ah)
standard IEEE 802.3ah.
GARP VLAN GARP VLAN registration protocol dynamically add/removes VLAN groups on the
(GVRP) switch ports. If GVRP is enabled, the switch identifies and then distributes the VLAN
inheritance data to all ports that form the active topology.
Port-Based This feature enables assigning VLAN tag to a packet on the basis of the physical port
VLAN it was received from.

LAG group creation

The device allows for link group creation. Link aggregation, trunking is a technology
that enables aggregation of multiple physical links into one logical link. This leads to
greater bandwidth and reliability of the backbone 'switch-switch' or 'switch-server'
channels. There are options for traffic balancing based on MAC address, IP address,
VLAN and TCP/UDP port.

A LAG group contains ports with the same speed operating in full-duplex mode.

Link aggregation with
LACP

LACP (IEEE 802.3ad) provides automatic aggregation of multiple switch physical
ports to a single data transmission link.

The protocol constantly monitors whether link aggregation is possible; in case one
link in the aggregated channel fails, its traffic will be automatically redistributed to
functioning components of the aggregated channel.

Auto Voice VLAN

Allows you to identify voice traffic by OUI (Organizationally Unique Identifier —first
24 bits of the MAC address) or L4 port. If the MAC table of the switch contains a
MAC address with VolP gateway or IP phone OUI, this port will be automatically

support added to the voice VLAN (identification by SIP or the destination MAC address is not
supported).
QinQ tunnels implementation, according to which the traffic incoming from a user
Dotlad to carrier’s network is tagged with two VLAN tags. Internal tag is a customer tag (C-

tag) and external one is a Service VLAN tag (S-tag).

2.2.4 Layer 3 features

Table 2.4 lists Layer 3 functions (OSI Layer 3).

Table 2.4 - Layer 3 Features description (Layer 3)

BootP and DHCP clients
(Dynamic Host Configuration
Protocol)

The devices can obtain IP address automatically via the BootP/DHCP.

Static IP routes

The switch administrator can add or remove static entries into/from the routing
table.

Address Resolution
Protocol

ARP maps the IP address and the physical address of the device. The mapping is es-
tablished on the basis of the network host response analysis; the host address is
requested by a broadcast packet.
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The dynamic routing protocol that allows routers to get new routing information

Shortest Path First)

) RiP ) from the neighbour routers. This protocol detects optimum routes on the basis of
(Routing Information
hops count data.
Protocol)
A dynamic routing protocol that is based on a link-state technology and uses Dijks-
OSPF protocol (Open tra's algorithm to find the shortest route. OSPF protocol distributes information on

available routes between routers in a single autonomous system.

Virtual Router

VRRP is designed for backup of routers acting as default gateways. This is achieved

Forwarding Detection)

Redundancy Protocol by joining IP interfaces of the group of routers into one virtual interface which will
(VRRP) be used as the default gateway for the computers of the network.

BFD protocol ensures bidirectional connectivity between routers that can be more

BFD (Bidirectional than one hop apart. BFD has a very low time (flexibly customizable) for determining

the failure of the communication channel and, as a result, a quick switch to the
redundant route.

BGP

BGP (Border Gateway Protocol) is a dynamic routing protocol, that belongs to the
class of external gateway routing protocols. BGP is designed to exchange subnet
reachability information between autonomous systems, that is, groups of routers
under common technical and administrative control. It uses the intradomain routing
protocol to determine the routes inside and the interdomain routing protocol to
determine the packet delivery routes to other autonomous systems.

2.2.5 QoS features

Table 2.5 lists the basic quality of service features.

Table 2.5 - Basic quality of service features

Priority queues support

The switch supports egress traffic prioritization with queues for each port. Packets
are distributed into queues by classifying them by various fields in packet headers.

802.1p class of service
support

802.1p standard specifies the method for indicating and using frame priority to en-
sure on-time delivery of time-critical traffic. 802.1p standard defines 8 priority lev-
els. The switches can use 802.1p priority value to assign frames to priority queues.

2.2.6 Security features

Table 2.6 — Security features

A switch feature designed for protection from DHCP attacks. Enable filtering of
DHCP messages coming from untrusted ports by building and maintaining DHCP

DHCP snooping snooping binding database. DHCP snooping performs functions of a firewall be-
tween untrusted ports and DHCP servers.
UDP relay Broadcast UDP traffic forwarding to the specified IP address.
DHCP server features DHCP server performs centralised management of network addresses and corre-

sponding configuration parameters, and automatically provides them to subscribers.

IP Source address guard

The switch feature that restricts and filters IP traffic according to the mapping table
from the DHCP snooping binding database and statically configured IP addresses.
This feature is used to prevent IP address spoofing.
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Dynamic ARP Inspection
(Protection)

A switch feature designed for protection from ARP attacks. The switch checks the
message received from the untrusted port: if the IP address in the body of the re-
ceived ARP packet matches the source IP address.

If these addresses do not match, the switch drops this packet.

L2 —1L3— L4 ACL (Access
Control List)

Using information from the level 2, 3, 4 headers, the administrator can configure
politics for processing or dropping packets.

Time-Based ACL

Allow you to configure the time frame for ACL operation.

A switch feature that allows you to specify the host MAC addresses that are allowed

authentication (802.1x)

Port Security to transmit data through the port. After that, the port transmits packets if the send-
er's MAC address is not specified as allowed.
Port based IEEE 802.1x authentication mechanism manages access to resources through an

external server. Authorized users will gain access to the network resources.

2.2.7 Switch Control features

Table 2.7 — Switch control features

Uploading and
downloading the
configuration file

Device parameters are saved into the configuration file that contains configuration
data for the specific device ports as well as for the whole system.

Trivial File Transfer
Protocol (TFTP)

The TFTP is used for file read and write operations. This protocol is based on UDP
transport protocol.
The devices are able to outswap and transfer configuration files and firmware imag-
es via this protocol.

Secure Copy protocol
(SCP)

SCP is used for file read and write operations. This protocol is based on SSH network
protocol.

The devices are able to download and transfer configuration files and firmware im-
ages via this protocol.

File Transfer Protocol
(FTP)

The FTP is used for file read and write operations. This protocol is based on TCP
transport protocol.
The devices are able to outswap and transfer configuration files and firmware imag-
es via this protocol.

SSH File Transfer
Protocol (SFTP)

SFTP is an application level protocol designed to copy and perform other file opera-
tions on top of a secure and reliable connection.

The devices are able to outswap and transfer configuration files and firmware imag-
es via this protocol.

Remote monitoring
(RMON)

Remote network monitoring (RMON) is an extension of SNMP that enables monitor-
ing of computer networks. Compatible devices gather diagnostics data using the
network management station. RMON is a standard MIB database that contains ac-
tual and historic MAC-level statistics and control objects that provide real-time data.

Simple Network
Management Protocol
(SNMP)

SNMP is used for monitoring and management of network devices. It consists of a
set of standards for network management, including an application protocol, a da-
tabase chart, and a set of data objects.

Command Line Interface

Switches can be managed using CLI locally via serial port RS-232, or remotely via
Telnet/SSH. Console command line interface (CLI) is an industrial standard. CLI in-

(CLl) terpreter provides a list of commands and keywords that help the user and reduce
the amount of input data.
Svslo Syslog is a protocol designed for transmission of system event messages and error
ysiog notifications to remote servers.
SNTP SNTP is a time synchronization protocol. This protocol guarantees the accuracy of
(Simple Network Time time synchronization of a network device with a server up to a millisecond.
Protocol)
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Traceroute

Traceroute is a service feature that allows the user to display data transfer routes in
IP networks.

Privilege level controlled
access management

The administrator can define privilege levels for device users and settings for each
privilege level (read-only - level 1, full access - level 15).

Management interface
blocking

The switch can block access to each management interface (SNMP, CLI). Each access
interface can be blocked independently:

Telnet (CLI over Telnet Session)

Secure Shell (CLI over SSH)

TFTP
HTTP
HTTPS
SNMP
SNTP

Local authentication

Passwords for local authentication can be stored in the switch database.

RADIUS is used for authentication, authorization and accounting. RADIUS server

Terminal Access Controller
Access Control System

RADIUS client uses a user database that contains authentication data for each user. The switches
implement a RADIUS client.
(TACACS+) The device supports client authentication with TACACS+ protocol. The TACACS+ pro-

tocol provides a centralized security system that handles user authentication and a
centralized management system to ensure compatibility with RADIUS and other
authentication mechanisms.

SSH server functionality allows SSH clients to establish secure connection to the de-

SSH server .
vice for management purposes.
Macrocommand This feature allows the user to create sets of commands—macrocommands—and user
support them to configure the device.

2.2.8 Data Center features

Table 2.8 - Main Data Center features

Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) is a security feature
EIP Snoopin intended for preventing of unauthorized access and data transmission in Fibre
ping Channel (FC) networks. The feature filters traffic, allowing only those storage servers
that are entitled to it.
Data Center Bridging Exchange (DCBX) protocol is used by devices to exchange con-
figuration information with directly connected nodes. It is an extension of LLDP.
LLDP DCBX g Y
The Priority-based flow control (PFC) feature provides the means to suspend traffic
PFC (Priority Flow of a certain priority (802.1p) when congestion occurs in an outgoing queue.
Control)
The 802.1Qau standard solves the problem of overflowing outgoing queues using
QCN (Quantized the Quantized 'Congest.lon Notification (QCN) protocQI. Switches consta'ntly analyze
C tion Notification) the load of their outgoing queues. When the queue size exceeds a certain threshold
ongestion NOUJication | onq continues to grow, the switch sends special service messages to the traffic
source at a specific frequency.
This protocol provides the capability to flexibly adjust the bandwidth for traffic of a
ETS (Enhanced certain priority.
Transmission Selection)
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Cut-Through

The Cut-Through mode allows the switch to begin forwarding a packet before its
reception has been completed. That reduces delays when sending large and super-
large packets.

Openflow

Openflow protocol allows you to manage the switch from a central Openflow con-
troller.

2.2.9 Additional features

Table 2.9 lists additional device features.

Table 2.9 — Additional device functions

Virtual Cable Test (VCT)

The network switches are equipped with the hardware and software tools that al-
low them to perform the functions of a virtual cable tester (VCT). The tester check
the condition of copper communication cables.

Optical transceiver
diagnostics

The device can be used to test the optical transceiver (DDM). During testing, param-
eters such as current and supply voltage, transceiver temperature, signal power are
monitored. Implementation requires support of these functions in the transceiver.

2.3 Main specifications

Table 2.10 shows main switch specifications.

Table 2.10 — Main specifications

General parameters

Interfaces

1 x 10/100/1000BASE-T (OOB);
48x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)

1xUSB

MES5448

1 x 10/100/1000BASE-T (OOB);

48 x 10GBASE-R (SFP+)/1000BASE-X (SFP);
6 x 100GBASE-SR4/LR4 (QSFP28)

1xUSB

MES7048

Capacity

MES5448 1.28 Thps

MES7048 | 1.92 Thps

Buffer memory

MES5448 9 MB

MES7048 16 MB

MAC Address Table

MES5448 128K

MES7048 228K

TCAM routing volume
(number of ACL rules)

MES5448 2K input, 1K output

MES7048 16K input, 1K output

ARP records number

6K

Number of IPv4 Unicast routes 16K*

1 Number of IPv4 Unicast routes can be increased up to 256K
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Number of IPv6 Unicast routes 8K?!
Number of multicasrt groups 2K

VLAN table 4094
SQinQ rules number 4094
Quality of Services (QoS) 7 queues
Total number of VRRP routers 20

Total number of L3 interfaces 256
Total number of virtual Loopback 64

interfaces

LAG 64, up to 32 ports per LAG
MSTP instances quantity 64
MES5448 12270 bytes
Jumbo frames
MES7048 9394 bytes
Stacking Up to 8 devices
IEEE 802.3ac

Standard compliance

IEEE 802.3ad — channel aggregation

IEEE 802.3ae — 10 GbE

IEEE 802.1ak — MRP

IEEE 802.1S — Multiple Spanning Tree (MST)

IEEE 802.1W — Rapid Spanning Tree (RSTP)

IEEE 802.1D — Spanning Tree (STP)

IEEE 802.1Qat — MSRP

IEEE 802.1Qav — Time-Sensetive Streams

IEEE 801.1Qbb

IEEE 802.1v — VLAN classification

IEEE 802.1p — traffic prioritization

IEEE 802.1X

IEEE 802.3x — Flow Control

IEEE 802.1AB — LLDP

IEEE 802.1Qbb — Priority-based Flow Control

IEEE 802.1ad — Double VLAN tagging

IEEE 802.1ag — Connectivity Fault Management (CFM)
IEEE 802.3ah — Operations, Administration, and Maintenance (OAM)
IEEE 802.1Qau — Congestion Notification

IEEE 802.1Qaz — Enhanced Transmission Selection (ETS)

Control

Local control

Console

Remote control

Telnet, SSH, SNMP, Netconf, HTTP/HTTPS, OpenFlow

Physical specifications and ambient conditions

Power supply

AC: 176..264V, 50 Hz

DC: 36..72V

Power options:

- Single AC or DC power supply

- Two AC or DC hot-swappable power supplies

MES5448

max 150 W

Power consumption
MES7048

max 400 W

1 Number of IPv6 Unicast routes can be increased up to 128K
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MES5448 440 x 425 x 44
Dimensions
MES7048 440 x 447 x 44
Operating temperature From 0 to 50°C
Storage temperature From -40 to +70°C
Relative humidity Not more than 80% (without condensation)
Average lifetime 10 years

2.4 Design

This section describes design of MES5448 and MES7048 switches, presents front, rear and side de-
vice panel views, describes the connectors, LEDs and controls.

MES5448 and MES7048 switches have a metal-enclosed design for 1U 19" racks.

2.4.1 Layout and description of MES5448 front panel

Unit

Opower 377
OMaster T
OFan | L

oT L&

Fig. 1 — MES5448 front panel

Table 2.11 lists connectors, LEDs and controls located on the front panel of the switch.

Table 2.11 — Description of MES5448 connectors, LEDs and the controls located on the front panel

Ne Front panel element Description
Unit ID Indicator of the stack unit number.
Power Device power LED.
1 Master Device operation mode LED (master/slave).
Fan Fan operation LED.
RPS Backup power supply LED.
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Console

Console port for local management of the device.
Connector pinning:
not used

not used

RX

GND

GND

TX

not used

not used

not used

©OCooONOOULL D WNER

Functional key that reboots the device and resets it to factory default con-
figuration:

- pressing the key for less than 10 seconds reboots the device;

- pressing the key for more than 10 seconds resets the device to factory
default configuration.

[1-48]

Slots for 10g SFP+/1G SFP transceivers.

XLG1, XLG2
XLG3, XLG4

Slots for XLG1-XLG4 transceivers Transceivers 40G QSFP+

2.4.2 MES5448 rear panel

The rear panel layout of MES5448 switch is depicted in - Fig. 2

Fig. 2 — MEES5448 rear panel

Table 2.12 lists rear panel connectors of the switch.

Table 2.12 — Description of the rear panel connectors of the switch

Ne Rear panel elements Description

1 PM350-220/12 power source

2 Power source fan

3 ~220 VAC 50 Hz max 1A Connector for AC power supply

4 Removable fans Hot-swappable removable ventilation modules
Out-of-band 10/100/1000BASE-T (RJ-45) port for remote device manage-

5 00B ment.
Management is performed over network isolated from the transportation
network.

6 USB USB port
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7 Earth bonding point = Earth bonding point of the device

8 Backup power supply slot

2.4.3 MES5448 side panels

© © ©
® ® ® © ® |
Fig. 3 - right side MES5448 panel
| C) © ©
| ® © ® . »

Fig. 4 - left side MES5448 panel

Side panels of the device have air vents for heat removal. Do not block air vents. This may cause
overheating of the components, which may result in device malfunction. For recommendations on device

installation, see section 'Installation and connection'.

2.4.4 Layout and description of MES7048 front panel

=
7

AeLtex MEs

g

@g_sao

Fouer O F2ZAH¥A

master Off ® 5 ©

status O

FErETr Frr PR

FanOll 1a4¥2 3a¥4 SAYG 7AYS O9AYIO 11AY1Z 13AVI4 1SAYVI6 17AV1S 19AY20 ZLAVZ2 Z3AV24 25AVI6 Z7AV2S 29A¥30 314V32 AV BAVIG 37,

2
IS
<
8

g

1]
=
Ld
-
8
&
[
«
2
&
4
«
&
&
>
<
&
& i
»
-
g

R £ Fr

51A¥52

S3A VS

1-L2 3

Fig. 5 — MES7048 front panel

Table 2.13 lists connectors, LEDs and controls located on the front panel of the switch.

Table 2.13 — Description of MES7048 connectors, LEDs and the controls located on the front panel

|
4

Ne Front panel element Description
Unit ID Indicator of the stack unit number.
Power Device power LED

1 Master Device operation mode LED (master/slave).
Status Device status LED
Fan Fan operation LED.

figuration:

default configuration.

2 F - pressing the key for less than 10 seconds reboots the device;
- pressing the key for more than 10 seconds resets the device to factory

Functional key that reboots the device and resets it to factory default con-

3 [1-48] Slots for 10g SFP+/1G SFP transceivers.

4 [49-54] Slots for 40G (QSFP+)/100G (QSFP28) transceivers.
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2.4.5

MES7048 rear panel

1
I

The rear panel layout of MES7048 switch is depicted in - Fig. 6.

230 VAL 750 Hr [ max 3,54

EIIEATRY)
@®

L

Fig. 6 — MES7048 rear panel

Table 2.14 lists rear panel connectors of the switch.

Table 2.14 — Description of the rear panel connectors of the switch

Ne Rear panel elements Description
1 PM350-220/12 power source
2 Power source fan
3 ~220 VAC 50 Hz max 1A Connector for AC power supply
4 Removable fans Hot-swappable removable ventilation modules
5 USB USB port
Console port for local management of the device.
Connector pinning:
1 not used
2 not used
3 RX
6 Console 4 GND
5 GND
6 TX
7 not used
8 not used
9 not used
Out-of-band 10/100/1000BASE-T (RJ-45) port for remote device manage-
7 00B ment.
Management is performed over network isolated from the transportation
network.
8 Earth bonding point = Earth bonding point of the device
9 Backup PM350-220/12 power source
2.4.6 MES7048 side panels
o (<] 2
) © ®
Fig. 7 - right side MES7048 panel
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2.4.7 Lightindication

Fig. 8 - left side MES7048 panel

Side panels of the device have air vents for heat removal. Do not block air vents. This may cause
overheat of the components, which may result in device malfunction. For recommendations on device
installation, see section 'Installation and connection'.

Ethernet interface status is represented by two LEDs: green LINK/ACT and amber SPEED. Location
of LEDs is shown in figures 9 and 14.

(
—

LINK/ACT

SPEED

Fig. 9 — QSFP+ transceiver socket layout

]

LINK/ACT  SPEED

Fig. 10 — SFP/SFP+ socket layout

Table 2.15 — XLG ports status LED

SPEED indicator is lit

LINK/ACT indicator is lit

Ethernet interface state

Port is disabled or connection is not estab-

Off Off lished
Always on Always on 40/100 Gbps connection is established
Always on Flashes Data transfer is in progress
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Table 2.16 — XG ports state LED

SPEED indicator is lit LINK/ACT indicator is lit Ethernet interface state
Off Off I?ort is disabled or connection is not estab-
lished
off Always on 1 Gbps connection is established
Always on Always on 10 Gbps connection is established
X Flashes Data transfer is in progress

Unit ID (1-8) LED indicates the stack unit number.

System indicators (Power, Master, Fan, RPS) are designed to display the operational status of the
switch modules.

Table 2.17 — System indicator LED

LED name LED function LED State Device State
Off Power is off
. Power is on, normal device
Power Power supply status Solid green .
operation
Solid red Device power system malfunction
. Solid green The device is a stack master
Indicates master —
Master . The device is not a stack master
stack unit Off . .
or stacking mode is not set
Solid green Temperature is below 80°C
Device temperature Solid orange Temperature is from 80°C to 90°C
Status ) - -
LED Solid red Temperature is above 90°C
Off Power is off
. Solid green All fans are operational
ling f
Fan Cooling fan status Solid red One or more fans are failed
Solid green Backup power supply is
connected and operates correctly
Backub power suppl There is no backup source
RPS p P PPV 1 solid red primary power supply or its
operation mode . .
failure or fan failure.
Backup power supply is not
Off
connected
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2.5 Delivery package

The standard delivery package includes:

— Ethernet switch;

— Rack mounting set;

— Information leaflet;

—  Certificate of conformity;
— Passport.

At the customer's request, the delivery package can be optionally included:

— User manual on CD;

— Console cable;

— PM350-220/12 power module;

— Power cord Europlug-C13 1.8m (in case of supplying with PM350-220/12 power module);
— PM350-48/12 power module;

— Power cord PVS 2x1.5 2m (in case of supplying with PM350-48/12 power module);

—  SFP/SFP+/QSFP+/QSFP28 transceivers.
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3 INSTALLATION AND CONFIGURATION

This section describes installation of the equipment into a rack and connection to a power supply.
3.1 Support brackets mounting

The delivery package includes support brackets for rack installation and mounting screws to fix the
device case on the brackets. To install the support brackets:

Fig. 11 — Support brackets mounting

1. Align four mounting holes in the support bracket with the corresponding holes in the side
panel of the device.

2. Use a screwdriver to screw the support bracket to the case.
3. Repeat steps 1 and 2 for the second support bracket.

3.2 Device rack installation

To install the device to the rack:

1. Attach the device to the vertical guides of the rack.

2. Align mounting holes in the support bracket with the corresponding holes in the rack
guides. Use the holes of the same level on both sides of the guides to ensure horizontal in-
stallation of the device.

3. Use a screwdriver to screw the switch to the rack.
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N

/0000000000000000

e

Fig. 12 - Device rack installation

Fig. 13 shows an example of MES5448 rack installation.

o] MES5448/7048 N1 (o]
(o] Cable organizer (o]
o MES5448/7048 N2 [¢]
o] Cable organizer o
o MES5448/7048 N3 o
o Cable organizer 4]
0 MES5448/7048 N4 o
o] Cable organizer o
o MES5448/7048 N5 o
o Cable organizer (o]

Fig. 13 — MES5448/MES7048 switch rack location

’ I Do not block air vents and fans located on the rear panel to avoid components overheating
and subsequent switch malfunction.
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3.3 Power module installation

Switch can operate with one or two power modules. The second power module installation is
necessary when greater reliability is required.

From the electric point of view, both places for power module installation are equivalent. From the
point of view of the device, the power module located on the left (if you look at the back wall of the
switch) is considered the main one, on the right - the backup one. Power modules can be inserted and
removed without powering the device off. When an additional power module is inserted or removed, the
switch continues to operate without reboot.

Fig. 14 — Power module installation

You can check the state of power modules by viewing the indication on the front panel of the
switch (see Section 2.4.7) or by checking diagnostics available through the switch management inter-
faces.

] Power module fault indication may be caused not only by the module failure, but also by
e the absence of the primary power supply.
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3.4 Connection to power supply

1. Prior to connecting the power supply, the device case must be grounded. Use an insulated
stranded wire to ground the case. The grounding device and the ground wire cross-section
must comply with Electric Installation Code.

! Connection should be performed by a qualified specialist.

2. If youintend to connect a PC or another device to the switch console port, the device must
be properly grounded as well.

3. Connect the power supply cable to the device. Depending on the delivery package, the de-
vice can be powered by AC or DC electrical network. To connect the device to AC power
supply, use the cable from the delivery package. To connect the device to DC power supply,
use wires with a minimum cross-section of 1 mm?.

In order to avoid short-circuits when connecting to the DC network, it is recommended that

the wire be stripped to a length of 9 mm.

The DC power supply circuit should contain a power disconnect device with physical sepa-
ration of the connection (switch, connector, contactor, circuit breaker, etc.).

4. Turn the device on and check the front panel LEDs to make sure the terminal is in normal

operating conditions.

Sy Yy,

3.5 SFP transceiver installation and removal

/ Optical modules can be installed when the terminal is turned on or off.

1. Insert the top SFP module into a slot with its open side down, and the bottom SFP module
with its open side up.

Fig. 15 — SFP transceiver installation

2. Push the module. When it is in place, you should hear a distinctive 'click'.

Fig. 16 — Installed SFP transceivers
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To remove a transceiver, perform the following actions:

1. Unlock the module's latch.

Fig. 17 — Opening SFP transceiver latch

2. Remove the module from the slot.

Fig. 18 — SFP transceiver removal
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4

INITIAL SWITCH CONFIGURATION

4.1 Terminal configuration

Run the terminal emulation application on PC (HyperTerminal, TeraTerm, Minicom) and perform
the following actions:

Select the corresponding serial port.

Set the data transfer rate to 115200 baud.

Specify the data format: 8 data bits, 1 stop bit, non-parity.
Disable hardware and software data flow control.

Specify VT100 terminal emulation mode (many terminal applications use this emulation mode

by default).

4.2 Device start-up

Establish connection between the switch console ('console' port) and the serial interface port on
PC that runs the terminal emulation application.

Turn on the device. Upon every startup, the switch performs a power-on self-test which checks
operational capability of the device before the executable program is loaded into RAM.

The process of the «system test» on the MES5448/MES7048 switches:

Stopping network: OK

Saving random seed... done.

Unloading kernel modules: OK

Stopping logging: OK

umount: /: not mounted.

The system is going down NOW!

Sent SIGTERM to all processes

Sent SIGKILL to all processes

Requesting system reboot

[78648.185579] reboot: Restarting system

Booting Eltex MES5448/MES7048 BIOS version 3.5...

U-Boot 2016.07-MES5448/MES7048 (Mar 31 2021 - 12:59:35 +0700)

CPU: x86 64, device 406d8h
DRAM: 4 GiB
SF: Detected MX25L12805 with page size 256 Bytes, erase size 64 KiB,
MiB
Model: Eltex MES5448/MES7048
SF: Detected MX25L12805 with page size 256 Bytes, erase size 64 KiB,
MiB
Loading FPGA 1mage: ...ttt eennnnnneens OK.
SF: Detected MX25L12805 with page size 256 Bytes, erase size 64 KiB,
MiB
SCSI: scanning bus for devices...
Device 0: (1:0) Vendor: ATA Prod.: 8GB SATA Flash D Rev: SFPS
Type: Hard Disk
Capacity: 7641.2 MB = 7.4 GB (15649200 x 512)
Found 1 device(s) .
Net: ethO: e1000#0
Autoboot in 5 seconds

total 16

total 16

total 16

The switch firmware will be automatically loaded five seconds after testing is completed.
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After successful startup, you will see the CLI interface prompt.

Applying Global configuration, please wait ...

Applying Interface configuration, please wait ...

User Name:admin
Password:
console>enable

console#

The default user name is «admin», password is empty. The password for «admin» can

be configured, but this user cannot be deleted. There is no password for privileged
mode by default.

To quickly get help for available commands, use key combination SHIFT+?.
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5 COMMAND LINE INTERFACE (CLI) USAGE

Command Line Interface, CLI — is a tool for managing and monitoring the system, based on text
commands. You can access the CLI using a direct connection via a serial interface, or using a remote logi-
cal connection using Telnet or SSH.

This section describes CLI syntax, symbols and modes.

5.1 Command syntax

A command is one or several words that can be accompanied by one or several parameters. Pa-
rameters can be mandatory and optional.

Some commands, such as show network or clear vlan require no parameters. Another com-
mands, such as network parms, require input values after the command. Parameter values should be
entered in a certain order: mandatory first, then optional parameters. So, following example shows net-
work params command syntax:

network parms ipaddr netmask [gateway]
network parms —command name.

ipaddr and netmask — mandatory parameters, which are the values that must be entered after
entering the command keywords.

[gateway] — optional parameter, which is not mandatory for command execution.

The CLI Command Reference contains a list of commands (sorted by command name) and provides
a brief description of each command. Command description also contains following information:

e 'Format'—command keywords, the required and optional parameters.

e 'Command entry mode' — a command entry mode in which access to this command ap-
pears.

e 'Default value' — default configuring settings value (if exist) on this device.

Description of show commands also contains an indication of the information displayed by each
such command.

MES5448 and MES7048 Data Center Switches 65



JHELTEX

5.2 Symbols in command description

Command parameters can include required and optional values, as well as a list of keywords. Pa-
rameters are entered in a specific order. Table 5.1 describes the conventions used in this document to
distinguish between types of values.

Table 5.1 - Parameter symbols

Symbol Example Description
[1 square brackets [value] Optional parameter.
parameter written Variable value. Instead of the text in italics and brackets, you
in italic. value or [value] must enter the corresponding value (name or number).
{} braces {choicel | choice2} You need to select aparameter from the list of options.
| Vertical bar choicel | choice2 Mutually exclusive options.

[{}] Braces in the

. . S . . '
square brackets [{choicel | choice2}] election of an optional element from the proposed

5.3 General parameter values

Parameter values can be names (sequences of letters) or numbers. When using a space as part of a
parameter, enclose the value in double quotes. For example, the system will consider spaces if you use
the 'System Name with Spaces' expression. The user may not specify empty sequences ("). Table 5.2 de-
scribes the general values of parameters and rules for setting the format of values.

Table 5.2 - Parameter description

Parameter Description

ipaddr Permissible IP address. IP address can be specified in the following ways:
a (32 bit)

a.b (8.24 bit)

a.b.c (8.8.16 bit)

a.b.c.d (8.8.8.8)

In addition to the above formats, CLI allows decimal, hexadecimal and octal input formats
(where n is any real hexadecimal, octal or decimal number), implemented as follows:

oxn (CLI assumes hexadecimal format.)
On (CLI assumes octal format with leading zeros.)

n (CLI assumes decimal format.)

ipv6-address FES0:0000: 0000 : 0000 : 020F : 24FF : FEBF : DBCB, or
FE80:0:0:0:20F : 24FF : FEBF : DBCB,or

FE8Q: : 20F 24FF : FEBF : DBCB,or
FE80:0:0:0:20F : 24FF:128:141:49:32

Interface or Permissible slot and port numbers, divided by slash. For example 0/1 means slot number 0
unit/slot/port and port number 1.
Logical interface Slot and port logical number. Applicable for an aggregated interface (LAG). Logical

unit/slot/port can be used to configure an aggregated interface.

Symbol sequences Double quotes are used to form a sequence of characters, for example, “System Name with
Spaces”. An empty sequence (““) is not allowed.
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5.4 Unit/slot/port, naming rules

The software accesses physical objects (maps and ports) using the unit/slot/port naming rule. The
software also uses this abbreviation to identify certain logical objects, such as an aggregate-type logical interface.

The slot number can be used in two ways. When accessing a physical port, it identifies the map

containing the ports. When accessing a logical port and CPU port, it also identifies the type of interface or
port.

Table 5.3 - Slot types

Slot type Description
Numbers of Numbers of physical slots start from zero and are assigned before reaching the maximum num-
physical slots ber of physical slots.

Numbers of logi- | Logical slots follow the physical slots and identify the logical aggregate interface (LAG) or router
cal slots interfaces. The value of the logical slot number depends on the type of logical interface and may
vary depending on the platform.

Numbers of CPU | CPU slots immediately follow the logical slots.
slots

The port defines either the physical port of the device or the logical interface that is controlled in
this slot.

Table 5.4 - Port types

Port type Description

Physical ports The physical ports for each slot are sequentially numbered, starting from one. This way, port 1
on slot O (internal port) for a switch in offline mode (out of stack) is 1/0/1, port 2 is 1/0/2, port 3
is 1/0/3, etc.

Logical interfaces | Link Aggregation Group (LAG) interfaces are logical interfaces that are used only for traffic
switching functions. VLAN routing interfaces are used only for routing functions. Loopback inter-
faces - logical interfaces that are always enabled. Tunnel interfaces are logical point-to-point
(p2p) connections that pass encapsulated packets.

CPU ports The CPU ports are processed by the driver as one or more physical objects located on the physi-
cal slots.

¢ The CLI does not use the unit/slot/port format for loopback and tunnel interfaces. Use
loopback identifier to set the loopback interface. Use tunnel identifier to set the tunnel
interface.

5.5 The use of a negative form of commands

The no keyword is a negative form of an existing command and is not an independent command.
Almost every configuration command has a negative form. It is mainly used to cancel the command or
return to the default value. For example, the no shutdown configuration command cancels interface shut-
down. Use the command without the no keyword to re-enable the disabled option or activate the option
disabled by default. The negative form is available only for configuration commands.
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5.6 The use of the show command

All commands for viewing the operational state of the device (show commands) are executed in
any configuration mode (global configuration modes, interface configuration, VLAN configuration, etc.).
Show commands provide information about the system and features of a particular configuration, its
state and statistics. Previously, show commands were available only in user or privileged modes.

5.7 CLI output filtering

Many CLI Show commands display significant amounts of data, which can make it difficult to find
the information you want. The 'CLI output filtering' feature allows the user to additionally specify output
filtering parameters when executing the 'show display' CLI commands in order to output only the neces-
sary information. The point is to reduce the amount of data displayed on the display and simplify the
search for information of interest to the user.

The main CLI output filtering features:
e Pagination management

- Pagination enabling/disabling for all CLI viewer commands support. When the feature
is disabled, the entire data set is output. When the function is enabled, the data is dis-
played on a page-by-page basis, in order to view further information, it is necessary to
press a key. At the end of each page, --More-- (Next) or (q)uit (Q, exit) is displayed.

- When paginated output is enabled: press Enter to advance one line; press 'q' or 'Q' to
cancel paginated output; press any other key to go to the next page. You cannot
change these keys.

V Some show commands already support the paging function, some do not, and it does
not apply to all commands.

e Data output filtering

- Control the data display on the grep principle to display the desired information.
Filter the displayed data by including only rows containing the specified sequence.
Filter the displayed data by excluding rows containing the specified sequence.

Filter the displayed data by including only the lines that include the specified se-
quence, and all following them.

Filter the displayed data by including the specified output content section (for ex-
ample, 'interface 0/1') with a configurable delimiter.

When finding a sequence, the register is not considered.

The enabled pagination also applies to output filtering.
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5.8 Software modules

The software consists of many independent modules that can be combined in an arbitrary combination to
develop advanced 2/3/4+ products. Commands and command entry modes available on your switch depend on
the installed modules. In addition, for some show commands, the output fields may vary depending on the mod-
ules included in a particular assembly.

The software package includes the following modules:

e Commutation (level 2)

e Routing (level 3)

e |Pv6 routing

e Multicast

e BGP-4

e Quality of Services (QoS)

e Management (CLI, Web Ul and SNMP)

e |Pv6 management — allows you to control the device via the IPv6 protocol (does not re-
quire an IPv6 routing module in the system). The IPv6 management address can be associ-
ated with a network port (front panel ports of the switch), a VLAN interface, and a service

port.
e Metro
e Stacking

e Data processing and storage center (DataCenter)

e Secure Management

Some modules are not available for some platforms or software versions.

5.9 Command mode

CLI commands are grouped by input mode according to the command function. Each of the com-
mand entry modes supports specific software commands. Commands of one mode or another will not be
available until you switch to this mode, except user mode commands. You can execute the User mode
commands in the Privileged mode.

The command prompt changes in each command mode to help you identify the current mode. Ta-
ble 5.5 describes the command modes and the prompts visible in that mode.

5 The command modes available on your switch depend on the software modules that
are installed. For example, a switch that does not support BGPv4 does not have the
BGPv4 Router Command Mode.
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Table 5.5 - CLI Command Modes

Command Mode Prompt Mode Description
. Contains a limited set of commands to
User mode Switch> ) . ; .
view basic system information.
Allows you to issue any user/privileged
Privileged Mode Switch# command, enter the VLAN mode, or

enter the Global Configuration mode.

Global Config Mode

Switch (Config)#

Groups general setup commands and
permits you to make modifications to
the running configuration.

VLAN configuration
mode

Switch (Vlan)#

Groups all the VLAN commands.

Interface Config

Switch (Interface unit/slot/ port)#
Switch (Interface Loopback id)# Switch
(Interface Tunnel id)#

Switch (Interface unit/slot/port
(startrange)-unit/slot/
port(endrange)#

Switch (Interface lag lLag-intf-num)#
Switch (Interface vlan vlan-id)#

Manages the operation of an interface
and provides access to the router inter-
face configuration commands.

Use this mode to set up a physical port
for a specific logical connection opera-
tion.

You can also use this mode to manage
the operation of a range of interfaces.
For example the prompt may display as
follows:

Switch (Interface 1/0/1-1/0/4) #

Enters LAG Interface Config for the
specified LAG.

Enters VLAN routing Interface Config for
the specified VLAN ID.

Contains commands to configure out-
bound telnet settings and console inter-

Line Console Switch (config-line)# - )
( & ) face settings, as well as to configure

console login/enable authentication.

Line SSH Switch (config-ssh)# Cor.mtalns commands ‘Fo c9nflgure SSH
login/enable authentication.

Line Telnet Switch (config-telnet)# Cot\talns commands 'Fo c9nflgure telnet
login/enable authentication.

IAS. AAA user configu- Switch (Config-TAS-User)# AIIonS password configuration for a

ration user in the IAS database.

Mail server configura-
tion

Switch (Mail-Server)#

Allows configuration of the email server.

Policy Map configura-
tion

Switch (Config-policy-map)#

Contains the QoS Policy-Map configura-
tion commands.

Policy Class configura-
tion

Switch (Config-policy-class-map)#

Consists of class creation, deletion, and
matching commands. The class match
commands specify Layer 2, Layer 3, and
general match criteria.

Class Map configura-
tion

Switch (Config-class-map)#

Contains the QoS class map configura-
tion commands
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for IPv4.

Ipv6_Class-Map con-
figuration

Switch (Config-class-map)#

Contains the QoS class map configura-
tion commands for IPv6.

OSPF router configura-
tion

Switch (Config-router)#

Contains the OSPF configuration com-
mands.

OSPFv3 router config-
uration

Switch (Config rtr)#

Contains the OSPFv3 configuration
commands.

Router RIP Config

Switch (Config-router)#

Contains the RIP configuration com-
mands.

BGP Router Config

Switch (Config-router)#

Contains the BGP4 configuration com-
mands.

Route map configura-
tion

Switch (config-route-map)#

Contains the route map configuration
commands.

IPv6 VRF Address Fam-
ily Config

Switch (Config-router-af)#

Contains the IPv6 address family config-
uration commands.

Peer Template Config

(Config-rtr-tmplt)#

Contains the BGP peer template config-
uration commands.

RADIUS Dynamic Au-
thorization Config

(Config-radius-da)

Contains the Radius Dynamic Authoriza-
tion commands.

MAC Access-list Config

Switch (Config-mac-access-list)#

Allows you to create a MAC ACL and to
enter the mode containing MAC ACL
configuration commands.

IPv4 Access-list Config

Switch (Config-ipv4-acl)#

Allows you to create an IPv4 named or
extended Access-List and to enter the

mode containing IPv4 Access-List con-
figuration commands.

IPv6Access-list Config

Switch (Config-ipv6-acl)#

Allows you to create an IPv6 Access-List
and to enter the mode containing IPv6
Access-List configuration commands.

Management Access-
list

Config

Switch (config-macal)#

Allows you to create an Management
Access-List and to enter the mode con-
taining Management Access-List config-
uration commands.

TACACS Config

Switch (Tacacs)#

Contains commands to configure prop-
erties for the TACACS servers

User-Group Configura-
tion Mode

Switch (config-usergroup)

Contains user group commands

Task-Group Configura-
tion Mode

Switch (config-taskgroup)

Contains task group commands

DHCP Pool Config

Switch (Config dhcp-pool)#

Contains the DHCP server IP address

pool configuration commands.

DHCPv6 Pool Config

Switch (Config dhcp6-pool)#

Contains the DHCPv6 server IPv6 ad-
dress

pool configuration commands.
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Stack Global Config
Mode

Switch (Config stack)#

Allows you to access the Stack Global
Config Mode.

ARP Access-List Config
Mode

Switch (Config-arp-access-list)#

Contains commands to add ARP ACL
rules in an ARP Access List.

Support Mode

Switch (Support)#

Allows access to the support com-
mands,

which should only be used by the manu-
facturer's

technical support personnel

as improper use could cause unex-
pected system

behavior and/or invalidate product war-
ranty.

Table 5.6 explains how to enter or exit each mode. To exit a mode and return to the previous
mode, enter exit. To exit to Privileged mode, press Ctrl+z.

logout.

/|  Pressing Ctrl+z from Privileged mode exits to User mode. To exit User mode, enter

Table 5.6 - CLI Mode Access and Exit

Command Mode

Access Method

User mode

This is the first level of access.

Privileged Mode

From the User mode, enter enable

Global Config Mode

From the Privileged mode, enter configure

VLAN Config

From the Privileged mode, enter vlan database

Interface Config

From the Global Config mode, enter:

interface unit/slot/port or

interface loopback id or

interface tunnel id

interface unit/slot/port(startrange)-unit/slot/port(endrange)
interface lag lag-intf-num

interface vlan vlan-id

Line Console From the Global Config mode, enter 1ine console.
Line SSH From the Global Config mode, enter 1ine ssh.
Line Telnet From the Global Config mode, enter 1ine telnet.

AAA |AS User Config

From the Global Config mode, enter

aaa las-user username name

Mail Server Config

From the Global Config mode, enter

mail-server address

Policy-Map Config

From the Global Config mode, enter

policy-map

Policy-Class-Map Config

From the Global Config mode, enter class-map, and specify the optional keyword
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ipv4 to specify the Layer 3 protocol for this class.

VPC

From the Global Config mode, enter vpc

IPv6-Class-Map Config

From the Global Config mode, enter class